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Small police departments in the US have 
been using gunshot detection technology 
as a force multiplier in communities 
plagued by firearms and related crime
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c o m m e n t

can tech prevent ambush killings?
there have been a number of disturbing incidents in the 

US recently in which patrol officers appear to have been 
deliberately targeted and ambushed while sitting in their 

police vehicles by armed assailants. Some of these attacks appear 
to be linked to the widespread community anger following police 
shootings in various parts of the US over the past 12 months, 
but others have the appearance of random, yet targeted, deadly 
assaults on police personnel. The shootings have happened in 
different parts of the US and do not appear to be linked. 

Of course, the US problem with high levels of gun crime is 
unique among Western countries, making it difficult to draw 
comparisons, but the UK is not immune to ambushes of police 
officers. In July 2010, Northumbria PC David Rathband, 42, a 
uniformed patrol officer, was shot in the face through the window 
of his vehicle while parked at a roundabout by Raoul Moat, a 
37-year-old gunman with a grudge against the police who later 
shot himself dead in a stand-off with armed officers. 

In August 1987, in the small town of hungerford, 27-year-old 
Michael Ryan armed with an AK 47 assault rifle, an American M1 
carbine, and a Beretta .38 calibre semi-automatic pistol went on 
a rampage shooting dead 16 people. Among the victims were 
Thames Valley PC Roger Brereton, the first police officer on the 
scene, who was killed in his police vehicle by machine gun fire.In 
2012, Greater Manchester Police officers Fiona Bone and Nicola 
hughes were killed in a gun and grenade attack by wanted crimi-
nal Dale Cregan after they responded to a bogus 999 call he made 
to deliberately lure police to an address in Mottram, Tameside. 

The issue of whether officers were armed was not a factor in 
any of these dreadful killings. In most cases, the police victims 
were ambushed and had little or no time to react. With single 
crewing of police vehicles becoming more common, there is a 
recognition, in the US at least, that in-vehicle cameras and other 
alert systems may give officers more of a fighting chance. 
Gary Mason

Editor’S iNSight
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In 2014, all public safety 
agencies in Salt Lake County, 
including the two 911 commu-
nications centres, came together 
through inter-local agreements 
to secure shared computer-aid-
ed dispatch, records manage-
ment and mobile systems with a 
view to improving their response 
times and better co-ordinating 
work between agencies.

The dispatch system supplied 
by hexagon will allow agencies 
to balance workload and ensure 
back-up of dispatching functions 
if needed. The records manage-
ment and mobile software will 
provide real-time information 

The municipal and county police, 
fire and emergency agencies 
within Salt Lake County, Utah, 
are using new dispatching soft-
ware that combines dispatching, 
records management, mobile 
and analytics systems.

When fully implemented, the 
Salt Lake Valley deployment will 
be one the largest multi-agency, 
multi-jurisdictional systems in 
the US.

John Inch Morgan, executive 
director at the Salt Lake Valley 
Emergency Communications 
Center (VECC), said: “Adopting 
the same computer-aided dis-
patching software system by the 
two 911 call answering centres 
serving all city, town and county 
police and fire will greatly en-
hance the ability of all agencies 
to share information and better 
serve our citizens in need of 
emergency services.”

The public safety agencies 
have been working to develop a 
consolidated public safety sys-
tem for the past 20 years. 

North Wales Police has upgrad-
ed its command and control 
system to provide unified com-
munications, contact manage-
ment, incident management 
and dispatch.

The upgrade provides North 
Wales Police with a single 
platform for both emergen-
cy and non-emergency forms 
of contact centre and control 
room communications includ-
ing radio, telephony, email and 
web chat. The system provides 
more information on people 

to first responders, investigators 
and other personnel.

The hexagon software in-
cludes Intergraph’s Comput-
er-Aided Dispatch (I/CAD), and 
its Mobile for Public Safety and 
Mobile Responder systems 
which extend dispatching ca-
pabilities to laptops and mo-
bile devices.

A cloud-deployable, records 
management system and busi-
ness intelligence system will 
help the 40 agencies using the 
system to mine, monitor and an-
alyze massive amounts of public 
safety data for better resource 
planning and deployment.

Around 40 public safety agencies will be using the CAD system

Joint dispatch system in Salt lake

command and control upgrade in North Wales

u N i t E d  S t a t E S

u N i t E d  K i N g d o m

Salt Lake County’s 
public safety 
agencies have 
consolidated their 
CAD software 

Sepura wins €2m 
astrid contract 

b E l g i u m

Astrid, the government-owned 
company responsible for Bel-
gium’s public safety Tetra net-
work, has awarded contracts 
worth €2m to Sepura.

The award includes a five-
year support and maintenance 
agreement for Astrid’s existing 
Sepura applications, plus a con-
tract to develop an extension to 
the location services component 
which will, from 2017, be able to 
track both Tetra and 3/4G devic-
es on Astrid’s Blue Light Mobile 
(BLM) high-speed data service.

The second generation of 
BLM will be launched in 2017 
and will provide single SIM card 
access to all of Belgium’s com-
mercial 4G network operators, 
offering priority and pre-emp-
tion for voice and data within a 
secure environment – laying the 
foundations for the convergence 
of traditional professional mo-
bile radio (PMR) usage and the 
data-rich capacity of long-term 
evolution (LTE) communications.

Sepura applications director 
Rod Stafford said: “We anticipate 
further innovations, enabling ap-
plications to be accessed from 
both TETRA and commercial LTE 
networks and, indeed, devices 
which can operate seamlessly 
across the two technologies.”

and properties at the point of 
contact through integration with 
other police systems and deliv-
ers automated management in-
formation reporting.

The new system features in-
clude a single workstation per 
operator position and commer-
cial-off-the-shelf (COTS) hard-
ware and virtualisation in the 
data centre. The software plat-
form will also support the transi-
tion to the Emergency Services 
Network (ESN) for North Wales 
Police in the coming years.The system features include a single workstation per operator
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O2 and Airwave. Further savings 
are also achieved through the re-
duced error rate, because Pronto 
contains purpose-built forms 
with mandatory fields.

Assistant chief constable Chris 
haward of Derbyshire Constabu-
lary said: “This is the next gener-
ation of the familiar police paper 
notebook. Instead of travelling 
to and from the police station to 
enter information into systems 
from paper notebooks, the offi-
cers can send and receive it di-
rectly from the frontline.”

Trials of the world’s first bi-na-
tional communications system 
between 911 emergency ser-
vices have started in Sweden 
and Norway. Using the Swedish 
Rakel network and Norwegian 
Nødnett system, police and 
ambulance services of both 
countries are testing the in-
teroperability of the networks 
in the towns of Meråker (Nor-
way) and Storlien (Sweden).

Both networks will be ready 
for bi-national operational use 
in early 2017. Although they 
use different Tetra networks 
on their territory and different 
terminals, the EU-funded proj-
ect Inter-System Interoperabil-
ity for Tetra-Tetrapol Networks 
(ISITEP) has created a platform 
on which Swedish and Nor-
wegian disaster relief organ-
isations can easily exchange 
information. Previous tests in 
2016 as part of the European  
project were successful.

Airbus Defence and Space 
has been involved in the proj-
ect planning of the Swedish 
Civil Contingencies Agency 
(MSB) since the Rakel network 
went into operation in 2010. 
Rakel serves all main public 

safety organisations in Sweden 
and it is also used by companies 
such as utilities. Rakel enables 
more than 67,000 users to co-
operate on a national scale. The 
cross-border project will now 
enable group and individual 
calls and messaging between 
the public safety forces of both 
countries, and provides authen-
tication as well as encryption.

The ISITEP project in Nor-
way and Sweden is one of the 
most advanced multi-national 
radio communication projects 
in Europe and focuses on mis-
sion-critical communications 
on both sides of the 1,619km-
long border. After almost three 
years’ of development the basic 
interoperability is now in place.

ISITEP aims to find a compre-
hensive solution for interoper-
ability between mission-critical 
communications systems based 
on different technologies. The 
project comprises a consortium 
of 15 leading companies and 
academic institutions from 10 
countries. This three-year initia-
tive to strengthen co-operation 
between national emergency 
services started in 2013 and re-
ceived EU funding of €10m. 

Sweden and Norway share network

Derbyshire Constabulary plans 
to equip 1,500 police officers 
with smartphones and applica-
tions to convert paper-based 
tasks into  digital processes.

Airwave’s Pronto mobile appli-
cations synchronise information 
captured by mobile officers with 
back-office systems. A trial of 
the technology with a similarly 
sized force showed the electron-
ic processing of 60,000 witness 
statements saved an average of 
27 minutes and £42 per state-
ment, according to its suppliers, 

Digitisation drive bins paperwork for 1,500 officers
u N i t E d  K i N g d o m

S c a N d i N a v i a

World’s first interoperable emergency communications network trial has begun

Swedish and Norwegian first responders will be able to 
communicate with each other using the interoperable network
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half of all adults on biometric database
u N i t E d  S t a t E S

Study claims that 
more than 117 
million adults are 
on face recognition 
networks used by 
the police

ments, limit themselves to more 
targeted use of the technology, 
others are embracing high and 
very high risk deployments.”

The report claims that by run-
ning face recognition searches 
against 16 states’ driver’s li-
cence photo databases, the FBI 
has built a biometric network 
that primarily includes citizens 
not guilty of any offence. 

“Major police departments 
are exploring real-time face 
recognition on live surveillance 
camera video. Real-time face 
recognition lets police continu-
ously scan the faces of pedes-
trians walking by a street sur-
veillance camera. It may seem 
like science fiction. It is real.”

The report says contract doc-
uments and agency statements 
show at least five major police 
departments – including agen-
cies in Chicago, Dallas and Los 
Angeles – either claimed to run 
real-time face recognition off of 
street cameras, bought technol-
ogy that can do so, or expressed 
an interest in buying it. Nearly 
all major face recognition com-
panies offer real-time software. 

It also claims that “most law 
enforcement agencies do little 
to ensure that their systems 
are accurate,” stating that face 
recognition is less accurate 
than fingerprinting, particularly 
when used in real-time or on 
large databases. 

“We found only two agencies, 
the San Francisco Police Depart-
ment and the Seattle region’s 
South Sound 911, that condi-
tioned purchase of the technol-
ogy on accuracy tests or thresh-
olds,” the report says, stressing 
that there is a need for testing. 

“Unfortunately, independent 
accuracy tests are voluntary and 
infrequent,” it adds. “The human 
backstop to accuracy is non- 
standardised and overstated. 
Companies and police depart-
ments largely rely on police of-
ficers to decide whether a can-
didate photo is in fact a match. 
Yet a recent study showed that, 
without specialised training, 
human users make the wrong 
decision about a match half 
the time. We found only eight 
face recognition systems where 
specialised personnel reviewed 

Law enforcement face recog-
nition networks include more 
than 117 million American 
adults – or one in two of the 
entire adult population – ac-
cording to a report published 
in October by the Georgetown 
University’s Law Center on Pri-
vacy and Technology.

FBI face recognition search-
es are now more common than 
federal court-ordered wire-
taps, the report claims. At least 
one in four state or local police 
departments has the option to 
run face recognition searches 
through their or another agen-
cy’s system. 

At least 26 states (and po-
tentially as many as 30) allow 
law enforcement to run or re-
quest searches against their 
databases of driver’s licence 
and ID photos. Roughly one in 
two American adults has their 
photos searched this way, the 
report concludes. 

It says that while there are 
legitimate reasons for law en-
forcement facial recognition 
searches, a lot of this activity 
does not fall into that category.  

“A face recognition search 
conducted in the field to verify 
the identity of someone who 
has been legally stopped or 
arrested is different, in princi-
ple and effect, than an investi-
gatory search of an ATM photo 
against a driver’s licence data-
base, or continuous, real-time 
scans of people walking by a 
surveillance camera,” it says. 
“The former is targeted and 
public. The latter are gener-
alised and invisible. While 
some agencies, like the San 
Diego Association of Govern-

and narrowed down potential 
matches. The training regime 
for examiners remains a work 
in progress.” 

The report makes a number 
of recommendations. Broadly 
it says congress and state leg-
islatures should pass common 
sense laws to regulate law 
enforcement face recognition. 
Such laws should require the 
FBI or the police to have a rea-
sonable suspicion of criminal 
conduct prior to a face recog-
nition search. After-the-fact 
investigative searches – which 
are invisible to the public – 
should be limited to felonies. 

Mugshots, not driver’s li-
cence and ID photos, should 
be the default photo databas-
es for face recognition and 
they should be periodically 
scrubbed to eliminate the in-
nocent, the report concludes. 

Except for identity theft 
and fraud cases, searches of 
licence and ID photos should 
require a court order issued 
upon a showing of probable 
cause, and should be restrict-
ed to serious crimes.

At least a quarter of state or local police departments can run face recognition searches
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pictures, texts and videos in 
English and their local dialects, 
which can be tagged to record-
ed calls. Information is shared 
with frontline police via mobile 
applications. 

The centre will also have 200 
female communication officers 

to ensure quick response to 
women in need of assistance.

Replacing legacy and frag-
mented systems, the new sys-
tems will expand Uttar Pradesh 
Police’s incident response ca-
pabilities, leading to enhanced 
efficiency for the 250,000-per-

son police force. The system is 
expected to reduce response 
times to 15 minutes in urban 
areas and 20 minutes in rural 
districts. hexagon’s partner, Ma-
hindra Defence Systems, imple-
mented the technology in the 
Emergency Operation Center.

The centre will have 200 female officers to ensure a quick response to women in need of help

Dutch football team FC Gronin-
gen has started a season-long 
trial of face matching technol-
ogy in its Noordlease Stadium 
to keep tabs on supporters 
who have been banned from 
attending matches. 

The project comes as part of 
a wider initiative by the Dutch 
Ministry of Justice and Security 
to see how technology can im-
prove safety in and around the 
football stadiums of the Dutch 
first class teams. 

At the heart of the installa-
tion at FC Groningen are four 
Panasonic Full hD security 

cameras with facial recognition 
software at the turnstiles. The 
images of the supporters get 
sent to the control room in the 
stadium, where face matching 
software compares these to a 
database of banned supporters.

When there is a facial match 
the command room immedi-
ately receives a warning, after 
which the safety personnel can 
intervene. Due to privacy leg-
islation, only the images of the 
supporters with a stadium ban 

biometrics to identify banned fans

Uttar Pradesh Police, the larg-
est police force in India, has 
opened its state-wide, cen-
tralised “Dial 100” Emergency 
Operation Centre in the provin-
cial capital, Lucknow. It houses 
India’s largest police emergen-
cy response system.

The centre is equipped with 
a computer-aided dispatch 
system supplied by hexagon, 
which will be used for incident 
management and agency-wide 
reporting in India’s most popu-
lous state, serving 220 million 
people across 75 districts. 

The new 24/7 operation cen-
ter will have up to 250 call tak-
ers and 150 dispatchers to man-
age 200,000 estimated calls per 
day via its emergency hotline 
services – landline, VoIP, SMS, 
email, social media and mobile 
application. Citizens can upload 

Emergency call centre opens in uttar pradesh
i N d i a

t h E  N E t h E r l a N d S

Facial recognition 
systems will be 
used to identify 
banned fans at 
the FC Groningen 
stadium turnstiles

are saved, without any accom-
panying personal data. The 
full construction and network 
installation was done by Rot-
terdam-based company Radio 
holland, which is responsible 
for all enterprise critical com-
munication and security sys-
tems at FC Groningen.

“With this new solution, 
our security personnel can be 
used much more effectively,” 
said Dian de Bruijn, safety and 
public co-ordinator at FC Gron-
ingen. “In the past, the control 
room had to scan all 22,500 
visitors individually, visually, 
the cameras and software can 
now do that automatically, giv-
ing them a warning within sec-
onds if something is detected. 
This way, their attention can be 
shifted to other priorities, such 
as ensuring continued safety 
on the stands and along walk-
ways and passages before and 
during the game.”

Before the system was installed, banned supporters would have 
to be identified visually by the security staff at the stadium
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The system allows FLIR devices to be installed on EC135s

are also delivered, helping to 
pinpoint the incident’s location.

The system enables control 
staff to quickly establish the 
severity of an incident and then 
ensure that response crews 
have been safely and efficient-
ly despatched to locations with 
the information they need.

The service will be piloted 
by West Midlands Fire Service, 

A system that enables con-
trol rooms to view live footage 
streamed from witnesses at the 
scene of an incident is being 
tested in the West Midlands.

Developed by West Midlands 
Fire Service in collaboration 
with Capita, 999EYE enables 
999 callers with compatible 
mobile devices to securely 
send live footage or images of 
incidents to emergency service 
control rooms.

It works by sending, with the 
caller’s permission, a text mes-
sage to their smartphone con-
taining a URL. Once clicked, a 
one-use-only live stream is es-
tablished that allows footage or 
images to be sent directly to the 
control room. GPS co-ordinates 

which will be the first emer-
gency service to go live with 
the solution.

Area Commander Steve Tay-
lor of West Midlands Fire Ser-
vice said: “Our fire crews cur-
rently take an average of just 
4 minutes and 40 seconds to 
reach emergencies in which 
people or buildings are in dan-
ger. Responding to incidents 

ESG has developed a set of 
Supplemental Type Certificates 
(STCs) for operator workstations, 
a mission management system 
and a Trakka A800 searchlight. 
The modular design allows low-
risk modifications to suit the 
needs of the operators.

ESG can deliver STC integra-
tion kits that enable customers 
to perform integration through 
EASA Part 145 maintenance or-
ganisations. All fixed provisions 
and their parts are delivered 
with EASA Form 1 and their as-
sociated documentation.

Witness video live-streaming trial under way
u N i t E d  K i N g d o m

E u r o p E

FLIR retrofit system approved by EASA

The West Midlands 
Fire Service control 
room will be able 
to watch live video 
streamed from  
999 callers

A system that integrates a va-
riety of FLIR devices into Euro-
copter EC135 helicopters has 
been given European Aviation 
Safety Agency (EASA) approval. 

ESG’s system can be setup 
with different types of Electri-
cal Optical System (EOS). Initial-
ly it will allow the retrofit of FLIR 
Systems Star SAFIRE 380-hD 
family, but with further modifi-
cations and extensions it could 
also be used with other types 
of EOS.

The Croatian Police, the ini-
tial customer of this installa-
tion, took delivery of the first 
modified helicopter in August 
this year. Further customers will 
receive their helicopters modi-
fied with new EOS in the com-
ing months.

pocket Sergeant 
app for officers 
given award

u N i t E d  K i N g d o m

A former officer who devel-
oped a policing app has been 
shortlisted for three technolo-
gy awards. Paul Cooper, former-
ly of Cleveland and Lincolnshire 
police forces, designed Pocket 
Sergeant to help officers carry 
out their duties. 

The app has been downloaded 
over 20,000 times. It secured the 
Silver award in the Mobile App 
category at the Cambridgeshire 
Digital Awards. It was also short-
listed in the Best Innovative 
App category at the Appster 
Awards in October. and for the 
second year running at the Cam-
bridgeshire Digital Awards in the 
Mobile App category. 

safely, quickly and assertively is 
key to reducing casualties and 
damage to property.

“We’re proud to be at the 
technological forefront with 
999EYE. It will help to ensure 
that people get the most ap-
propriate response, comple-
menting the skills of our expert 
control staff in obtaining infor-
mation from 999 callers.”

Callers are sent a link via text message that establishes a live stream from their device
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According to the 2014 Law Of-
ficer Fatalities Report, ambush-
es were the leading cause of 
officer fatalities in firearms-re-
lated deaths. Of the 50 fire-
arms-related fatalities in 2014, 
15 officers were shot and killed 
during an ambush, more than 
any other circumstance of fatal 
shootings that year.

There have also been a num-
ber of high-profile ambushes 
of officers while they were sit-
ting in their vehicles. 

In 2011, Virginia Tech police 
officer Deriek Crouse was fatal-
ly shot in his parked patrol car 
at close range while conduct-
ing a traffic stop on campus. In 
2015, Massachusetts Institute 
of Technology Police Depart-
ment officer Sean Collier was 
also killed after being shot six 
times while sitting in his patrol 
car by the Boston Marathon 
bombers Tamerlan Tsarnaev 
and Dzhokhar Tsarnaev. 

Earlier this month, two Des 
Moines, Iowa-area police offi-

cers were fatally shot in sep-
arate ambush-style attacks 
while sitting in their patrol cars.

Last year, the US Depart-
ment of Justice (DoJ) released 
a report, compiled by CNA, 
that investigated methods 
for preventing, responding to, 
and effectively responding to 
ambushes of police officers. 
A spokesman for the DoJ said:  
“Ambush attacks against law 
enforcement officers remain 
a threat to officer safety, with 
the number of attacks per year 
holding steady since a decline 
in the early 1990s and the 
proportion of fatal attacks on 
officers attributable to am-
bushes increasing.”

The report concluded that 
training across US law enforce-
ment agencies does not typi-
cally focus on ambushes, but 
on general officer safety skills 
that apply to these situations, 
such as remaining vigilant. 

Somewhat surprisingly the 
study showed that the percent-

age of officers who are women 
did not have any significant 
impact on ambushes. The re-
port also showed that even 
when an agency’s racial and 
ethnic makeup more closely 
resembles the racial and eth-
nic makeup of its community, 
it does not experience a sig-
nificantly lower rate of extreme 
violence against the police. 

Significantly, the study found 
that the level of in vehicle tech-

nology does have an impact on 
the threat of an ambush to an 
officer sitting in their vehicle. 
In-car cameras, measured by 
the ratio of cameras to patrol 
vehicles, were associated with 
fewer ambushes. 

“We found that agencies 
with in-car cameras in all of 
their patrol vehicles had 65 per 
cent fewer ambushes than oth-
er agencies,” the report’s au-
thors concluded. “Few studies 
have examined the impact of 
cameras on officer safety. The 
IACP (2004) studied the topic 
extensively. In a survey of more 
than 3,000 line officers, they 
found that one-third of officers 
generally felt safer because of 
in-car cameras. 

“Nearly half of the officers in 
their study believed that citi-
zens de-escalated on their own 
when they learned of the in-car 
camera. Officers also reported 
watching in-car camera video 
to self-critique their approach 
and tactics.” 

In-car tech saves officers’ lives
u N i t E d  S t a t E S

Threat of ambush is 65 per cent lower in vehicles that have onboard video systems

“The level 
of in-vehicle 
technology 
does have an 
impact on the 
threat of an 
ambush”
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With the recent proliferation 
of body-worn cameras, the re-
port recommended that future 
research should examine the 
impact this technology has 
not only on citizen complaints 
and uses of force, but also on 
violence against the police and 
officer safety. 

Leveraging existing systems
Meanwhile, a major manufac-
turer of vehicles for the US 
police market in collaboration 
with a sensor technology ven-
dor have developed a system 
it says will increase protection 
from the threat of ambush.

“Surveillance mode” was de-
veloped by Ford Motor Compa-
ny and InterMotive LGS. It uses 
the backup sensors, cameras 
and video monitors already in 
newer patrol cars to help keep 
officer safer. If any of the sen-
sors detect a presence while in 
surveillance mode, the vehicle 
will beep, indicating a sensor 
tripped, and will lock all doors, 
raise the driver’s window and 
flash the reversing lights. 

An image from the backup 
camera is beamed on to the 
rearview mirror, so the officer 
can keep an eye on the rear of 
the car. If someone comes too 
close, four sensors on the rear 
bumper will detect them. 

The system works during the 
day and at night, when officers 
are often the most vulnerable. 
It can be turned off if officers 
are in high traffic areas with a 
lot of pedestrians. The system 
can also include a dimmer 

for interior lights if the officer 
doesn’t want to be seen and a 
system that automatically turns 
down the radio if a call comes 
in over two-way radio. If a po-
lice car doesn’t have a backup 
camera, the system just uses 
the sensors.

The surveillance mode con-
cept was originally developed 
by Randy Freiburger, a Ford en-
gineer who works with police 
and ambulance agencies and 
gets regular feedback from the 
officers in the field about their 
needs and requirements. 

The technology is already 
included in newer Ford inter-
ceptor police vehicles. “It uses 
onboard equipment that acts 
as sensors to warn the officer 
when somebody approaches 
him from the rear,” said Inter-
Motive engineer Michael Black-
mer. “It’s like insurance. You 
hope you never need it. But if 
you do, it gives the officer a few 
extra seconds of warning,” says 
Marc Ellison, vice-president of 
operations at InterMotive.

The city of Orlando is looking 
at new technology to better 
protect officers from the possi-
bility that they’ll be ambushed. 
The system is already being 
used in Balharbour, Florida,

Police are already helping 
improve the system. Ellison 
says InterMotive plans an up-
grade that will make the brake 
lights automatically come on 
when someone is approaching, 
based on comments from an 
officer who was testing it.
Gary Mason

A University of Huddersfield lec-
turer has amassed and analysed 
data from interviewing doz-
ens of convicted criminals that 
could help police solve a range 
of serious crimes – including so-
called “tiger kidnappings”.

Dr John Synnott, a senior 
lecturer and assistant course 
director for the Investigative 
Psychology Masters course at 
the university, has explored the 
distances and journeys made by 
armed robbers after committing 
their crimes. In doing so, he has 
expanded the field of geograph-
ic profiling, which is an estab-
lished tool in detection.

In an article on his research, 
Dr Synnott focused on tiger kid-
napping, which he defines as 
“the abduction of a person of 
importance to a victim – gener-
ally a bank manager – in which 
that person is used as collateral 
until the victim complies with 
the requests of the offenders”.

“This is accomplished by using 
a picture of the victim’s loved 
ones under gun point, or, through 
the desperate persuasion of the 
victim to get the assistance of 
their colleagues, which may be 
necessary to complete the act. 
When the money has been se-
cured the victim is then told of 
a location in which to meet the 
criminals to hand over the cash,” 
wrote Dr Synnott.

“One of the hallmark features 
of this crime is the vast number 
of individual locations which 
are incorporated within the of-
fence. As a consequence, these 
features facilitate the possibility 
of a systematic analysis of the 
locations used and the spatial 
processes inherent to them.”

Dr Synnott began his research 
following a wave of such crimes 
in Ireland. “At the time there was 
no-one convicted of the offence 
of tiger kidnapping, so I inter-
viewed armed offenders and 
asked how they managed their 
getaway from the crime and that 

gave us additional qualitative 
information that could be used 
to help with the interpretation 
of the quantitative data collect-
ed,” said Dr Synnott.

Among his findings was that 
there were significant differenc-
es in tiger kidnappings in North-
ern Ireland and the Republic of 
Ireland. In the north, the perpe-
trators tended to be ex-para-
militaries who remained in their 
communities and kept victims in 
their own homes in some cases.  
Offenders in the Republic would 
move their victims much further 
away from the kidnap location.

Dr Synnott’s findings have the 
potential to expand the remit 
of geographical profiling. Until 
now, this has been largely re-
stricted to making predictions 
of the residential base of an 
offender, but this should go fur-
ther. he argued: “Understand-
ing criminal geography in all its 
forms will naturally contribute 
to any prediction-based models 
on the residential location of of-
fenders and beyond.”
l	The 2016 article Variations in 
the Journey from Crime: Examples 
from Tiger Kidnapping, by John 
Synnott, David Canter, Donna 
Youngs and Maria Ioannou, is in 
Journal of Investigative Psycholo-
gy and Offender Profiling.

Location profiling insight 
into criminal planning

Dr John Synnott seeks to 
expand geographical profiling

“Surveillance mode” uses backup sensors, cameras and video 
monitors already in newer model patrol cars to allow officers to 
gain greater awareness of the people around their vehicle

u N i t E d  K i N g d o m
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p r o d u c t s

A forensic laser scanner for use 
in wet weather conditions has 
been launched by FARO.

The FocusS scanner is 
available in 150m and 350m 
ranges. The company 
says it has an increased 
measurement range, 
Ingress Protection (IP) 
Rating of 54 for use 
in high particulate 
and wet weather 
conditions and 
a built-in field 
compensation 
routine for 
ensuring system 
accuracy.

The scanner’s 
sealed design is 
certified to withstand 

laser scanner sealed 
against the elements

f o r E N S i c S

A fixed automatic number 
plate recognition (ANPR) cam-
era with onboard processing 
has been launched.

Genetec’s AutoVu SharpV 
has high-definition ANPR and 
context cameras in a single 
device. It can detect and read 
any type of number plate on 
the edge, and includes various 
analytics such as vehicle make 
and direction of travel.

The developers say the cam-
era is easy to mount on walls or 
poles, with power and commu-
nication transferring through 
a Power-over-Ethernet plus 
connection. The focal distance 
is easily adjusted on site. 

It can be tied into citywide 
video surveillance systems to 
improve forensic investigations, 
reporting, monitoring, and is 
well-suited for access control.

fixed aNpr camera
S u r v E i l l a N c E

rugged tetra smartphone handset
c o m m u N i c a t i o N S

A fully functional Tetra radio 
built into a smartphone has 
been developed by Airbus 
Defence and Space. The rugge-
dised handset includes push-
to-talk and touch-to-message 
options. Android features and 
the large 4.7-inch touchscreen 
allow police officers and fire-
fighters to use special public 
safety apps, the company says.

The smartphone can live-
stream videos and data, and the 
touchscreen can be used while 
wearing gloves. A new devel-
oper programme, SmarTWISP, 
aims to create an application 
ecosystem addressing the 
needs of users.

The handset is dustproof 
and waterproof, with Ingress 
Protection (IP) ratings IP65 and 
IP67. It also has a long-lasting 
and rechargeable battery that 
ensures connectivity during 
long incidents. All information 
is encrypted and protected, 
according to Airbus.

The Dabat works 
on standard Tetra 
networks on the 
380–430 MHz  
frequency band. 

dirt, dust, fog, rain and other 
outdoor elements that can 
occur in extreme scanning con-
ditions, the developers claim. 

The on-site compensation 
feature enables users to verify 

the accuracy of the 
FocusS before 

each project. 
Users can correct 
deviations 
caused during 
transport, carrier 
mishandling or 
incidental con-
tact automatical-
ly and a compre-
hensive accuracy 
document can be 

generated for each 
scan project.

Data is processed onboard then transmitted via ethernet
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A new range of gloves that 
protects workers at risk of 
needle stick and puncture 
injuries has been developed 
by honeywell.

Made using reinforced 
yet thin and light materials, 
Picguard Urban makes the use 
of overgloves unnecessary, 
offering those working in law 
enforcement the extra flexi-
bility and dexterity they need, 
the developers claim.   

Stéphanie Quilliet, product 
manager EMEA for honeywell 
Industrial Safety, said: “After 
extensive testing, we discov-
ered that – unless workers 
wear overgloves – different 
types of hand movements 
can lead to injuries involving 
unprotected parts of the 
hand – such as the top of the 
finger, the external part of 

the hand and the thumb – that 
gloves would traditionally leave 
unprotected from needle stick. 
This glove offers a new level  
of protection.”

The glove is made using 
puncture and tear resistant 
para-aramid, polyurethane and 
ceramic materials that protect 
the palm and fingers effective-
ly. There is also a reinforced 
protective coating on the 
fingertips and hand side, which  
offer better abrasion and punc-
ture resistance.

The gloves are only 0.5mm 
thick and feature an ergonomic 
design with elastic cuff and 
fabrics. The polyurethane 
texture surface on the palm 
offers better grip while the new 
thumb crotch design ensures 
better flexibility on the forefin-
ger, the company says. 

ADF Solutions has developed a 
digital forensic tool to stream-
line investigations. 

Digital Evidence Investigator 
(DEI) is a fully automated and 
highly configurable artifact and 
file collection tool engineered 
for speed, scalability and ease 
of use, the company claims. 

Social media, peer-to-peer 
file sharing, web browsing and 
email data can be quickly re-
covered along with many other 
file types.

 Designed to work with 
field-based forensic tool Tri-
age-Investigator, DEI provides a 
forensic ecosystem where labs 
can leverage investigators to 
process and triage computers 
and digital devices.

anti-needle stick 
hand protection

p E r S o N a l  p r o t E c t i v E  E q u i p m E N t

haix updates its black Eagle boots
p E r S o N a l  p r o t E c t i v E  E q u i p m E N t

automated tool 
to streamline 
investigations

d i g i ta l  f o r E N S i c S

steps, reducing the skeletal 
shock to the wearer’s knee 
and ankle joints. 

There is also a special inset 
to protect the heel and stop 
you from rolling your ankle. 
The laces are tucked away in 
a practical pocket on the shoe 
and cannot therefore catch 
on stones or branches as you 
walk along.

There are no metal parts 
used in the boot, which also 
features an outsole that 
prevents penetration of heat, 
cold, oil or petrol.

The Black Eagle Athletic 2.0 
features lacing that enables 

smooth movements 
and avoids unneces-
sary pressure on the 
feet. This makes for 
easy going, even over 

bumpy ground.

The glove is made 
using puncture 

and tear resistant 
para-aramid, 

polyurethane and 
ceramic materials

after an extensive walk in hot 
conditions.

The new boot includes 
a removable antibacterial 
insole that diverts dampness 
and sweat to the exterior and 

makes sure that 
no unpleasant 
odours can arise. 
This keeps feet 
dry at all times. 

A dual-layer 
foam midsole 

cushions 
your 

haix has developed a new 
version of its Black Eagle 
Athletic range of boots. 

The Black Eagle Athletic 2.0 
is the successor to the Black 
Eagle Athletic 10 weather-
proof model. 

A slip-resistant sole 
ensures a firm grip on 
slippery, wet or 
oily surfaces 
whilst protect-
ing against heat 
and preventing 
the penetration of 
moisture. 

A three-ply 
Gore-Tex mem-
brane lining 
makes them 
waterproof and 
breathable. 
No warm air is 
trapped inside, even 



l
aw enforcement agencies in the 
US vary considerably both in 
their own size and the size of the 
populations they police. But the 
smaller- to medium-sized agen-
cies that work in towns and small 

cities with between 60,000 and 500,000 
residents are not necessarily sleepy back-
waters with accompanying low-level crime. 
In fact, some of these jurisdictions have, in 
terms of per head of population, the high-
est levels of gang violence and gun crime 
in the whole of the United States. Given the 
modest resources at their disposal, how do 
these law enforcement agencies combat 
that level of violence? 

Increasingly, these agencies are deploy-
ing technology that works as a force mul-
tiplier – effectively giving the agency eyes 
and ears on the street in crime hotspots 
that far outweigh their officer numbers. 

This sensor array technology in the 
form of CCTV cameras, other surveillance 
systems and gunshot detection acoustic 
listening devices, when networked and 
deployed in the most effective manner, can 
make a real difference to their crime rates. 

t r o u b l E  i N  p a r a d i S E
The city of Riviera Beach in Florida is a 
small strip of sun-drenched coastline 
that looks like a picture postcard holiday 
idyll. Tourism is the major industry, but 
Clarence Williams, chief of the Riviera 
Beach Police Department, says: “Right 
here in paradise there are areas of town 
which our local chamber of commerce 
simply will not encourage you to visit. Gun 
violence plagues a lot of inner cities and 
Riviera Beach is no different.” 

he says a very small area of a few square 
miles in the city has a disproportionate 
amount of gun crime, which gives the city a 
bad reputation. “There are no silver bullets 
for reducing gun violence, but, unfortu-
nately for all chiefs of police, communities 
expect you to have that silver bullet.”

Despite its small size, the location is a 

significant port with a US Customs and 
Border Protection presence. It also has one 
of the biggest food distribution depots 
in southern Florida, making it a potential 
homeland security target. 

What is making a difference to the crime 
figures though is a major investment in 
sensor technology that has been deployed 
in the city since 2010. The city council, 
working with the police department, has 
been successful in obtaining a federal grant 
to install a city-wide meshed broadband 

network that covers the whole centre and 
CCTV cameras networked to an information 
hub. It has also installed a Shotspotter gun-
fire detection system, which is linked into 
the same network. 

“This system has helped us reduce local 
crime levels by 52 per cent over an eight 
year period,” says Chief Williams. “It is not 
the sole driver of that trend, in my view, 
but the technology has played a signifi-
cant role.”

Despite the usefulness of the technology, 
communities in the US are sensitive to a 
sudden and heavy deployment of surveil-
lance systems in their midst, particularly in 
areas where police/community relations are 
strained, or there is a perception among the 
local population that they have been under 
or over-policed in the past. 

Chief Sam Somers, from the Sacramento 
Police Department in California, says that 
when deploying surveillance technology 
it is vital the police departments deal with 
these perceptions of law enforcement 
“spying on communities”. 

Shotspotter triangulates the sound of 

gunfire to give a location to the source of 
the shot to within about 30ft (9m). Although 
it is not a listening device as such, Chief 
Somers says there can still be a community 
perception it will be listening in to other 
things, such as conversations. 

“You can look at systems such as 
Shotspotter as purely an enforcement tool,” 
he says. “You can say we are going to put 
this up and then we are going to rain down 
on this particular neighbourhood. But if you 
employ that kind of strategy, the chances 
are you going to alienate your community. 
But with your more accurate crime data 
you should use it as opportunity to try and 
engage with that community, so that you 
can bring them on board. 

“In most of the neighbourhoods where 
you are going to employ these type of 
systems, it is likely that you are not going 
to have very good community relations. 
They are more likely to be feeling alienat-
ed from their city authorities and govern-
ment, because they are under-served in 
some capacity.”

The department installed more than 50 
sensors in the area where it thought most 
of the gunfire was occurring. Also, because 
most police departments with gang vio-
lence problems underestimate the number 
of shootings in their neighbourhoods, 
installing the system can cause an immedi-
ate increase in recorded offences, he says. 
“You are going to be dealing with a lot more 
reports and need to expect that, but that is 
how you diagnose the problem.”

Sacramento PD installed a Shotspotter 
system last year to have what Chief Somers 
describes as “a hard diagnostic look at 
what was going on in certain parts of our 
city”. The city is only three square miles 
in size. For the deployment of the system, 
the department picked an area called Del 
Paso heights, because it has two prominent 
gangs living in that neighbourhood and the 
system would be able to pinpoint the exact 
area where the two gangs activities were 
most prominent. 

“In law enforcement, most of us don’t 
know how many gunshots go off on a reg-
ular basis,” Chief Somers says. “We are just 
guessing when we go to the house where 
we think the incident may have occurred. I 
sat down with someone at the beginning of 
this project and had a little bet. he said he 
would guarantee that we had at least an 85 
per cent under reporting of shots going off 
in our jurisdiction – and he was right. ”

The police department dedicated four 
officers to the system on a seven-days-a-
week basis. They also wanted to develop 
an outreach programme to go with the sur-
veillance system. When a gunshot location 
incident is triggered, officers automatically 

“You should use it 
as opportunity to 
engage with the 
community”

fully loaded
Small police departments in the US have been 
using gunshot detection technology as a force 
multiplier in communities plagued by firearms 
crime. Gary Mason reports from the US
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follow up with a visit to the house and oth-
er houses in the area to see if people want 
to talk to the police about what is happen-
ing in their area. 

l o c a l  E N g a g E m E N t
“We need to let them know that we are 
their police department and try to get 
them involved in Neighbourhood Watch or 
nextdoor.com or some other platform that 
we use,” he says. “We are not just trying to 
put people in jail, but also trying to change 
the neighbourhood for the better.”

The police department also brought the 
city attorney into the programme to look at 
an alternative strategy of social abatement. 
“This in some ways is a social nuisance,” 
Chief Somers says. “You can go down the 
criminal justice route and you might find 
the shooter. In California, we have a law in 
two cities – Los Angeles and Sacramento 
– that allows the police to have someone 
involved in gun or drug crime evicted from 
a rented property. These are tools that are 
more on the civil side of the line than the 
criminal side, but it is the type of tool that 
is better at improving a neighbourhood as 
opposed to pure enforcement.”

The police department is now planning to 
expand use of the system to another area 
of the city. So far, the programme has re-
sulted in 63 arrests, 56 guns seized and 55 
hits on the IBIS ballistics database, which is 

used to trace firearms that have been used 
in more than one crime. 

South Bend in Indiana has a population 
of just over 100,000 people, but its police 
department has only 250 officers. Scott 
Ruszkowski, chief of the South Bend Police 
Department, says: “how many chiefs have 
said ‘there is no way I have the resources to 
combat gun violence in my city?’ But I was 
also the number one sceptic to the theory 
that technology can fill that gap.” 

he says there is an underestimated com-
munity benefit to using these systems to 
accurately identify criminal activity in high 
crime areas. “There may be a single mother 
with a young child who is frightened when 
she hears the sound of gunfire and who 
calls the police, but when she looks out of 
the window there is no police presence. 
What she might not know is that we may be 
two or three blocks away doing triage on 
somebody or putting a sheet over them.”

But, as well as improving the perception 
of a police department in that community, 
Chief Ruszkowski says that there is eviden-
tial value in having the sensors. 

he says that 95 per cent of the Shotspot-
ter alerts in his force area result in some 
form of evidence collection – mostly spent 
bullet cases. Some officers have even gone 
out and bought their own metal detectors 
so they cam comb the area where the alert 
was triggered to look for spent shells. l

Some people think that gunshot detection 
systems are a spying device. “We had to 
make it clear to people that we were not 
going to listen in on their conversations,” 
says Chief Sam Somers of Sacramento PD.
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a SEcoNd
chaNcE

The clock has stopped momentarily 
in rolling out the Emergency Services 

Network. Jamie Wilson urges forces to 
use this opportunity to get ahead of 

the game – before the countdown 
starts ticking again

1 8  w w w . p o l i c e p r o d u c t i n s i g h t . c o m

v i e w p o i n t
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E
arlier this month the government 
announced a delay in the roll-
out of its controversial £1.2bn 
investment in a new Emergency 
Services Network (ESN). When 
the transition from the current 

Tetra Airwave radio network does begin, it 
will switch on an unstoppable fire hose of 
data. Every service needs to start planning 
now, to ensure they are ready to take ad-
vantage of the new opportunities the ESN 
will undoubtedly bring. 

Now slated to commence in early 2018, 
the ESN will run on the EE network, en-
abling integrated 4G voice and broadband 
data services for Police, Fire and Ambulance 
services in the UK. The National Audit Office 
indicates that it will deliver £3.6bn in esti-
mated value over a 17-year period.

t h E  b E N E f i t S
The ESN will vastly increase the amount 
and range of data that can be exchanged 
from command-and-control to officers and 
crews in the field. The familiar two-way 
voice communications will now include 
video feeds (such as body-worn camer-
as and captured mobile phone or CCTV 
footage from the public), still images and 
mug shots, GIS map locations, witness 
statements and many other forms of digital 
data. It means mission-critical information 
can be shared quicker and more effective-
ly, allowing for far greater cross-service 
collaboration before, during and after an 
incident. In doing so, services will have the 
ability to make more informed decisions 
about how they respond. What is more, this 
data will be vital in post-incident investi-
gation and training, as well as the collation 
and presentation of evidence. 

a  W o r d  o f  c a u t i o N
On 15 September 2016, Amyas Morse, 
head of the National Audit Office, warned: 
“The need to save money and get out of 
a difficult commercial relationship has 
led the government to try and move to an 
approach that is not yet used nationwide 
anywhere in the world. The programme re-
mains inherently high risk and while steps 
have been taken to manage these risks we 
are concerned that these are under-rated 
in the Home Office and elsewhere. The 
programme needs to put in place more in-
dependent testing and assurance regimes 
for its technical solution and urgently 

improve its approach to engaging with the 
emergency services.”

It is undeniable that there is concern 
among the 105 emergency services in 
Great Britain, as well as 307 other public 
sector organisations that currently rely on 
Airwave. But with seemingly no going back 
on the project, the phrase “too big to fail” 
seems apt, as the cost of failure (risk to life 
as well as the financials consequences) are 
far too great. 

W o r K  m u S t  b E g i N  N o W
While the technologists work on getting 
the underlying ESN infrastructure in place, 
there is work that police forces can be do-
ing right now to ensure they can capitalise 
on the opportunities by being ESN-ready. 

Digital data sources require digital 
management and a digital way of operating, 
and every emergency service needs to start 
thinking now, about how they make the 

best sense of the new information avail-
able. For example, being ready to link calls 
and texts with map location, images and 
body-worn video (BWV) feeds for incident 
management, quality assurance or digital 
investigations. 

The good news is that there are ESN-
ready solutions on the market (and many 
have already been tried, tested and used 
in the field) that can help. These can be 
layered over existing emergency voice 
recording systems, data sources and infra-
structure, thereby addressing one of the 
fundamental challenges of the ESN – get-
ting efficiency and value from the variety 
and increase of information.

One such type of software solution has 
been developed to provide digital evidence 

management specifically for the police.  
It does so by making sure all of the new 
forms of data that will flow over the ESN 
are securely captured, logged and stored, 
providing a single complete, true record 
and reconstruction of the interactions be-
tween citizens, emergency communications 
centres and first responders. Designed for 
the command-and-control environment it 
improves incident replay and reconstruc-
tion, quality assurance and training by link-
ing voice, video, texts, map locations and 
others to a timeline that can be reviewed 
and shared securely. 

Another opportunity ESN brings for the 
police is the ability to close cases faster. 
Software capable of handling the increased 
volume and type of digital data can aid 
incident investigations and help officers 
become more effective and efficient.  It 
does so by automating and expediting the 
collection, analysis and sharing of all digital 
evidence – from records management sys-
tems, computer-aided dispatch, interview 
rooms, 999 audio, documents, photos, 
CCTV, body-worn and in-car video, social 
media and more.  Such a system enables a 
Google-like search to be conducted across 
all data sources and collected evidence, 
presenting information along with sugges-
tions of other potentially relevant evidence.

In recent years, the ability to adopt new 
technology has been a challenging one, 
with budgets squeezed and pressure from 
government to do more with less. Add to 
that the plethora of technologies being 
pushed at emergency services from the 
vendor community. however, the intro-
duction of the Police ICT Company will 
hopefully make an important contribution 
in providing guidance.

The stopwatch may have been paused 
for now, but the countdown to the ESN is 
still very much on. I urge you to use these 
additional months to take stock of your 
current digital policing strategies and ask 
yourself how you will manage the increase 
in volume and new types of data that will 
become available. ESN has some challeng-
es, but it brings with it huge opportunities 
to do things better. Now is the time to plan, 
so, when you switch on that fire hose of 
data, it is being channeled exactly how 
you need, and only serves to improve your 
entire operations and service. l
Jamie Wilson is the public safety marketing 
manager EMEA at NICE

“The stopwatch 
may have been 
paused for 
now, but the 
countdown to the 
ESN is still very 
much on”
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c
riminal case histories, public 
videos, vehicle number plate 
recognition and social media 
data all play a vital role in 
criminal investigations, di-
rectly or indirectly providing 

important clues for investigators. As each of 
these shares characteristics that also apply 
to big data – such as volume, velocity and 
variety – the National Police Agency (NPA) 
has been applying modern large-scale 
data-handling technology to these areas 
to help officers analyse the data efficiently 
and increase detection rates.

c u r r E N t  m E t h o d S
The NPA’s big data is mainly drawn from 
three areas: footage from the public video 
surveillance system, which records around 
18 petabytes of data every month from 
Taiwan’s 75,000 cameras; vehicle loca-
tion data drawn from the number plate 
recognition system, which collects 640 
million records per month (condensed 
to 300 gigabytes of data); and structured 
data derived from sources associated with 
people, vehicles, objects and criminal cases 
(condensed from 2 terabytes at the source 
to about 400 gigabytes). 

Public video surveillance system (PVSS)
The PVSS is a powerful tool for crime 
investigations and determining liability in 
traffic accidents. Surveillance cameras are 
installed at important locations and main 
traffic routes in every city and county in 

Taiwan, as well as some lanes and alleys.
The NPA has been gradually integrating 

each city’s surveillance system into a joint 
cloud storage solution that allows footage 
to be accessed from anyone on the system. 
The police can access video data across 
regions, both to enhance the speed of case 
handling and enable investigators to better 
grasp the crux of the criminal case.

Number plate recognition system
Since criminals often steal vehicles to sell 
or use when committing a crime, informa-
tion related to vehicle movements can be 
instrumental in maintaining public order. 
Given the universality, maturity and popu-
larity of automatic number plate recogni-
tion (ANPR) systems, a broad range of devic-
es are available to collect information on 
vehicle movement. These include the ANPR 
systems in each city and county, mobile 
police system inquiry logs, number plate 
recognition apps, records from the freeway 
Electronic Toll Collection (eTag) system and 
toll parking lots. The data collected daily 
can exceed 10 million records.

The NPA has also established a Nation-
wide Suspicious Vehicle Trace Inquiry 
System, which collects licence plate infor-
mation from the NPA and regional police 
stations. When an inquiry is entered based 
on a license plate number, the system 
presents a visual trace of the vehicle, which 
can help the police analyse the criminal’s 
escape route and pinpoint the vehicle’s 
current location.

thE big 
picturE
Su Ching-Wei explains how the National 
Police Agency is applying big data technology 
to Taiwan’s CCTV footage, vehicle databases 
and social media to improve prevention, 
detection and crime solving efforts

Most of Taiwan’s main roads and cities are 
monitored by its network of inter-linked 
surveillance video cameras
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Association analysis platform
In the past, every NPA application system 
operated independently. The agency’s As-
sociation Analysis Platform (AAP) takes the 
contents of several major databases and 
integrates discrete and fragmented pieces 
of information about people, vehicles, and 
criminal cases into a single network.

The AAP enables users to choose one 
category of data – people, vehicles or crim-
inal cases – as the entry point for accessing 
cross-category data results, which are 
extremely useful as case clues.

b i g  d a t a  a p p l i c a t i o N S
The value of the data possessed by the NPA 
can be greatly increased through the appro-
priate processing, analysis and application 
of big data. The planned future directions 
are therefore as follows:

Surveillance
The PVSS provides obvious benefits for 
providing key case clues more quickly. 
During an investigation, it would take 
tremendous time and effort for officers to 
discover relevant clues by manually access-
ing and filtering the huge amount of video 
data generated by the PVSS. Using video 
analysis technology to search the enor-
mous quantities of surveillance footage will 
become a subject for future development.

Improving case solving
The current objectives for video analysis in-
clude facial recognition, licence plate recog-
nition, shortening the access time, improv-
ing the resolution and searching for specific 
objects. The NPA has established a facial 
recognition system capable of matching 
identities using a single image. It represents 
a remarkable benefit when searching 
for a person whose identity is unknown. 
Meanwhile, license plate recognition has 
maturated and is being utilised in many 
regions. Recently, the focus of development 
has shifted to mobile platforms.

Video data analytics
Filtering video data currently relies on 
human labor and it consumes a lot of time 
and manpower. Video analytic techniques 
– such as video synopsis, enhancement, ob-
ject retrieval (by shape and colour), outdoor 
facial recognition, analysis of abnormal 
crowd events, and automatic camera checks 
– could improve Taiwan’s IP-based surveil-
lance technology. With the camera quality 
and video resolution upgrades, intelligent 
video analysis is expected to provide signif-
icant assistance to case investigators.

Vehicle recognition system
Big data tools for analysing abnormal 
events and predicting the volume of 
criminal activity can leverage the country’s 
massive dynamic data on motor vehicles 
(such as information on a vehicle’s location 
at a specific time) by combining it with 
existing systems, including vehicle registra-
tion, criminal cases, security blacklists and 
image data. 

Irregular vehicle events
The licence plate location database can 
be analysed to discover abnormal driving 
behavior. Information about a vehicle’s 
movements, such as its location at a certain 
time, in combination with the criminal re-
cords of the vehicle’s owner, are statistically 

summarised and analysed to yield unusual 
behavior that could be a clue to a criminal 
case and prompt an alert. The applications 
of unusual vehicle events include forged 
licence plates, abnormal trajectory, and ve-
hicles associated with crimes or drag racing.

Predictive analysis
Through cross analyses of vehicle travel 
data and registration data, criminal behav-
ior in a specific region can be analysed. 
For example, areas frequented by vehicles 
owned by ex-convicts (or drug addicts) or 
people on security blacklists will be desig-
nated as hot spots for further strengthening 
the timing and frequency of police patrols 
to prevent potential criminal behavior.

Criminal behavior
The NPA has accumulated considerable 
data from various sources, including 
surveillance cameras, crime data, and 
records from 110 calls and mobile patrols. 
The agency can also obtain important data 
from other government units, and sources 
such as social media. With the maturity 
of big data and data-mining technologies, 
these large and various sources of data 
can be structurally integrated, efficiently 
processed, and effectively mined to help 

in crime investigation and prevention, as 
well as to establish multilayered associated 
networks for crime cases and to discover 
patterns of criminal behavior.

Social network analysis and crime data 
analysis are examples of new directions in 
analysing the criminal behavior:
l Social network analysis: The main goal 
is to see how interpersonal relationships 
lead to the creation of social networks. The 
parties are analysed together with partners 
in crimes, relatives, friends and prisoner 
cellmates to enable the users to select the 
type of crimal cases as well as to identify 
social network relationships.
l	Crime data analysis: The main goal, 
based on the history of criminal cases, is to 
analyse the similarities between this crime 
data history and the current evidence in 
suspected criminal cases.

Internet opinion collection
With the increasing popularity of mobile 
devices, the internet provides a medium 
which could be used to collect public 
opinion. To better understand it – and of 
members of the public perception of the 
NPA’s performance – we have established a 
fan club on Facebook.

Social networks
Given the rise of Internet-based social me-
dia, today nearly everyone has some kind 
of social media account. Therefore, the NPA 
plans to collect online posts, activity re-
cords and internet relationships, including 
them in the big data analysis platform to 
trace signs of various crimes so as to assist 
in solving criminal cases and enhancing 
crime prevention.

c o N c l u S i o N
The police administrations of various coun-
tries have been seeking to use big data 
for case handling and crime prevention. 
The NPA now possesses big data for this 
very reason. A new four-year project was 
launched in 2016, focused mainly on big 
data applications; structured data, such as 
the kernel and relationship data of people/
vehicles/objects/criminal cases; and un-
structured data, such as social media data. 
These will all be combined to help analyse 
criminal cases efficiently. We believe that 
the combination of big data analysis and 
well-planned applications will greatly bene-
fit the maintenance of public order. l
Su Ching-Wei is the director of the Infor-
mation Management Office at the National 
Police Agency, Ministry of Interior, Republic  
of China (Taiwan)

“The value of 
the data can be 
greatly increased 
with appropriate 
processing”
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t
wo words no law enforce-
ment agency wants to hear 
are “false arrest”. In the halls 
of Wisconsin’s Marathon 
County Sheriff’s Department, 
this is becoming a very rare 

occurrence. Business process automation 
software within its Laserfiche system has 
helped the department reduce its dozen or 
so annual false warrant arrests to just one 
in the past 11 months. At the same time, 
the six-figure labour cost saving now being 
realised is expected to grow as business 
process automation is deployed in other 
areas of department’s operations.

Marathon is the state’s largest county, en-
compassing 11 communities and nine law 
enforcement agencies that serve a popula-
tion of 140,000. Its City-County Information 
Technology Commission (CCITC) is tasked 
with supporting those communities, the city 
of Wausau and North Central health Care 
with records management technology to 
best meet their public service goals.

l E g a c y  S y S t E m S
The sheriff’s office saw the success of 
business process automation elsewhere 
and thought the warrant process would be 
a good place to start automating its own 
paperwork. The department had used its 
own legacy document management system 
for nine years, but it was cumbersome and 
time-consuming, according to IT analyst 
heather Giddings othe the CCITC. Under 
the old system, warrants took a couple of 
days to generate and a few more days to 
cancel. As a result, some criminals stayed 
on the street longer than they should have, 
while the delay in deactivating warrants 
resulted in a dozen or so false arrests each 
year, noted Anthony Nardi, the depart-
ment’s supervisor of dispatch.

In the antiquated system, an original 
paper warrant, once authorised by a judge, 
was distributed via interoffice mail from the 
clerk of courts to the sheriff’s office. The 
sheriff’s office, in turn created a physical 
manila folder for each warrant and a label 

the ties that bind
Business process automation has helped reduce false arrests while 
also saving money in Marathon County. Tim Wacker reports on plans 
to bring the technology to other areas of the Sheriff ’s Department
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with the subject’s name and date of birth. 
The office kept warrant notes on a green 
cover sheet. The sheriff’s office then printed 
all supporting documentation, typically six 
to seven pages, and passed them to vali-
dation officers, who filed the documents. 
Once the sheriff’s office detained an indi-
vidual on a warrant, the validation officers 
printed and added all of the appropriate 
documentation to the corresponding folder. 

Upon the cancellation of a warrant, a 
sheriff’s office employee filled out the 
green cover sheet, moved all the docu-
ments to a different folder, and placed 
the folder in the canceled-warrants filing 
cabinet. Depending on the reason for the 
cancellation, certain paperwork might also 
need to be faxed to the jail and/or filled out 
and sent to the clerk of courts. 

Incoming warrants are now processed in 
as little as an hour. After a judge authorises 
a warrant, the documents are routed direct-
ly to the clerk of courts. The signed war-
rants are then imported into the Laserfiche 
system, giving dispatchers instant access to 
them via the system’s WebLink software. 

“The warrant business process auto-
mation is set up so that only authorised 
personnel can access it,” adds Giddings. 
County wide, the system has 1,000-1,500 
users across 28 different departments. 
Nonetheless, robust security software limits 
access to only authorised users, restrictions 
that are particularly important to the pro-
cessing and handling of warrants.

“Dispatchers can go in and very quickly 
look up the information and supply it in 
seconds to officers in the field,” Giddings 
says. “But that access is limited. The 
communication process was much slower 
before when they were using paper and it 
was less secure.”

A handful of arrests over the previ-
ous four years have resulted in lawsuits, 
because county officers had mistakenly 
arrested someone who had already satis-
fied the conditions of the warrant. In each 
instance, and perhaps a half a dozen others 
where no lawsuit was filed, the mistaken 
arrest occurred because warrant cancella-
tion had yet to move entirely through the 

paper-based system, so the officers still 
thought the warrant was in force. Nardi says 
there have been no such mistakes since the 
installation of the Laserfiche systems. 

Though Nardi cannot quantify the liability 
savings, the time savings are much easier to 
calculate. Each warrant processed took two 
to three days to move from the judge to the 
sheriff’s office. Through business process 
automation, Nardi estimates the sheriff’s 
department is saving two hours per warrant, 
or 400 hours per month. Those officers 
are now able to spend their time on more 
important tasks than moving paperwork. 

“This has really sped up our processes,” 
Nardi says. “No one has to wait to find 
somebody. They don’t have to worry that 
someone is out of the office when they 
need to access warrant documents. It’s all 
right there.” 

Officers can now validate warrants 
instantly rather than reviewing files once a 
month. The new system is also eliminating 
paper, filing cabinet and storage costs. 

In addition to transitioning the warrants, 
the Laserfiche system has enabled the 
department to cancel 1,000 warrants that 
no longer need to be validated yearly. The 
county has about 4,000 active warrants – a 
number that remains fairly steady, as one 
gets cleared, another enters the system.

E x p a N d E d  u S E
With the success of using business process 
automation to process warrants, Nardi 
expects to expand the system to protection 
orders and processes. The CCITC recently 
rolled out Laserfiche’s electronic eForms 
software, which eliminates manually 
re-entering information, a common source 
of human error, as well as copying, mailing 
and many other time-consuming tasks 
inherent in working with paper forms. 

“We have a whole list of projects that 
eForms can be utilised for,” Giddings says. 
“The more we work with business process 
automation, the more applications we find 
for it.” 

Although Marathon is the only county in 
the state to process warrants electronical-
ly, Nardi says he wouldn’t be surprised if 
others quickly follow suit once they learn of 
his department’s success with it. 

“It’s turned out to be a fantastic system 
that took us less than a year to get up and 
running,” Nardi says. “In our 11 months, 
we’ve only had one error involving a simple 
setting that just needed to be changed. At 
this point, we’ve reduced our potential lia-
bility, which is a huge gain for us, all while 
streamlining the entire process.” l
Tim Wacker is a technical writer for  
NBN Communications

“Dispatchers can 
quickly look up 
information and 
supply it to officers 
in the field”
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S
MEs are a vital cog in the indus-
trial landscape that services the 
technology needs of the law en-
forcement and counter-terrorism 
market in the UK and elsewhere. 
Some of the best and innovative 

systems developed for the covert world, 
for example, are the product of small- to 
medium-sized start-up companies with a 
small number of expert staff. 

The small size and relative “new-
ness” to market is often an 

advantage, allowing them to 
be agile and innovative in 
their thinking. But it also 
presents a conundrum for 
these companies. While 

there may be years of 
research and development 

involved in bringing a product 
to market, this is not often ac-
companied by a raft of forward 
orders from law enforcement 
agencies or correspondingly 
large levels of funding to keep 

the business growing.
In addition, the ability to export the 

innovation may be restricted by the sensi-
tivity of the law enforcement application 
it is used for. Inevitably, some companies 
cannot withstand the commercial pressures 
and go bankrupt, while others are bought 
up by larger businesses – not always a 
preferred option, even though it ensures a 

made in 
the uK

Small British security technology 
companies are proven innovators, but 

they can struggle to make a 
commercial success of their projects. 

Gary Mason reports on government
efforts to turn the tide
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ground breaking project can continue to be 
developed for commercial use. 

There are, of course, international 
markets for these products and the UK 
government says it is keen to help promote 
the export of British defence and security 
expertise overseas. 

Mark Goldby, a former Metropolitan 
Police officer, is the police and security 
advisor for the Defence and Security 
Organisation (DSO), which is part of the 
UK Department for International Trade. 
The security market for this body cov-
ers everything from homeland security, 
counter-terrorism and big law enforcement 
systems to more commercial applications, 
such as CCTV and cyber security products. 
Every year, the DSO’s export figures have 
shown that the security market is growing 
exponentially – there was an 18 per cent 
growth in UK exports from 2014-15, the 
last year for which figures were published 
covering the sector.  This amounts to £4bn 
in exports. The US is the largest export 
market for UK companies involved in law 
enforcement and security systems. Similar-
ities around policing and the ease of doing 
business with a common language are both 
reasons for this success. But, even so, the 
£4bn could be seen as a drop in the ocean 
given that the global security export market 
is worth around £80bn. 

“Certainly, the way the US operates 
around the counter-terrorism side of law 
enforcement is very linked up with what is 
going on in the UK, which is why compa-
nies are happy to do business here,”  
says Goldby. 

The DSO helped bring six UK compa-
nies (see boxes) and their products to the 
International Association of Chiefs of Police 
(IACP) conference and expo in San Diego in 
October 2016. Some of them were well es-
tablished and had police customers already 
in the UK and were looking for partnerships 
in the US to establish themselves there. 
Others were brand new start-ups. 

The organisation has a government target 
to promote new businesses and has been 
tasked with bringing on 100,000 new com-
panies in the defence and security sector. 

One of the brand new companies the 
organisation showcased at the IACP is 
SEEQuestor. The company has developed 
a post-incident video analysis tool. “If you 
have got a crime scene and are drawing 
in all the different CCTV strands available 
to the investigation, normally that is a 
painstaking process involving viewing the 
footage from the cameras one by one and 
seeing if anything is relevant,” says Goldby. 
“This product is software based and will 
download all the CCTV from all the different 

formats and input it into the one system. 
These strands are then matched up and 
synced in terms of the time line of the ac-
tual event. This is important, because a lot 
of CCTV cameras run with different timings 
on them. They can then start going through 
the footage and analysing it in a number of 
different ways.”

Although the system doesn’t perform 
facial recognition as such, it is able to 
perform a comparison of people in the 
footage based on height and body shape, 
their clothing’s colour or type and so on. 
Although the company has no UK policing 
customers using the system currently, it 
has done some work with Lancashire Police 
who sent them a completed case involving 
a serious offence. “It took Lancashire three 
weeks to review all their CCTV evidence, 
but using this system the company were 
able to do it all in two days,” says Goldby. 

Other companies the organisation pro-
moted at IACP included a well-established 

company (see box), which makes threat de-
tection systems, and PSS Laminates, which 
has developed a laminate for glass to make 
it bullet resistant. The latter was at the IACP 
event last year and was able to generate 
enough business to keep it going for seven 
months, according to the DSO.

“The companies in the security sector 
tend to be SMEs,” Goldby says. “There are 
one or two more traditional bigger com-
panies and we have a network of regional 
trade advisors around the country with a 
remit to see how their products can be ex-
ploited internationally. We do quite a lot of 
work with putting SMEs in touch with larger 
companies in order to build supply chains.”

While there can be issues with export li-
cences to some parts of the world for covert 
and counter-terrorism systems, he adds 
that the US market is easier in this respect, 
because of the close law enforcement and 
security ties at a very high government 
level between the UK and the US. One 
of the team who works closely with the 
organisation is based in the British embassy 
in Washington. 

They also have about 40 defence and 
security specialists working in other UK em-
bassies around the globe who are in regular 
contact with the different law enforcement 
agencies and government departments of 
those countries, where the systems could 
have a useful role to play. 

Sometimes the work involves putting 
a range of systems together to fulfill the 

Threat detection/Counter UAV
QinetiQ has developed a threat detection 
scanner that can spot large assault weap-
ons and ballistic vests hidden under coats 
and jackets. 

The US Transport Security Administra-
tion has helped fund development of 
the system and is currently using two in 
undisclosed locations. 

“You do need someone operating and 
pointing it between 3m and 15m away 
from the target,” the spokesman added. 
It is a deterrent in itself, because it is 
visible, but will affect the flow of people 
in busy transport hubs,” accprding to a 
QinetiQ spokesperson.

A larger scale version of the system is 
being used to scan soft-top trucks to de-
tect people smuggling at the Calais border 
by the UK police 

QinetiQ has also developed a counter 
UAV radar system that is about to undergo 
a 12 month trial at an undisclosed prison.  
The system is based on technology devel-
oped in Afghanistan to detect incoming 

mortar fire. “This is perfect for prisons 
that are having weapons, drugs and other 
contraband dropped into them on a daily 
basis,” the spokesman says. 

“There have been cases where drugs 
worth £40,000 are being delivered in a 
single drop. The criminals involved in this 
activity are getting quite smart. They get 
bricks or logs that look very inconspicuous, 
hide the contraband inside and then use 
the UAVs to drop the objects within the 
prison perimeter, so the objects them-
selves don’t attract suspicion.”

With the radar, law enforcement would 
be able to detect an incoming UAV from 
2km away, the company claims. 

Last year, the US Federal Bureau of Pris-
ons announced it was looking for integrat-
ed systems that can detect, track, interdict, 
engage and neutralise small unmanned 
aerial vehicles (UAVs) – specifically, those 
that weigh less than 55 lbs (25kg). It said 
the systems were needed to stop drugs 
and mobile phone smuggling and combat 
unauthorised surveillance.

q i N E t i q

“The way the US 
operates is very 
linked up with 
what is going on 
in the UK”
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requirements of an agency or department, 
which have been identified in advance. 
Mark Goldby recently helped put together a 
trade mission to hong Kong for the security 
sector. “You first of all need to know there is 
a requirement in the location,” he says. “Our 
people in hong Kong would therefore liaise 
with the hong Kong Police to identify op-
portunities. The force had funding available 
for a big upgrade of their technology, so we 
were able to take a number of companies 
over there.”

The success of the London 2012 Olym-
pics and the 2015 Rugby World Cup – in 
security terms at least – has meant the UK 
has acquired an international reputation for 
being able to deliver safe and secure major 
events. In the organisation of the Olympics 
in particular, seven years of planning with 
major involvement from security vendors, 
was a major part of that success. Goldby 
says that the systems and expertise gained 
from that planning is now in high demand 
in other parts of the world. 

This involves everything from designing 
security infrastructure into new stadium 
builds through to surveillance and detec-
tion systems and physical barriers. Airport 
security is another major area of growth. 
There are a number of big airport infrastruc-
ture projects going on around the world 
currently and with the targeting of civil 
aviation by terrorist groups, effective and 
innovative security systems are often high 
on the shopping list. l

Digital recording equipment 
The company has about 60 per cent 
of the UK policing market in terms of 
digital recording equipment and had 
come to the US looking for a partner 
to sell its systems to policing agencies 
over there. The system can either be 
a portable stand alone system up to 
a fully networked and integrated evi-
dence management system for a large 
force or agency  

“We believe we can sell units to small 
agencies in the US as the portable unit is 
a perfect fit for their needs,” a spokes-
man said in San Diego. 

“The fully integrated and networked 
version can take in all types of digital 
evidence including DVDs, body worn 
video evidence, CCTV and scenes of 
crime images.”

he said that most forces in the UK 
were now moving away from storing 
evidence of DVDs because they are so 
easily lost or misplaced to a digital data 
management storage system. 

c a p i t a

“We put SMEs in 
touch with larger 
companies in 
order to build 
supply chains”
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Subscribe today for the free international technology and services 
magazine for the police and national security industries. As well as the 
latest issue, you will be able to download our entire archive of issues, 

containing a wealth of policing product news, knowledge and expertise.

Simply visit: 
www.policeproductinsight.com

Get your free subscription now
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property from anywhere.
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