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Gary Mason reports from an event 
that highlighted the work of “super 
recognisers” who are especially adept at 
recognising faces from CCTV footage
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C O M M E N T

Make use of talents; they get results
One of the last “events” to be held at the iconic and soon-

to-be dust-balled New Scotland Yard building at the 
end of last year was a conference on the Metropolitan 

Police Service’s (MPS) super recogniser initiative. Fittingly, this 
event was set up to highlight the best of “old” and “new” police 
work in which nascent human skill is combined with cutting edge 
technology to bring something genuinely ground-breaking to the 
investigation of crime, particularly offences which may well be 
linked (see features pages 16-22). 

Super recognisers – people who have an acute ability to iden-
tify suspects from images taken via CCTV cameras – come from 
all areas of the organisation. They include working detectives and 
uniform officers, police staff, Specials and community support 
officers. Within the MPS their talents are being backed up by the 
use of a database which has the potential to “industrialise” the 
collation and distribution of the vast amount of image material 
that a police force the size of the MPS is dealing with each day. 

The crucial message that came out of the event is that, without 
such a process, police forces around the UK are missing out on a 
huge number of convictions, some of which may well be linked to 
the same person or persons. 

But it is not just about super recognisers and the database. If 
the evidence they produce is not followed up in a systematic way 
there is again lost opportunity. This involves search of premises 
for clothing and footwear that has been identified in an image, 
plus a search for stolen property and “trophy cuttings” and an ex-
amination of oyster card records. As DCI Mick Neville, who heads 
up the MPS imaging unit, told the audience: “If you don’t search 
the premises you won’t find anything.” 

The commander who attended the event hit the nail on the head 
when he stressed that, at a time when budgets are being slashed 
and police buildings are being sold off for scrap, it is not about 
doing more with less, but doing more of what is proven to work.
Gary Mason

EDITOR’S INSIGHT

Send letters to:
ppi-news@policeoracle.com
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son of a criminal recording, such 
as a threatening phone call, and 
a police interview. An expert fo-
rensic speech scientist advises 
the judge or jury on the prob-
ability of the evidence given 
competing hypotheses from the 
prosecution and defence.

Dr Gold’s ESRC grant is sup-
ported by the 2014-2015 Future 

A £360,000 project focusing on 
accents in West Yorkshire hopes 
to assist the interpretation of 
voice evidence in criminal cases.

Forensic speech scientist Dr 
Erica Gold, is about to embark 
on the Economic and Social Re-
search Council (ESRC) project 
exploring the extent to which 
accents can be generalised for 
forensic evidence purposes.

Forensic speech science – 
an applied sub-discipline of 
phonetics – has come to play a 
critical role in criminal cases in-
volving voice evidence.  Forensic 
speaker comparison is the most 
common task carried out by ex-
perts and involves the compari-

Research Leaders Programme, 
which aims to ensure that out-
standing social scientists at the 
start of their careers will develop 
skills that will equip them to be-
come world leaders in their field.  
Her project will address an im-
portant issue in forensic speak-
er comparisons – the scarcity of 
population (voice) data that is 
forensically relevant.  

Dr Gold’s project will involve 
the collection of a large database 
of 180 speakers from different 
regions within West Yorkshire.  
She and her team seek to exam-
ine a number of different speech 
parameters and evaluating how 
that affects the strength of the 
evidence in forensic speaker 
comparison cases. 

As a result, it is hoped that 
solutions or recommendations 
might be available for actual fo-
rensic speaker comparison cases 
and what population data an ex-
pert might be able to consult in 
their analysis.  

Dr Gold’s research has been 
cited in multiple court cases

Existing paper fingerprint data will populate the database

the AFIS will lead to improved 
service delivery to the citizens 
of Zambia. Not only will our in-
vestigators be empowered by 
the use of the latest technolo-
gies offered by the system, but 
the ability to decentralise the 
services to all regions in Zambia 
will dramatically improve turn-
around times.”

Morpho has implemented 
similar systems for the South 
African Police Service, the Bo-
tswana Police Service and Crim-
inal Investigation Department in 
Mozambique. In 2015, Morpho 
delivered a rapid DNA instru-
ment to the Zambian Police 
Service, the first of its kind to be 
delivered by Morpho in Africa.

Voice specialist to aid understanding 
of nuances in West Yorkshire accent

I N T E R N A T I O N A L

Z A M B I A

Drive to implement live fingerprinting

A scientific study 
will examine how 
accents affect the 
evidential strength 
of audio recordings

Zambia Police Service has 
launched a major technology 
programme to establish an au-
tomated fingerprint identifica-
tion system (AFIS) platform, and 
provide live fingerprint capture 
enrolment stations and mobile 
fingerprinting devices at provin-
cial headquarters across Zambia.

To introduce the system in the 
shortest possible timeframe, the 
Zambian Police Service and sys-
tem supplier Morpho will scan 
the existing paper fingerprint 
forms, and their associated infor-
mation, into electronic format as 
part of the project. 

The Inspector General of Po-
lice for the Zambian Police Ser-
vice, Stella Libongani, said: “In 
line with our modernisation pro-
gramme, the implementation of 

Northumbria 
signs wide-area 
network deal

U N I T E D  K I N G D O M

Frontline officers 
to get biometric 
identity equipment

A U S T R A L I A

A five-year contract to provide 
a managed wide area network 
(WAN) service has been award-
ed to Updata Infrastructure, 
part of Capita IT Enterprise Ser-
vices, by Northumbria Police. 
The contract will run until 2021.

The £2.1m contract with 
Updata will reduce the force’s 
annual telecommunications 
bill and result in additional 
bandwidth and faster network 
speeds to police buildings, 
improving internet access for 
more than 5,000 staff. 

Ian Woodward, director of 
ICT at Northumbria Police, said: 
“This contract with Updata 
supports our commitment to 
reduce operational costs and 
provide better network ser-
vices and ICT facilities across 
the force. We look forward 
to working with Updata over 
the next five years to improve 
our network, better utilise our 
budget and continue to deliv-
er a high standard of policing 
across Northumbria.”

An additional biometric capabili-
ty for Victoria Police, in Australia, 
will allow frontline officers to 
collect and check identity infor-
mation quickly and accurately. 

Morpho will refresh the cur-
rent fleet and increase the num-
ber of LiveScan fingerprint and 
face-capturing stations in up to 
92 of Victoria’s police stations 
across metropolitan and remote 
locations. This will almost qua-
druple the capacity of facial rec-
ognition capability in Victoria. 

Morpho will provide full ser-
vice as part of a 10-year agree-
ment, including a facial recog-
nition software upgrade with a 
new biometric engine. 
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The cameras have reduced 
complaints against officers

The Association of Lowland 
Search and Rescue (ALSAR) 
is leading efforts to develop 
more effective search and res-
cue (SAR) voice and data com-
munications. It aims to bring 
resources from all relevant or-
ganisations to a single point to 
improve SAR operations.

“The police service has to do 
more with less and is becoming 
increasingly more reliant on 
professional volunteers,” says 
Kris Manning, chairman, Low-
land Rescue. “Developing mis-
sion-critical communications 
solutions that bring our teams 
and hopefully other SAR organ-
isations on to a single, interop-
erable network is one of our 
responses to this challenge.”

Lowland Rescue is a self-fi-
nancing organisation of more 
than 1,800 trained volunteers 
who are called upon by local 
police search advisors (POLSAs) 
to provide search management 
and physical search for high-
risk missing persons – typically 

those with dementia, the de-
spondent or suicidal and miss-
ing children. During the first vital 
hours of a missing person report, 
Lowland Rescue can call on 36 
search teams in the UK with spe-
cialists in dog handling, flood 
rescue and waterway searching.

Thirteen Lowland Rescue 
teams have already migrated to 
the organisation’s radio commu-
nications network, known as LR-
net, with the others planning to 
rapidly follow. LRnet is based on 
a Motorola system joining sin-
gle sites across an IP network to 

provide a cost-effective, high-ca-
pacity, voice and data wide area 
communication system.

LRnet has deployed eight 
fixed repeaters with plans to ex-
tend to 16, plus additional mo-
bile repeaters fitted to incident 
control vehicles. This extends 
the network from Cheshire in 
the north to the southern coast. 

Mutual aid is very common 
within Lowland Rescue. The net-
work allows search managers in 
the incident control vehicle to 
call on others’ expertise else-
where in the country to assist. 

SAR teams seek joint radio 

Lowland Rescue volunteers provide search and rescue support

the community is rolling out a 
new resilience programme it 
hopes will become a benchmark 
for community response and be 
adopted across the UK.

Shipton Bellinger, with sup-
port from Motorola Solutions, 
has deployed a WAVE system 
to link resilience team mem-
bers on digital mobile radios 
(DMR) with other agencies using 
smartphones. This has created 

A village in Hampshire affected 
by flooding is using a new dig-
ital radio system to share infor-
mation with multiple agencies 
during major incidents. 

Like much of southern En-
gland during the winter of 
2013/14, the village of Shipton 
Bellinger suffered from exten-
sive flooding when the local riv-
er broke its banks. With renewed 
threats of flooding this winter, 

an extremely flexible, robust and 
cost-effective real-time commu-
nications system with push-to-
talk (PTT) capability for managing 
wider teams in an emergency. It 
also allows team members who 
may be out of the area to stay in 
touch during critical times.

Local councilors are in discus-
sions to use WAVE to provide a 
direct link for liaison with local 
police and fire services.

Flood hit village turns to digital radios
U N I T E D  K I N G D O M

U N I T E D  K I N G D O M

Greater Manchester Police is to 
deploy more than 3,000 body 
-worn video (BWV) cameras.

It has signed a contract with 
Taser International for up to 
3,148 Axon Body 2 cameras and 
up to a three-year subscription 
to evidence.com. Officers in a 
variety of public facing roles 
will wear the cameras, with the 
first due to enter service in the 
coming months. Footage will be 
stored and managed on Axon’s 
technology platform. 

“BWV has been part of Greater 
Manchester Police’s plans to im-
prove our service to the public 
for several years,” said Assistant 
Chief Constable Garry Shewan. 
“Technologies such as BWV will 
make up part of the policing 
landscape for many years to 
come, and this funding will allow 
Greater Manchester to be at the 
forefront of the nationwide push 
towards more accountable and 
effective police forces.”

The UK’s largest police force, 
London’s Metropolitan Police 
Service (MPS) announced in 
December that it would be out-
fitting 22,000 of its officers with 
the Axon Body 2 cameras. The 
MPS also released a report that 
highlights several benefits for 
using the cameras including a 33 
per cent reduction in allegations 
against police.

Search and rescue  
volunteers are 
leading efforts 
to improve 
voice and data 
communications

Body-worn video 
planned for officers 
in Manchester 

U N I T E D  K I N G D O M



F E B R U A R Y / M A R C H  2 0 1 68   w w w . p o l i c e p r o d u c t i n s i g h t . c o m

N E W S

Saab has signed a contract with the Swed-
ish Police to deliver three unmanned aerial 
vehicle (UAV) systems. Each comprises air 
vehicles equipped with day/night sensors 
and a ground station, plus spare parts, 
consumables, documentation, training and 
technical support from 2016 to 2018.

The UAV system selected by the Swedish 
Police uses the Qube quadcopter air vehicle, 
provided by US company AeroVironment. 
The system will be tested in operations by 
the Swedish Police during 2016. The UAVs 
will be equipped with digital cameras for 
collecting information about specific areas, 

as well as sensors and technology for image 
transfer. AeroVironment has delivered simi-
lar systems to police forces in the US and is 
a supplier of small UAV systems to the US 
military and to more than 30 countries, in-
cluding the Swedish Armed Forces.

“This move to provide unmanned sys-
tems to support government services gives 
us a good foundation to evolve this tech-
nology further. The contract also strength-
ens our support and maintenance services 
for civil security applications,” says Jonas 
Hjelm, head of Saab’s business area Sup-
port and Services.

Saab to provide drones for police operations

Sweden and Norway join networks
S C A N D I N A V I A

S W E D E N

The Inter-System 
Interface project 
has begun trialling
communications 
links between the 
nordic neighbours

and Swedish Civil Contingencies 
Agency (MSB), are collaborating 
with suppliers Motorola Solu-
tions and Airbus Defence and 
Space. Last year, the companies 
conducted two successful tests 
for system configuration, group 
call, individual call, short data 
service (SDS) and telephony 
call functionality, involving Tetra 
networks connected through ISI 
gateway technology. 

Sweden has long land bor-
ders with Norway and Finland. 
The importance of cross-bor-
der communication has been 
a talking point in the Schengen 
area for more than a decade. The 
pilots will undergo operational 
tests later this year at the Swed-
ish-Norwegian border. Other 
European countries who share 
borders will be keeping a close 
eye on the outcome of the tests.

A joint initiative between 
Norway and Sweden is estab-
lishing cross-border commu-
nication for police and other 
public safety agencies using 
the countries’ national Nød-
nett and Rakel Tetra networks.

The Norwegian-Swedish 
Inter-System Interface (ISI) 
project has been undertak-
ing a number of technology 
trials with Nødnett (Norway) 
and Rakel (Sweden) operating 
end-to-end testing for radio 
terminals and control rooms. 

The project group is work-
ing to ensure that all tech-
nical and user preparations 
will be ready for operational 
use in the second quarter of 
2016. Implementation, user 
feedback and training issues 
will be put to the test in a live 
cross-border field exercise in 
the second half of 2016.

Nødnett and Rakel network 
owners, Directorate for Emer-
gency Communication (DNK) 

Some areas of Norway, Swe-
den and Finland are very large, 
remote and sparsely populat-
ed, so the need for emergency 
services to be able to co-oper-
ate easily in the event of a ma-
jor incident is a priority. 

For example, Finnmark Po-
lice District is geographically 
the largest in Norway and also 
the district with the longest 
borders between Russia and 
Finland. The radio emergency 
network is, however, still not 
compatible for direct commu-
nication across the borders.

Norway’s emergency com-
munications network has some 
interoperability with the Swed-
ish emergency radio network. 
That will give an ambulance 
driver in Norway direct connec-
tion with, for instance, a Swed-
ish rescue helicopter unit.

Rakel has non-emergency 
service users from 79 organi-
sations, such as from the elec-
tricity sector. There have been 
issues related to making sure 
there’s enough capacity for 
major incidents. New customer 
needs for sharing data, images, 
videos, and faster database ac-
cess are also being considered 
by Rakel as well. This will mean 
the introduction of broadband 
and new applications.

A live cross-border field exercise in the second half of 2016 
will test communications links between Norway and Sweden

AeroVironment’s Qube quadcopter



Work with
offenders
UK’s leading offender management job site

Work with offenders is a leading news, information 
and job site for the offender supervision and offender 

rehabilitation community

Our editorial team updates the news section with fresh, original and 

innovative news articles, features and comment on this important work 

community. The site is visited by every practitioner type which makes up 

the community from prison staff, rehabilitation health care professionals, 
probation professionals and the CJS business managers.

www.workwithoffenders.co.uk



F E B R U A R Y / M A R C H  2 0 1 61 0   w w w . p o l i c e p r o d u c t i n s i g h t . c o m

N E W S

Motorola Solutions is to acquire UK police 
radio network operator Airwave for £817.5m 
($1.183bn). Motorola Solutions delivers, 
manages and operates large-scale public 
safety networks throughout the world. It 
currently operates more than 20 systems 
in countries including Norway, Denmark, 
Austria, Australia and the United States.

The acquisition was announced in the 
same month that Airwave, the operator 
of the UK national police radio network, 
dropped an injunction against the Home 
Office’s award of a contract for the new 
Emergency Services Network (ESN), which 
is due to be up and running by 2017 as a 
replacement for Airwave. It is estimated that 
Airwave currently makes annual revenues 
of £414m to operate the system on behalf 
of the UK emergency services.

Airwave launched the court action after 
it was rejected from bidding for the new 
contract at a preliminary stage last year. Mo-
torola is in line to provide managed services 
as part of the Emergency Services Network 
contract. It is likely to retain Airwave’s 600 
staff as it builds up its UK business to pro-
vide managed services for ESN.

Airwave bid for the same contract, la-
belled Lot 3, but was rejected over the rel-

atively high cost of maintaining a bespoke 
network for the emergency services. An Air-
wave spokesman said: “We are not pursuing 
the continuation of a suspension as we do 
not wish to delay the procurement process.”

Airwave’s spokesman said the company 
was treated unfairly in the bidding and that, 
despite dropping its injunction, remained 
fully committed to its damages claim.

The spokesman said: “We do not believe 
that bidders, including Airwave, were given 
equal treatment under relevant procure-
ment laws and we have therefore made a 
claim in order to protect our position for any 
loss suffered.”

Under Home Office plans, the 300,000 
Airwave users are due to gradually shift to 
ESN by 2020. Airwave is the largest private 
operator of a public safety network in the 
world. Based on Terrestrial Trunked Radio 
(Tetra) technology provided by Motorola, 
its network covers 99 per cent of Great Brit-
ain’s landmass. Formed in 2000, Airwave is 
headquartered in Berkshire, England and 
employs 600 people. It is owned by invest-
ment fund Macquarie European Infrastruc-
ture Fund 2, which supports the transaction.  

“The Airwave acquisition demonstrates 
our commitment to public safety in Great 
Britain and to growing our Managed & Sup-
port Services business,” said Greg Brown, 
chairman and CEO of Motorola Solutions. 
“The combination of our years of experience 
as a trusted global leader in mission-critical 
communications and Airwave’s proven ser-
vice delivery platform will provide Great 
Britain with innovative emergency services 
technology that enhances public safety to-
day and into the future.”

“Airwave has proven expertise in deliv-
ering mission-critical voice and data com-
munications services, and over the past 15 
years we’ve invested significantly in the 
development of a secure, resilient and in-
teroperable network,” said Richard Bobbett, 
chief executive officer of Airwave. “We are 
delighted that through this new relation-
ship with global leader Motorola Solutions, 
we are able to enhance our offering and 
ensure our customers continue to bene-
fit from the high-quality service they have 
come to expect.”

Lie detector effectiveness to be investigated

Motorola to acquire Airwave for £817.5m
U N I T E D  K I N G D O M

I N T E R N A T I O N A L

Acquisition announced 
in same month Airwave 
dropped injunction 
related to Emergency 
Services Network bid

Dr Synnott says Fumagalli’s 
research will be the foundation 
of studies at IRCIP on the effec-
tiveness of the polygraph as an 
investigative tool. 

He said: “The distinction must 
be clear. The polygraph does 
not detect deception, it merely 
detects changes in physiolog-
ical output, which are consid-
ered to be indicative of decep-
tion and this will be shown in 
Fumagalli’s research.”

The centre has a polygraph 
machine that Fumagalli is using 

to conduct her research. During 
the experiments, an individual is 
connected to the polygraph ma-
chine and their reactions are an-
alysed when answering a series 
of questions. Tests are ongoing 
and Fumagalli will pull togeth-
er the results of these studies 
in her thesis, in addition to a 
careful analysis of the literature, 
which is due for completion at 
the end of 2017.

“Ultimately, I hope my find-
ings on the polygraph machine 
will produce tangible evidence 

Research into the effectiveness 
of polygraph machines – better 
known as lie detectors – is be-
ing undertaken by the Univer-
sity of Huddersfield.

Anita Fumagalli, from Sicily in 
Italy, is in the beginning of the 
second year of her self-funded 
doctoral degree. At present, 
200 individuals have taken 
part in Anita’s research, which 
is being supervised by Dr John 
Synott of the International Re-
search Centre for Investigative 
Psychology (IRCIP).

on the machine’s capabilities,” 
said Fumagalli.

Once she has completed her 
doctoral research project, she 
hopes to be in the position to 
carry on with future research 
and to stay on in academia.

“I have been teaching psy-
chology to undergraduates for 
extra funding while I am doing 
my PhD,” said Fumagalli. 

“I really enjoy interacting 
with the students and I would 
love to continue this as a ca-
reer,” she added.

The UK’s 300,000 Airwave users are 
due to transfer to the ESN by 2020
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critical voice and broadband 
data services with appropriate 
coverage and availability.

Commander David Musker, 
ESMCP leader at the MPS, said: 
“The ESN promises new capa-
bility, particularly in the area of 
data transfer, and therefore has 
the capacity to support posi-
tive business change and de-

liver new or improved services 
in support of the MPS’s Total 
Policing vision. 

“This first step in the wider 
adoption of the ESN puts us in 
the vanguard of users address-
ing control room readiness.”

The ESN’s use of long-term 
evolution (LTE) presents op-
portunities to improve the 

London prepares for ESN change-over
U N I T E D  K I N G D O M

The Metropolitan Police Service 
(MPS) has signed a contract 
with Frequentis  designed to 
ensure its control rooms across 
London can manage Home Of-
fice Emergency Services Net-
work (ESN) calls from the start 
of the national transition to the 
new network in mid 2017.

The Home Office Emergency 
Services Mobile Communica-
tions Programme (ESMCP) is 
responsible for replacing the 
current communications net-
work across the UK with a next 
generation communications 
system that will provide cov-
erage for all three emergency 
services (police, fire, and am-
bulance) and other public safe-
ty users. The ESN will provide 

control room processes. Rob-
ert Nitsch, director of public 
safety for Frequentis, said: 
“The world’s emergency ser-
vices are increasingly looking 
to LTE as their next step in the 
provision of mission-critical 
communications. The UK ESN 
is the first large-scale imple-
mentation worldwide.”

The company will modify 
the MPS’s existing Integrated 
Communication and Control 
System (ICCS), which was orig-
inally procured from Frequen-
tis in 2005. This will be partly 
achieved by introducing its 
Unified Trunked Radio Gate-
way, which was implemented 
in support of the Bavarian G7 
Summit in June 2015 and will 
soon be at the heart of the 
MPS’s dispatch environment, 
handling over 5 million radio 
calls per month. 

MPS users will then be able to 
operate freely on both the cur-
rent system and ESN through-
out the transition period.

The ESN will provide coverage for all the emergency services

The Tetra network is used by around 44,000 public safety users

First steps taken 
towards wider 
adoption of 
the Emergency 
Services Network

curity services rely heavily on 
the communications provided 
by EDR. This contract is tangi-
ble proof that Tetra continues 
to be the best technology for 
mobile voice communication in 

Airbus Defence and Space and 
its partner, Pro-M, have signed a 
maintenance contract covering 
Hungary’s Tetra network – the 
Unified Digital Radio System 
(UDRS or EDR in Hungarian) – for 
the next five years. 

The network was deployed 
in 2006 and currently covers 
around 99 per cent of the coun-
try. It is used by around 44,000 
users from public safety agen-
cies, such as the police, border 
guards, fire service, catastrophe 
prevention, ambulance, armed 
forces and security services, 
safeguarding national security. 

Olivier Koczan, head of secure 
land communications at Airbus 
Defence and Space, emphasises 
the importance of the contract: 
“Hungary’s emergency and se-

the public safety sector for the 
next years and that our custom-
ers count on our know-how in 
mission critical communications 
systems, laying the foundations 
for future developments.”

Tetra maintenance contract signed
H U N G A R Y

Boeing is the preferred bidder 
for a strategic IT partnership 
contract with the Office of the 
Police and Crime Commissioner 
(OPCC) for Staffordshire.

The contract, which could last 
up to 10 years, would be worth 
over £100m. Staffordshire Po-
lice and Crime Commissioner 
Matthew Ellis said: “A strategic 
IT partner will bring capacity 
and capability to Staffordshire 
Police through the development 
of cutting edge technology and 
new ways of working.

Preferred bidder status means 
that Boeing has offered the most 
economically advantageous bid 
following the evaluation of the 
final tenders.

Boeing named as 
first choice for  
IT partnership

U N I T E D  K I N G D O M
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N E W S  A N A L Y S I S

The New York Police Depart-
ment (NYPD) is undergoing a 
major technology revolution. 
While the force has already in-
vested heavily in new sources of 
data and intelligence, such as its 
real-time crime centre and Do-
main Awareness System (DAS), 
until recently, only a handful of 
specialised commands had ac-
cess to this data. Commissioner 
William Bratton wants these 
data sources opened to the en-
tire department. The “democ-
ratisation of data” has become 
the central theme of the NYPD’s 
technology planning and future. 

To make data available to 
every officer, the NYPD must 
significantly invest in infra-
structure, applications, security, 
platform consolidation and its 
network. The Information Tech-
nology Bureau (ITB) estimates 
the cost will reach $350m 
(£242m) to complete the mod-
ernisation of the NYPD IT land-
scape to meet its current and 
future operational needs. 

A further $83m (£57m) will 
be needed over the next five 
years to support information 
exchange with other city, state, 
and federal law enforcement 
agencies and with public safety 
and criminal justice entities. 

The NYPD’s IT infrastructure, 
platforms and applications are 
currently a mix of ageing sys-
tems supported by end-of-life 
hardware, built on decades-old 
infrastructure, and running on 
unsupported platforms. The 
overhaul cannot, therefore, be 
limited to improving certain ap-
plications or limited hardware 
upgrades. It involves the whole-
sale replacement of the NYPD’s 
current IT systems. 

The series of wholesale re-
placements will begin with the 
network across which all NYPD 
data is streamed. The Depart-
ment’s main network, called the 
Finest network, was designed 
in 2002 to support only ba-
sic data applications. Over the 
past 12 years, the NYPD has 
been adding to the network in 
a piecemeal way, but this means 
it is unable to reliably transmit 
high-bandwidth data, it is not 
particularly secure and provides 
limited back-up infrastructure.  

Historically, the NYPD has 
largely relied on leases with 
telecommunications providers, 
resulting in both high costs and 
insufficient network capacity. So 
the NYPD has decided to build 
a new network, called Finest 2.0, 
with proprietary fibre. 

The ITB began building this 
new network by running hun-
dreds of miles of fibre-optic 
cables, ultimately connecting 
every NYPD facility in the city. 
This will increase bandwidth to 
the precincts by a factor of 100. 

By replacing the leased lines 
with proprietary fibre, the NYPD 
will benefit from lower lifetime 
costs, as well as the capability 
to support high-bandwidth ap-
plications, including video tele-

conferencing and voice-over-IP 
communications. Connecting 
the Finest 2.0 network to all 
NYPD facilities has been esti-
mated to cost $53m (£37m). 

Plans are in place to expand 
the fibre network to connect 
non-NYPD sites that have cam-
era feeds or other data sources 
that the Department wishes to 
access in real-time. For exam-
ple, the New York City Housing 
Authority (NYCHA) has spent 
millions installing cameras at 
its facilities, but the NYPD is 
not  currently connected to the 
feeds. Building network con-
necting all NYPD facilities with 
NYCHA developments and oth-
er agencies is predicted to cost 
$104m (£72m) over five years. 
The NYPD intends to expand on 
the fibre network in a cost-effi-
cient manner by leveraging ex-
isting city resources, such as the 
fibre owned by other agencies. 

The NYPD progress in build-
ing a number of IT capabilities 
has stalled due to the lack of ap-
propriate data centre space. Its 
primary data centre is severely 
constrained in physical space, 
power and cooling capacity. 
These constraints, as well as the 
fact that many of the NYPD’s 
critical systems were developed 
on antiquated platforms (which 
are costly to maintain and com-
plex to operate), have stymied 
the department’s ability to build 
computing and storage capabil-
ities to support its operational, 
investigative and analytic needs. 

The ITB has decided that 
these challenges can be over-
come by moving to a hybrid 
data centre solution that com-
bines on-premises, off-premis-
es, and cloud data models. 

Mobile data platforms will 
be the single largest driver of 
information technology growth 
in the NYPD over the next few 
years. With funding provided 
by Mayor Bill de Blasio and New 
York County District Attorney 
Cyrus R Vance Jr, the NYPD will 
undertake a $140m mobility 
initiative to transform the way 
police officers perform their 
duties. It will equip every police 
car with a tablet and provide a 
smartphone to every uniformed 
officer. These devices will give 
every officer access to many of 
the technological capabilities of 
the department from the field. 

The NYPD is currently en-
hancing the sensor capabilities 
of its Domain Awareness System 
(DAS) by adding audio sensors 
to the network of cameras, ve-
hicle number plate readers, and 

NYPD set to completely 
overhaul its data systems

U N I T E D  S T A T E S

A massive programme of investment will see the New York 
Police Department tear out its old IT infrastructure and replace 
it with an entirely new dedicated private fibre-optic network 

“The camera 
cost is small, 
the charge for 
data storage 
can be huge”
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environmental sensors. The de-
partment has a pilot programme 
under way in some precincts 
in the Bronx and Brooklyn us-
ing ShotSpotter technology to 
identify and locate gunfire with 
audio sensors. These precincts 
have a high level of reported 
shootings and shots fired. The 
DAS allows ShotSpotter to be 
synchronised with CCTV cam-
eras in the vicinity of the shots. 
The system provides an alert, 
pulls up the relevant CCTV, 
identifies the likely address of 
the shots, preserves an audio 
record of the shots, determines 
the number of rounds fired and 
sometimes even the type of 
weapon used. If there are mul-
tiple shots, and the shooter is 

moving, it can often determine 
the direction of travel. 

The NYPD is also conducting a 
body-worn camera pilot to eval-
uate the technology, evidence 
management, and data storage 
available, and to develop pol-
icies for their use. The Police 
Foundation procured 60 body-
worn cameras for the pilot, and 
the NYPD has deployed them in 
five precincts and one housing 
bureau police service area. 

While the cost of the cameras 
is relatively small, the data stor-
age charges can be huge. The 
ITB anticipates it will cost $5m 
to buy the devices, but tens of 
millions of dollars annually for 
data storage. 
Gary Mason

The public expects a national 
response from the police to the 
most serious cybercrimes and 
expects industry to step in to 
manage less serious incidents. 
This response will need to focus 
on building confidence and vic-
tim satisfaction – dealing with 
the high expectations of young-
er generations while balancing 
this with the range of compet-
ing demands from other types 
of crime, according to a new PA 
Consulting Group survey.

The survey found different 
generations have different ex-
pectations on law enforcement  
– 43 per cent of Generation Z 
expect more emphasis on cy-
bercrime compared to 20 per 
cent of the over-55s. The public 
expects internet service provid-
ers (ISPs) to deal with less seri-
ous crimes – over 50 per cent 
of the public expect ISPs to re-
spond to online fraud or theft.

The survey found the public 
wants a national police response 
to more serious crimes – such 
as child abuse and organised 
crime. The public thought a na-
tional policing authority,(such as 
the UK’s National Crime Agency) 
should lead the response.

Victims of cybercrime were 
also found to have a lower lev-
el of satisfaction (60 per cent) 
with the official response than 
real-world victims (74 per cent).

According to the survey the 
digital natives of Generation Z 
present a new and growing chal-
lenge for the police. They are ex-
posed to greater online risk and 
have high expectations of the 
police – 70 per cent of Gener-
ation Z are confident the police 
already have the right capabil-
ities to investigate and tackle 
online crime.

Carl Roberts, security and po-
licing expert at PA Consulting 
Group, says: “They need to be 
clear on who should be respon-
sible for what capabilities at lo-
cal and national levels; how to 
improve victim satisfaction; and 
how to engage with the emerg-
ing younger generations who 
have lived their entire lives on 
the internet.”

Public demands national 
response to cybercrime

 The “democratisation of data” has become the central theme 
of the New York Police Department’s technology planning

Younger generations expect more police emphasis on cybercrime

I N T E R N A T I O N A L

l	Clarify who is responsible 
for prevention and detection 
at local, regional and national 
levels
l	Provide local support for 
victims of cybercrime
l	Partner with industry; ISPs 
have a role to play in preven-
tion and response. 
l	Police must understand 
and meet the expectations 
of an emerging generation of 
digital natives.

RECOMMENDATIONS
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Sepura will deliver the first of 
its new SC20 series hand-por-
table radios in February.

The SC2020 (380-430MHz) 
and the SC2040 (403-470MHz) 
have been developed with an 
optional second high-speed 
data bearer capability as well as 
Tetra voice communication.

The devices provide audio 
clarity in continuous heavy rain, 
the company claims. The hand-
set is dustproof, submersible to 
2m for one hour and impervious 
to jets of water. “Its design en-
ables it to be cleaned by simply 
rinsing dust and dirt off under 
the tap,” according to Sepura. 

Rugged radios handsets 
due for first deliveries

C O M M U N I C A T I O N S

Airbus leads project to 
provide LTE broadband

C O M M U N I C A T I O N S

Airbus Defence and Space has 
set up a research and develop-
ment consortium with French 
telecommunication companies 
and universities to develop 
new mission critical broadband 
technology for public safety or-
ganisations, such as police and 
rescue services. 

The Long-Term Evolution 
for Professional Mobile Radio 
(LTE4PMR) project is partly 
funded by the French au-
thorities, through the Banque 
Publique d’Investissement (BPI) 
and Programmes d’Investisse-
ment d’Avenir. 

The LTE4PMR solution will 
offer typical PMR features, 
such as mission critical push-
to-talk (MCPTT), complex 
data (MCData) and video 
(MCVideo) transmissions. The 
project will also create the Sepura’s SC20 series is due for delivery in February

The consortium will develop 
new French infrastructure

A new generation of multi-threat 
protective gear is in develop-
ment that incorporates a new 
anti-stab material for soft body 
armour with ballistic weaves, 
according to the research com-
pany DSM Dyneema.  

It is collaborating with Aegis 
Engineering on a multi-threat 
prototype vest to assess the 
new material for compliance 
with international standards, 
including the CAST (formerly 
HOSDB) body armour stan-
dards for UK police.   

“Innovation in anti-stab 
technology has lagged for 
more than a decade and the 
body armor industry was in 
need of advancement,” said 
Marcio Manique, global busi-
ness director, Life Protection at 

Anti-stab material for use 
in lighter ballistic armours

P E R S O N A L  P R O T E C T I V E  E Q U I P M E N T

The armour is up to  
25 per cent lighter 
than similar vests

a new generation of multi-
threat protective gear based 
on this technology.”  

Steve Jenkins, managing 
director of Aegis Engineering, 
said: “We carefully assessed 
the performance of the new 
Anti Stab Technology and 
believe it is exactly what law 
enforcement is looking for. It 
represents a major advance-
ment in the overall weight, 
wearability and thermal bur-
den of multi-threat vests.”   

According to the develop-
ers, compared to traditional 
materials, the new material 
enables designers to create 
protective vests up to 25 per 
cent lighter and thinner. For 
example, the areal density of 
a protective vest prototype 
designed by Aegis is approxi-
mately 5.6kg/m². Vests made 
from traditional materials 
offering the same level of 
protection against knives 
and handgun ammunition 
(according to standard HG1A-
KR1 HOSDB 2007) have areal 
densities from 6.7-7.7kg/m². 

DSM. “We developed Anti Stab 
Technology to deliver maxi-
mum protection against knife 
stabs, meeting the specific 
needs of law enforcement of-

ficers in hostile confrontations, 
as well as military personnel 
engaged in urban warfare. 

“We look forward to working 
with the industry to develop 

technology infrastructure: the 
base station, the core net-
work and the terminal chipset 
enabling the deployment of 
mobile broadband secure 
communication networks in 
various frequency bands. 
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Technology that helps gath-
er CCTV evidence and report 
non-payment and drive-offs 
in petrol stations is filling the 
gap left when a number of 
police forces decided not to 
attend such incidents due to 
stretched resources.

Devon and Cornwall Police 
is the latest force to state that 
it “will no longer be deploying 
officers to attend these reports 
and make contact with the 
member of the public on be-

FLIR Systems and unmanned ae-
rial vehicle company DJI Innova-
tions have announced plans to 
develop a joint product.

Combining DJI’s Zenmuse mi-
cro-gimbal technology, which 
has become a common platform 
for aerial cinematography, with 
FLIR’s Tau 2 thermal imaging 
camera, the Zenmuse XT drone 
will expand the possibilities for 
operators and infrastructure in-
spectors, the developers claim.

Using drones with FLIR ther-
mal imaging brings new capabil-
ities to commercial applications 
such as search and rescue, fire-
fighting, wildlife protection, and 
the inspection of energy infra-
structure, they companies say.

Thermal imaging provides us-
ers the ability to see in complete 
darkness, measure temperature 
remotely, and see through ob-

half of the garage, unless there 
is evidence of linked offending 
or vulnerability.”

Forecourt Eye is an App and 
online service enabling retail-
ers and the public to monitor 
forecourt crime – both the crim-
inal offence of “drive-offs” (also 
known as bilking) and the civil 
offence of “no means of pay-
ment”, which are a source of se-
rious financial loss for retailers.

Theft of fuel from Britain’s 
forecourts cost retailers an esti-

scurants such as smoke, dust, 
and light fog. Zenmuse XT users 
will be able to see minute tem-
perature variances normally in-

mated £31.4m in 2014 accord-
ing to a survey from the British 
Oil Security Syndicate and are 
increasingly frustrating crimes 
to deal with for overstretched 
police forces, diverting essential 
police time and resource away 
from more serious crimes.

This technology harnesses file 
sharing capabilities to let retail-
ers send a digital evidence pack 
to police (including important 
CCTV evidence) compatible with 
current police systems. It also al-

Public sector organisations 
can now procure 3M products 
through a government-ap-
proved digital marketplace.

The science-based technolo-
gy company has been accepted 
on to G-Cloud 7, which allows 
customers to choose and pur-
chase cloud services on a pay-
as-you-go basis.

Since this version of the on-
line framework went live in No-
vember 2015, customers can 
use G-Cloud to purchase 3M au-
tomatic number plate recogni-
tion (ANPR), average speed and 
electronic monitoring solutions. 

To be accepted on to the 
G-Cloud framework, all suppli-
ers have to go through the Of-
ficial Journal of the European 
Union (OJEU) process.

App seeks to tackle forecourt fuel theft
S U R V E I L L A N C E

Thermal imaging drone collaboration
U N M A N N E D  A E R I A L  V E H I C L E S

UK’s G-Cloud 
platform adds  
3M products

P R O C U R E M E N T

Using FLIR thermal imaging on small drones is expected to 
bring new capabilities to dozens of commercial applications

visible to the naked eye. A live 
video downlink system will also 
give operators real-time control 
and recording during flight.

lows retailers and the Police to 
generate intelligent statistics 
and track repeat offenders.

This is a particular problem 
for retailers, as perpetrators of 
forecourt crime are often re-
peat offenders, targeting ser-
vice stations in an area, then 
simply moving on. This preven-
tative function allows retailers 
to monitor criminals operating 
in their area, as well as allowing 
the police to jointly prosecute 
these offenders.



B
udget pressures in all aspects 
of policing are creating an 
ever-increasing need for 
new and better tools to help 
officers and staff get the re-
sults they need at the lowest 

possible cost. New technologies that aid 
investigations and criminal detection 
offer an important way of achieving this. 
Police forces worldwide are increasingly 
seeking proven technologies that en-
hance current practices and deliver real 
improvements in efficiency, cost-effec-
tiveness and quality of working life. 

One of the most salient investments 
towards this end has involved surveillance 
technology, notably CCTV installations in 
public places. The many millions invested 
in CCTV had been expected to yield signif-
icant dividends in reducing and preventing 
crime. However, the endless steams of data 
these surveillance systems produce meant 
delivery on those hopes had, for the most 
part, been deeply disappointing. What 
was needed was a solution to manage and 
process the footage.

Technology company 3rd Forensic’s 
Forensic Image Linking and Management 
(FILM) system automates the input, storage, 
searching and cross-linking of images and 
crime and suspect data from CCTV and oth-
er sources. It allows investigators to gather 
evidence from CCTV images more quickly 
and effectively by making the process of 
forensic image management faster, more 
accurate and more cost-effective. 

S U P E R  R E C O G N I S E R S
Scientists, working closely with academics, 
have since identified officers who possess 
the skills to identify people (both those 
who are known and not known to them 
personally) from CCTV images. These offi-
cers have been called “super recognisers”. 
Using the FILM system solution with these 
scientifically assessed and professionally 
trained super recogniser officers, London’s 
Metropolitan Police Service (MPS) reports 
the industrialisation of their image and 

crime analysis function – identifying many 
more crime suspects and solving a much 
greater proportion of crimes.

When first introduced, CCTV was seen as 
a preventative tool, with little or no thought 
given to how the evidence produced would 
be of value to the police. Unlike DNA and 
fingerprints, adequate systems were not 
put in place to manage the evidence they 
produced. It was not collected or deployed 
consistently. When it was made available, 
officers just had to do the best they could 
with it, with little specific CCTV training or 
supporting management processes. So, 
while police officers worldwide have for 
years carefully controlled identifications 
made from traditional forensics, image 
evidence has tended to be dealt with less 
systematically. As a result, while suspects 
identified by fingerprints and DNA can 
easily be linked to multiple offences, po-
tentially useful CCTV evidence often goes 
unnoticed, even when multiple images of 
the same suspect could be made available.

T H E  L O N D O N  R I O T S
The critical moment for 3rd Forensic and 
the MPS came with the London riots in 
August 2011. The MPS team in Operation 
Withern, set up to co-ordinate investigation 
of the riots and the crimes involved, was 
faced with images of more than 5,000 un-
identified suspects for crimes of robbery, 
arson, assaults and attempted murder. If 
these images and criminal investigations 
were to be managed effectively, new tools 
and new technology would be required. 
The MPS selected FILM to take on those 
responsibilities. The Operation Withern 
team reported high rates of identification 
and detection; and that without FILM the 
handling of so much crime scene CCTV 
footage would have been an impossible 
task. Building on this success, 3rd Forensic 
and MPS signed a partnership agreement 
to further develop the software.

Since 2011, the FILM solution, includ-
ing the core images database, has grown 
to more than 90,000 images from CCTV, 

>>The  
missing link
CCTV footage is a goldmine of evidence, but it’s woefully underused. 
Jim McBrierty explains how a system that partially automates the 
video management is finally providing the data investigators need
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mobile phones and other sources, including 
custody images related to crimes previous-
ly successfully dealt with.

Before the introduction of FILM, some-
times days were spent in cutting and 
pasting images of criminals to create an 
edition of a bulletin, Caught on Camera, 
the MPS’s internally circulated journal of 
unidentified suspects. With FILM, the pro-
cess is automated and takes seconds. super 
recognisers, who have special knowledge 
of crime types and geographical areas, are 
now shown versions of Caught on Camera 
in just minutes, thus enabling pan-London 
criminals to be identified at an early stage. 

The riots also demonstrated to the 
MPS the effectiveness of using dedicated 
officers to show suspect images to frontline 
staff. Using the FILM database, local officers, 
known as the Area Identification Teams, tre-
bled their results from 50 to 150 per week. 
Currently, an average of 200 successful 
identifications occur each week. 

E V O L U T I O N
One of the most significant developments 
in the programme of FILM evolution is 
the co-ordinated use of super recogniser 
officers, aided by scientific expert Dr Josh 
Davies and his team at Greenwich Univer-
sity, which specialises in this field. Through 
scientific personal testing and assessment, 
the MPS found 150 staff within the force 
with a greatly heightened natural ability to 
spot, recognise and remember faces and 
other distinctive identifying features.  Once 
identified, selected and trained to play a 
key part in the overall FILM process, these 
super recognisers work with the FILM data-

base to optimise cross-linking of crimes and 
generate the maximum possible number of 
confirmed suspect identifications. 

One of the evolutionary developments 
for FILM has been the availability of the 
solution on tablets. Certain officers are now 
equipped with personal tablet access to 
FILM. One officer, a prolific super recog-
niser, regularly uses this means to identify 
suspects, including in his own time. His 
identifications include 20 suspects for 
murder and extremely violent crimes with 
one of the most notable murder suspect 

“Potentially useful CCTV evidence 
often goes unnoticed, even when

 multiple images of the same 
suspect could be made available”
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identifications made while he was off 
duty. This officer was contacted by Senior 
Investigating Officers to help them with the 
high-profile investigation. Using FILM-gen-
erated images, he quickly identified the 
suspect within minutes, enabling the case 
detectives to arrest the individual.

With the proven success of the FILM/su-
per recogniser combination, things moved 
quickly. Five of the top super recognisers 
were moved to a central unit, the MPS Cen-
tral Unit based at New Scotland Yard. With 
full access to the FILM database, these of-
ficers were able to develop new evidential 
methods to link crimes, identify suspects 
and bring offenders to justice. 

By exploiting FILM and its evolution to 
an enhanced capability for policing, they 
developed two new tactics: 
l	Facesnapping: super recognisers 
search through the database and match 
the same suspect to several crimes using 
the metadata and geographical searching 
elements, in addition to their own natural 
ability to match faces. For the first time, 
prolific thieves have been linked to nearly 
100 crimes, such as an armed robber to 
13 incidents and a burglar to 25 break-ins. 
Previously, where fingerprint and/or DNA 
evidence is unavailable, it has rarely been 
possible to identify habitual criminals by 
linking their crimes through CCTV evidence. 
This has now changed. FILM is enabling 
persistent offenders to be identified much 
more successfully than ever before, revolu-
tionising investigative use of CCTV imagery.
l	Domino: super recognisers target and, 

using recognised police tools, such as crim-
inal intelligence and information, identify 
gangs of associated criminals – via a new 
culture of suspect association grouping. 
This applies where an offence such as rob-
bery or violent disorder involves multiple 
suspects, or where the prime suspect is 
accompanied by others who may be in-
volved, or may act in consort with the prime 
suspect in other crimes. In these cases, the 
super recognisers will actively seek out 
and gather images of a number of related 
or potentially related offences. Where one 
suspect has been identified and accomplic-
es and associates are known or suspected, 
the investigators use intelligence databases 
and their super recogniser abilities to link 
members of the active group to specific 
crimes and identify all those involved.

C R O S S - B O R D E R  C R I M E S
Another major development is the auto-
mated transfer of images of unidentified 
suspects between police forces. It has 
long been the case that if a suspect leaves 
finger marks, blood or other body fluids at a 
crime scene in another force area, the data 
is shared nationally, but until very recent-
ly, this has not been the case for images. 
Criminals who travelled long distances to 
commit crimes were more or less immune 
from detection and capture, as far as CCTV 
imagery was concerned. Few suspect imag-
es were ever circulated from force to force 
– and even fewer were ever identified on a 
cross-border basis.

This came to an end when the City of 
London Police became the second users 
of FILM via the MPS Central Unit. Images 
shared between the two forces resulted 
in the identification of an offender from 
the MPS area, by a City of London officer. 
Using the FILM solution, the Met were able 
to link the suspect to 11 counts of burglary 
and theft dating from December 2013 and 
up to February 2015. This criminal was 
arrested and in September 2015 appeared 
before Blackfriars Crown Court where she 
was found guilty and sentenced to 30 
months imprisonment.  

Given the successes, it is no surprise that 
plans are under way for other police forces 
to join the FILM community, especially 
when it is estimated that, for example, 40 
per cent of crimes in the neighbouring 
Surrey area are actually committed by crim-
inals travelling out from London area.

Plans are being made to add automated 
recognition processes for faces, logos and 
patterns. Some investigators and develop-
ers note that automatic facial recognition 
systems are rarely suitable for use with 

poor quality, randomly posed CCTV images.  
However, the 3rd Forensic team has found 
that, used in conjunction with FILM, and 
especially when supported by logo/pattern 
recognition technology, automatic facial 
biometric solutions can play a useful role as 
part of the overall identification tool-kit. It 
is therefore part of the company’s product 
development plan.

The potential value of automatic logo or 
pattern recognition is a very different story.  
Even very poor crime scene images often 
contain distinctive patterns and shapes that 
could be of great value in large-scale auto-
matic searches, if the right algorithms were 
available. Then it could be of enormous 
value in crime clear-up. This has been well 
understood for many years, but appropriate 
technology has unfortunately been very 
slow to emerge. Until recently, automatic 
logo/pattern detection software was simply 
insufficiently accurate to be of much value 
in law enforcement or national security 
applications. However, the 3rd Forensic 
team, in association with cutting-edge 
academic and commercial associates has 
now identified a ground-breaking video-an-
alytic solution for immediate incorporation 
into FILM. This will offer investigators extra, 

Modern automatic facial recognition sys-
tems are playing an increasingly import-
ant role in many areas of law enforce-
ment and border control, however, they 
are very rarely useful in dealing with the 
kinds of images dealt with by FILM. 

CCTV footage of criminal incidents 
and crime scenes is often poor – cer-
tainly not portrait quality – meaning 
automatic facial recognition systems 
have a harder time producing results. 
The lighting, pose, distance from the 
camera, presence of head-gear all have 
a bearing on their success. 

The FILM system, operating with 
highly skilled officers to make the final 
identification decisions, produces far 
greater and more accurate results than 
any automatic facial recognition engine 
is capable of achieving with images of 
this kind.

A U T O M A T I C  F A I L U R E S
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faster capabilities for FILM database search-
ing – based on automatic detection of logos 
and other distinctive patterns, including 
tattoos.  This will be a world first. Scheduled 
for operational piloting in early 2016, it is 
set to deliver unique new capabilities in 
crime linking and suspect identification via 
the FILM system.

C O N C L U S I O N
The absence of suitably structured systems 
and technologies to make best use of the 
images gathered from CCTV has greatly 
hampered investigators in their efforts 
worldwide. New forensic image manage-
ment technology developed in the UK now 
offers the global law enforcement commu-
nity a step-change improvement in the use-
fulness of CCTV and other imagery in the 
fight against crime, disorder and terrorism.

At a time when police budgets are being 
cut globally, the FILM approach has proved 
to deliver much more for less. While the 
number of CCTV identifications in the 
Metropolitan Police Service of London is 
comparable to fingerprints and DNA and 
the identification rate is similar, the most 
significant fact is that the MPS reports 
CCTV identification as costing only about 
one tenth of the cost of the other forensic 
identifications. The reasons are simple 
– fingerprints and DNA require hugely 
expensive resources – whereas CCTV is 
generally supplied free to the police; and 
super recognisers found from within the 
force make critical suspect identifications 
whilst also continuing with other work on 
normal duty.

These results are transferable anywhere 
in the UK and internationally. The success 
that the London police forces continue to 
have using FILM is a success that others 
can achieve. The 3rd Forensic FILM image 
management solution offers a significant 
contribution to the operational requirement 
to identify more suspects; and to the strate-
gic goal of safer communities.

FILM is now available for all law en-
forcement and national security teams 
to use to make CCTV the effective tool it 
was designed to be. Operated by trained 
teams, including carefully selected super 
recognisers, FILM makes the use of images 
truly the third forensic discipline – operated 
in the same systematic way to ensure the 
effectiveness of fingerprints and DNA evi-
dence, and at significantly lower cost. l
Jim McBrierty is a divisional director at  

3rd Forensic. He was formerly a commander 

at Lothian and Borders Police and an advisor 

on national security and policing technolo-

gies to the UK Home Office
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S
pecially skilled “super recog-

nisers” – and the technology that 

helps them identify suspects by 

comparing CCTV footage and oth-

er images – can plug the police 

service’s long-standing inability 

to link crimes properly, according to Metro-

politan Police Commander Simon Letchford. 

“It’s a really exciting time in policing with 

some of the things that are being achieved 

through a combination of technology, 

innovation and creativity,” he said. “A lot 

of people said initially, yes, there may be 

people who can recognise a face, but it is a 

bit of a dark art and is there a real science 

to it? There now is that science backing it 

up and we are seeing this evidence-based 

approach becoming more important.”

He adds: “When people put the science 

behind it, people start to sit up and listen.” 

This is now happening through a working 

partnership between London’s Metropoli-

tan Police Service (MPS) and Dr Josh Davis 

at the University of Greenwich. 

“As we have less money, we know we are 

having to do more with less in policing, but 

what we should be doing are the things that 

really work,” says Commander Letchford. 

He said the police are “notoriously 

bad” at trying to link crime. He cites as an 

example the Yorkshire Ripper investigation 

where various images of the main suspect 

were only brought together at the end 

of the investigation so that a comparison 

could be made. With the benefit of hind-

sight, he says, many of the images obvi-

ously bear a striking resemblance to Peter 

Sutcliffe, who was eventually convicted of 

the 13 murders. “No one had brought the 

images together and we still don’t do that, 

so I think the Super Recogniser initiative is a 

fantastic opportunity to link crime together 

properly. In police work, there is nothing 

more satisfying than being able to charge 

someone for 40 ‘jobs’,” he added.

The MPS has had a lot of positive pub-

licity around the world on the back of the 

work of its super recogniser staff. Word 

is also getting out among the detective 

teams through training courses and other 

exercises about the value of using super 

recognisers proactively during investiga-

tions. “I tell the naysayer detectives that 

super recognisers see things differently,” 

says Detective Chief Inspector Mick Neville 

of SCO4, the MPS’s central forensic image 

team. “So, if they say it’s Billy Smith, I tell 

detectives it is worth making an arrest on 

that basis. Because in the vast majority of 

cases it will turn out to be correct.”

Even when a correct identification is 

made, some officers are still reluctant to 

proceed. DCI Neville tells the story of a 

detective constable who, after an identi-

fication was made by a super recogniser 

complained that the suspect “was highly 

unlikely” to admit the offence during an 

interview. On hearing this, DCI Neville says 

he was astounded about the lack of action 

based on a guess of what a suspect might 

or might not do. So he phoned the officer 

involved and asked him: “Can I have next 

Saturday’s lottery numbers, please?” 

Despite the doubters, DCI Neville says 

that the use of super recognisers is now be-

coming woven into the force’s investigative 

culture.“The difference between the MPS 

and other forces is that other forces will 

scrutinise fingerprints and DNA; we have 

fingerprints, DNA and imaging.” 

“The average guilty plea rate is 63 per 

cent,” says DCI Neville, referring to cases 

not involving image evidence. The guilty 

plea rate for identifications made through 

the MPS Image Circulation Unit is 84 per 

cent. “Just think how much that has saved 

with no police at court, no court time and 

the victim doesn’t have to re-live it.” 

The MPS has plans to expand its Forensic 

Image Linking and Management (FILM) 

database, which automates the processing 

of CCTV and other imagery (see previous 

feature) to include more mugshots to give 

super recognisers an additional visual refer-

ence. They are also looking to include logo 

recognition search facilities to give recog-

nisers an additional tool to link offences. “It 

just gives super recognisers another way of 

filtering images when they are conducting a 

search,” he says. 

TA L E N T  S P OT T I N G
A test has been developed to “spot” super 

recognisers at an early stage in their police 

careers. DCI Neville is keen that in future 

every one going through the MPS police 

training college in Hendon should take 

the test so that recognisers can be spotted 

and encouraged, then gaps in resources 

can be filled in terms of where in London 

those recruits go on to be stationed. The 

fact that someone has been identified as 

a recogniser should also have a bearing 

on what happens if they are promoted, he 

says. He tells the story of a constable from 

Brixton who became a super recogniser and 

successfully carried out all the CCTV idents 

in a case involving the murder of a little 

girl in a shop robbery. He was pro-

moted to sergeant, but posted to 

Sutton (right on the edge of the 

Metropolitan Police District). “All 

that knowledge had effectively 

gone,” says DCI Neville. 

The problem is that super 

recognisers have other jobs 

working throughout the MPS, so 

finding time to take them away 

from those tasks for training 

and using their special talent 

is not always straightforward. 

They include uniform and detec-

tive officers, staff, Special consta-

bles and police community support 

officers (PCSOs). 
“I am a real advocate to try and create 

the space and time to do this specialist 

role,” says Commander Letchford. “We 

are also trying to roll out some mobile 

Gary Mason reports from an event that highlighted the work of 

“super recognisers” who are especially adept at recognising faces 

from CCTV footage and hears from the officers who manage them

“The super 
recogniser 
initiative is 
a fantastic 
opportunity to link 
crime properly”
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technology to help super 

recognisers view images at 

home or at work without 

having to go to a dif-
ferent location.”

You are never off 
duty when you are a 

super recogniser. A 
PCSO recently picked 

out a wanted sex 
offender when he was 

out shopping in Green-

wich during the week-

end, which led to an 

arrest and conviction. “As 

technology starts to really 

develop with high-definition 

cameras, the effectiveness of 

the super recognisers pro-

gramme is going to grow and 

grow. The people we have in 

the programme now are 

the pioneers,” says 
Commander Letch-

ford. 

DCI Neville says there has been a case 

involving super recognisers in which 39 

crimes were linked. He stresses that, in 

purely financial terms, the amount of 

money that saves the police and criminal 

justice system is considerable. “The images 

are coming in from all over the place now,” 

he told the conference. “We have just got 

to be smarter in the way we use them. 

We also need to maintain surveillance by 

consent. There will always be arguments 

against widespread use of CCTV and it is 

right that it should be challenged from time 

to time. But what super recognisers give is 

real evidence that CCTV is useful. I go to 

local authority meetings and CCTV budgets 

are under threat. But I can speak to those 

councils and the surveillance camera com-

missioner and point to the positive results 

of using CCTV in conjunction with the super 

recogniser programme.” 

Many complaints around CCTV are about 

“police not using it properly”, because if 

citizens get robbed in an underpass where 

CCTV cameras are operating there is a 

perception that the offender never gets 

caught, but if someone parks their car 

in a restricted area covered 

by police or council run 

CCTV, they always get 

caught. 
DCI Neville also 

argues that super rec-

ognisers are helping 

to make the MPS 
imaging unit more 
cost effective than 
other types of ev-
idence, such as 
fingerprints and 
DNA. This is 
partly because 

the unit 
receives 

Super recognisers are drawn from all 

sections of the workforce, such as sworn 

officers and police support staff
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a lot of its evidence (the camera footage) 

free of charge from councils and commer-

cial premises. He says they will continue 

to do so if they can see that the evidence 

is leading to convictions and a reduction 

in crime. 
In an organisation as large at the MPS 

with all the different departments and spe-

cialist units using image evidence in some 

shape or form, the danger of evidence 

falling through the cracks is always there.

“We have the FILM database, the circu-

lation unit, area identification teams and 

super recognisers, results teams and crime 

fighters,” says DCI Neville. “But of all of 

this is rubbish if the image never goes into 

the system in the first place. One of the 

greatest challenges I face is: how do we 

get more images into the system for super 

recognisers to look at? Too often, too many 

officers see CCTV possibly as an optional 

extra, whereas the public perception is 

that we are using CCTV all the time and can 

solve any crime with it. 

Juries also now expect that there will be 

CCTV evidence in almost every case. DCI 

Neville served on a jury hearing a case in-

volving a fight outside a night club. During 

the trial a jury member passed a note to the 

judge asking where the CCTV image relating 

to the case was. 

I M A G E  C I R C U L AT I O N

The circulation unit is an important cog in 

the wheel, says DCI Neville. It was set up 

to overcome the problem where several 

MPS boroughs may share an interest in the 

same imagery but they would never know 

that because, unlike other evidence, CCTV 

images were not shared systematically. 

Fingerprints and DNA could be found, for 

example, at the scene of burglary in South-

wark. As a matter of course that will then 

be searched using the national database 

regardless of where the burglary took 

place, because the prints may not belong 

to anyone who lives locally. 

Imaging evidence, however, was not dealt 

with like that. In our example, the image 

relating to that same burglary would be put 

on the briefing slide only in Southwark. If 

nobody at that station recognised the face, 

that would be the end of the evidence trail. 

“The fact that there may have been the 

same person on a briefing slide at Wimble-

don or Lambeth, nobody would ever know,” 

says DCI Neville. “Since we had the FILM 

database we are in a much better position.”

He says the MPS’s organisation around 

images is now the best in country. He says a 

more typical set up in another force would 

be a very small room with a desk and a 

computer and hundreds of printed images 

pinned up on a notice board. 

Although the force has FILM, which is an 

advanced system, the MPS’s notoriously 

slow and piecemeal adoption of mobile 

data technology to access the database re-

motely is holding back the super recognis-

er success story to some extent. According 

to DCI Neville the few recogniser special-

ists who have access to tablets are already 

demonstrating the value of remote access. 

One member of the team identified an 

offender “over his Sunday roast”, he says. 

He says it is crucial that the FILM da-

tabase – although a commercial product 

provided by a vendor – has been built 

specifically for operational policing. “It also 

helps us comply with the law in terms of 

managing our images properly as evi-

dence,” he adds.”It enables us to show our 

super recognisers the right images.”

The system still depends on the organ-

isation as a whole proactively sharing im-

ages. This was demonstrated most sharply 

during the protracted operation to identify 

suspects who took part in looting, criminal 

damage and assaults during the London 

riots in August 2011. “We started out with 

emails and got a few idents, but when we 

started sharing images proactively we got 

three times as many,” says DCI Neville. “We 

started off at 50 and when the area ident 

teams went out it became 150 a week.”

He admits that while the MPS is still 

ahead of other forces in the way it deals 

with image evidence, there is still a long 

way to go. “At the moment everything we 

do is still a bit thrown together, but ulti-

mately what we are trying to do is to make 

it an industrialised process.” 

Super recognisers by definition have a 

special skill to compare still and CCTV im-

ages in order to make positive identifica-

tions of suspects. But can their expertise 

be automated or augmented using soft-

ware algorithms found in facial recog-

nition engines? “Facial recognition 

will get better, but the fact is: it is 

not there yet,” says DCI Neville. 

“For every 200 idents we 

do, one might come 

from the machine. 
But as it develops, 
that ratio will go up. 

Humans can recog-
nise people walking 

down the street 
when they see only 

the backs of their 
heads. It is going to 

be a very long time 

before a machine can 

do that.” 
But he stresses it is 

not a competition between 

human skill and automation and 

the unit is proactively looking 

as how it could build a facial 

recognition element into the 

FILM database. l
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F
ollowing the public outcry over 
a series of incidents involving 
firearms and use of force in the 
US, police leaders are being 
urged to adopt new guidelines 
that will fundamentally change 

how weapons and other equipment are 
deployed by law enforcement. 

A report by the Police Executive Research 
Forum (PERF) published in January on the 
use of firearms and less-lethal weapons 
follows extensive research into how other 
police forces around the world – but partic-
ularly the UK – use force, deploy equipment 
and train with the minimum risk of injury to 
both officer and suspect. In its report, PERF 
warns that the change needed to adopt its 
30 new guiding principles will be hard and 
expensive for US police departments. 

“The policies, training, tactics, and recom-
mendations for equipment amount to signif-
icant, fundamental changes in a police de-
partment’s operations and culture,” it says. 
“It is important these changes be undertak-
en in a comprehensive manner, and not in 
a piecemeal or haphazard way. The policy 
changes must be backed up with thorough, 
integrated retraining of all officers. 

“These changes have implications for 
officer safety. This approach can increase 
officer safety, as well as the safety of 
community members, by teaching officers 
how to ‘slow down’ some incidents and 
avoid escalating situations to the point 
where officers or members of the public are 
endangered. But, to better protect officers, 
agencies must provide comprehensive new 
training, new tactical skills, and new equip-
ment to support the new policies.” 

One of the main recommendations 
is that all officers need access to and 
training in a range of less-lethal weapons 
and equipment to support their critical 

Force of
Gary Mason reports on 

efforts to reduce the 
number of incidents where 

lethal force is used in the US

habit

The report says that personal protection shields may support de-escalation efforts 
during critical incidents, including situations involving persons with knives, baseball 
bats, or other improvised weapons that are not firearms. 
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decision-making and de-escalation efforts 
when confronted with a violent or po-
tentially violent encounter. It adds that 
personnel trained in mental health issues 
should be deployed and trained in the full 
range of less-lethal options offered by the 
law enforcement agency. 

The report also says police agencies 
should consider replacing traditional CS or 
OC sprays with newer options, because of 
the potential for cross-contamination and 
flammability of the sprays currently being 
used. One alternative, it says, is pelargonic 
acid vanillylamide (PAVA) sprays, which are 
now widely used by police forces in the UK. 
Unlike traditional CS or OC sprays, PAVA has 
a more concentrated stream that lessens 
the risk of cross-contamination and is not 
flammable (so it can be used in conjunction 
with an electronic control weapon).  

U S E  O F  T A S E R S
The PERF report also makes a number of 
significant recommendations around the 
use of electronic control weapons (ECW), 
such as Tasers, by law enforcement. In 
particular, the new guidelines stress that 
if use of an ECW is not effective, that does 
not mean that officers should automatically 
move to their firearms. 

It adds that agencies should ensure that 
their policies, training, and procedures 
around the use of ECWs are consistent with 
the 53 guidelines released by PERF and 
the Office of Community Oriented Policing 
Services (COPS Office) in 2011. 

According to the report, accounts of fatal 
police shootings often state: “The officer 
tried an ECW, it had no effect, and so the 
officer then used a firearm.” 

“This is an inappropriate way to view 
force options,” the report continues. “ECWs 
often do not work because the subject is 
wearing heavy clothing or for many other 
reasons. An ECW deployment that is not 
effective does not mean officers should 
automatically move to their firearms. 
Under the Critical Decision-Making Model, 
an ineffective ECW deployment changes 
the situation and should prompt officers 
to re-assess the situation and the current 
status of the threat, and to take appropriate, 
proportional actions.” 

Well trained call-takers and dispatchers 
are essential to the police response to 
critical incidents, the report notes.  

“A number of controversial uses of force 
by police have stemmed from failures of 
dispatchers to obtain, or relay to respond-
ing officers, critically important information 
about the nature of the incident. Agen-
cies should ensure that call-takers and 
dispatchers receive thorough, hands-on 
training to support the police response 
to critical incidents that may involve the 
use of force. This training should include 
dealing with persons with mental health 

problems (including communicating with 
family members and agency protocols), 
crisis communications, use-of-force policy, 
and de-escalation strategies. As part of their 
training, call-takers and dispatchers should 
take part in ride-alongs with patrol officers 
and specialised units, and they should 
actively participate in the agency’s mental 
health training programmes.”

S H O O T I N G  A T  V E H I C L E S
Agencies should prohibit shooting at or 
from a moving vehicle unless someone in 
the vehicle is using or threatening deadly 
force by means other than the vehicle itself, 
the new guidelines recommend. Agencies 
should also prohibit the use of deadly force, 
and consider the many less-lethal options, 
against individuals who pose a danger only 
to themselves and not to other people. 
“Officers should be prepared to exercise 
considerable discretion to wait as long 
as necessary so that the situation can be 
resolved peacefully,” the guidelines state. 

Agencies should document all uses of 
force involving a hand or leg technique; 
the use of a deadly weapon, less-lethal 
weapon, or weapon of opportunity; or 
any instance where injury is observed or 
alleged by the subject. They should also 
capture and review reports on the pointing 
of a firearm or ECW at an individual as a 
threat of force. “This information is critical 
for both external reporting and internal im-
provements to policy and training. Agencies 
should consult with their communities to 
ensure that use of force and enforcement 
practices are not discriminatory,” it says.

It recommends that agencies develop 
policies and protocols for reviewing use-
of-force reports to ensure their accuracy, 
including comparing written reports with 
video footage from body-worn or dash-
board cameras, and other sources. Attention 
should be paid to ensuring reports provide 
clear and specific details about the incident 
and avoid generic “boilerplate” language. 

Another significant shift of tactics recom-
mended by the report is to bring an end to 
what it refers to has “outdated” police use 
of force concepts, such as the “21-foot rule” 
and “drawing a line in the sand”. Agencies 
should instead train officers to use distance, 
cover, and time when approaching and 
managing certain critical incidents. 

“In many situations, a better outcome 
can result if officers can buy more time 
to assess the situation and their options, 
bring additional resources to the scene, and 
develop a plan for resolving the incident 
without use of force,” the guidelines state. 
“Agencies should eliminate from their 
policies and training all references to the 
so-called ‘21-foot rule’ regarding officers 
who are confronted with a subject armed 
with an edged weapon. Instead, officers 
should be trained to use distance and cover 

to create a reaction gap between them-
selves and the individual, and to consider 
all options for responding.” 

For more than 20 years, the 21-foot rule 
has been central to training officers to de-
fend themselves against edged weapons. 
The rule was based on research by a Salt 
Lake City police officer and states that in 
the time it takes the average officer to rec-
ognise a threat, draw their sidearm and fire 
two rounds at the middle part of the body 
of an assailant, an average person charging 
at the officer with a knife or other cutting 
or stabbing weapon can cover a distance of 
21 feet (6.4m).

The implication, therefore, is that when 
dealing with a suspect armed with an 
edged-weapon at anything less than 21 
feet an officer should have their gun out 
and be ready to open fire before the of-
fender runs at them. 

T R A I N I N G / S I M U L A T I O N
The guiding principles make a number of 
recommendations on use of force training. 
Specifically, it says that training in teams 
can increase the level of performance 
during real incidents on the street. 

Agencies should provide in-service 
training on critical decision-making, de- 
escalation, and use of force to teams of 
officers at the same time, it says. “When 
officers who work together on a daily basis 
train together, co-ordination and consis-
tency in tactics increase, and the likelihood 
of undesirable outcomes during critical 
incidents decreases. Recognising that this 
approach may increase costs and disrupt 
scheduling, agencies should consider alter-
native arrangements to traditional, day-long 
in-service training classes. For example, 
by bringing in a team of officers for a few 
hours of training several times a year.”

The report also stresses that scenar-
io-based training should be prevalent, chal-
lenging, and realistic. “In both recruit and 
in-service programmes, agencies should 
provide use-of-force training that utilises 
realistic and challenging scenarios that 
officers are likely to encounter in the field. 
Scenarios should be based on real-life situ-
ations and utilise encounters that officers in 
the agency have recently faced.”

It adds that training scenarios should go 
beyond the traditional “shoot/don’t shoot” 
decision-making, instead providing for a va-
riety of possible outcomes, including some 
in which communication, de-escalation, and 
use of less-lethal options are most appro-
priate. Scenario-based training focused on 
decision-making should be integrated with 
officers’ regular requalification on their 
firearms and less-lethal equipment. l
Use of Force: Taking Policing to a Higher 

Standard was published by the Police Exec-

utive Research Forum on 29 January 2016 . 

Download the pdf at bit.ly/1UVtCJU
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I
n early February, emergency control 
rooms made the headlines when 
Home Office minister Mike Penning 
said it did not make sense to have 
different premises for police, fire and 
ambulance services. Of course, there 

are the inevitable arguments that it’s just 
another cost cutting exercise and yet 
another hammer blow to our emergency 
services. However, politics aside, he may 
have a valid point.

On 26 January, the British government 
published Enabling Closer Working Be-

tween the Emergency Services. The report 
states: “The government is committed to 
supporting collaborative and innovative 
blue light working and has invested over 
£80m in collaborative projects since 
2013. However, while there are already 
a number of good examples of joint 
working across the emergency services 
locally, levels of collaboration are not as 
widespread as they could be.”

In the UK, operating separate control 
rooms has been standard operating 
procedure. However, as the government 
report highlights, there are some good 
examples of shared facilities, such as 
the collaboration between Hampshire 
Constabulary and Hampshire Fire and 
Rescue HQ. Other examples of collab-
orative working to streamline business 
processes can be found in Hertfordshire, 
Bedfordshire and Cambridgeshire, which 
are working together to create a “seam-
less flow of common data”, which will 
ultimately save millions more on IT and 
business support functions.

The bottom line is it all helps to make 
a difference to police officers, victims of 
crime and taxpayers. 

By breaking down the information silos 
and barriers to communication between 
emergency services, it’s less likely that 
vital information relating to an incident 
is missed or misplaced. This is particu-
larly important  when collating evidence 
and following lines of inquiry during the 
post-incident investigation process. Also, 

it promotes an appropriately co-ordinated 
multi-agency emergency response, which 
will save the tax payer money, but more 
importantly potentially save more lives.

It makes logical, economic and oper-
ational sense to merge control rooms. 
Think of the savings relating to equip-
ment, staff and real-estate. If you had 
to the opportunity to build a greenfield 
control room today, why would you elect 
to house each emergency service in a 
different building, especially when so 
many incidents require a fast, co-ordinat-
ed response?

Technology is the operational founda-
tion of the modern control room. From the 

IT and communications equipment to the 
secure storage of data, and software sys-
tems used by call takers to quality moni-
toring solutions; the list goes on and on. A 
standardised, unified operating platform 
and procedures enable fast, fluid and 
controlled sharing of data and resources 
before, during and after an incident.

There would be no more physical 
passing of data or phone calls to review 
an incident, authorised personnel can 
instantly access everything with a click of 
button – the call recording, the despatch 
recording, any related video feeds, GIS 
information etc.

Think of the response time saved during 
life and death situations – and time is the 

most precious commodity.

I M P R O V E  I N V E S T I G AT I O N
For police investigations, the ability to 
securely access fire or ambulance infor-
mation easier could speed up investi-
gation times. To “know what you don’t 
know” is a major benefit on the investi-
gation side. It ensures vital information 
isn’t lost or discarded too easily, just 
because it did not directly emerge from 
police sources.

Of course, there are challenges. 
Perhaps the biggest is the emotional 
resistance to change and fear of the un-
known. From a technology point-of-view, 
it is relatively simple to facilitate more 
collaborative working, whether under 
one roof or across multiple premises. 
Then there’s the cost. Investment will be 
needed, but the long-term gain easily 
outweighs the short term pain. l
Jamie Wilson is the marketing manager for 

public safety, EMEA at NICE Systems

The best-laid plans
It sounds like a good idea on paper; create combined stations 
to save time and money, but can all the emergency services live 
together under one roof? Jamie Wilson believes they can

“If you built a 
control room 
today, why would 
you house each 
emergency service 
in a different 
building?”
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THE ONE EVENT THAT HELPS
YOU COPE WITH ALL THE REST

In times like these, it’s critical that security and law enforcement professionals like you have access to the 
latest innovations, solutions and policy initiatives that help you adapt to a rapidly changing environment. 
Security & Policing 2016 is a Home Offi ce event that brings all this together and your attendance is 
essential if you are to meet the challenges ahead.

✓ Up to 400 exhibitors showcasing the very latest 
    products and innovations
✓ FREE to attend for visitors
✓ All visitors are pre-vetted to strict Home Offi ce criteria
✓ Cyber Zone dedicated to the needs of cyber companies
✓ International trade delegations representing over 60 countries
✓ Government Zone where policy makers meet implementers

To register your attendance, or for more information, please visit
www.securityandpolicing.co.uk or contact +44 (0)207 091 7835

8 – 10 March 2016
Farnborough, Hampshire
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