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Reducing costs
 Saving resources 
  Fighting corruption

What would you 
do if you suddenly 

sprung a leak?
With a proven track record in the police service, 3ami’s Monitoring and Audit 

System (MAS) provides a comprehensive monitoring solution that tracks all 

user activity across your force’s entire computer network.

When deployed, 3ami MAS acts as a valuable tool when it comes to 

implementing robust systems to ensure risks arising from criminality, 

inappropriate relationships, leaks, gratuities, hospitality, contracting and 

secondary employment are identified, monitored and managed.

In a climate of public austerity, every new purchase has to 

demonstrate not only an ability to fulfil its required purpose but also 

through cost effectiveness and cost savings, produce a clear 

return on investment (ROI) – 3ami MAS delivers on all counts.

Data captured by 3ami MAS also provides wider 

performance management information that is 

assisting to substantially reduce overheads and 

driving more efficient working practices within  

Police Forces.

 
Benefits of 3ami MAS

•  Easy detection of inappropriate database 
checks

•  Protection of confidential data and 
unauthorised removal

• Deterring visits to inappropriate internet sites

•  Protection against the sending of harassing, 
intimidating or bullying e-mails

• Real time performance management data

• Increased efficiency across the enterprise 

• Effective IT asset management

• Speedy access to intelligence

• High financial ROI

3ami MAS can assist with conclusively proving or 
disproving allegations of wrong doing, collating 
evidence into a readily understood “case 
management” format allowing easy access  
and presentation of fact based evidence.

t: +44 (0) 1695 738004
e: justice@3ami.com
w: www.3ami.com
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Questions to ask about new equipment
In this issue of Police Product Insight we revisit two pieces of 

equipment which have been on the back burner of UK policing 
for some time. Body-worn video (BWV) and water cannon have 

been used globally with a degree of success. They are not new 
technologies, although to judge by some of the mainstream press 
coverage this is being portrayed as something of a “Eureka!” 
moment for British law enforcement. 

Yet water cannon and BWV polarise opinion. On the one hand, 
BWV tends to be seen as a good thing by those interested in 
greater officer transparency and accountability. When someone is 
shot dead by officers in a pre-planned operation, the inquest into 
that incident demands absolute accountability and transparency. 
So, on balance, cameras that could record the whole incident and 
be played back to a jury are an obvious way of achieving that. 

In this case, the voices of caution appear to be coming from the 
police. Should the cameras only be deployed on specialist officers 
and what legal framework will cover it? If a camera is switched 
off is that, per se, an admission of a guilty motive? What technical 

issues, such as data storage need to be resolved if a widespread 
roll-out of the technology is undertaken?

Water cannon vehicles have never been used by police forces 
on the UK mainland, but they have a long history among specialist 
riot squads in western Europe and beyond. Following the rioting in 
London and other cities in 2011, UK police management has now 
decided to introduce them. In this case, it is the public and politi-
cians who are nervous. Does it smack too much of heavy-handed 
policing ? Will it be used in circumstances which, in the past, would 
have been met with other, less controversial public order tactics?

Fortunately, UK law enforcement has a history of extensive 
testing and evaluation of any new equipment. Longer batons, 
incapacitant spray, Tasers and any other significant change in the 
way officers are routinely armed, all followed this cautious path. 
Introducing new equipment purely for its own sake is always a 
retrograde step. The important question is will it achieve the best 
outcome for law enforcement and the community they serve?
Gary Mason

EdItor’s InsIght

Send letters to:
ppi-news@policeoracle.com
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Sgt Jason Cullum says that 
the storage space and battery 
life of they system was the most 
important factor in the procure-
ment decision.

“Officers need to be confident 
that if they have to record the 
very first thing they do on their 
shift, they will still have storage 
and battery at the end of their 
shift,” he said. “We don’t want 
a guy going: ‘Well, I wasn’t sure 
if I was going to be able to get 
something at 9:30 at night if I 
started at 3:30 in the afternoon.’” 

Following a 60-day evaluation 
of the major body-worn camer-
as on the market, the Evansville 
police department in Indiana 
has selected Digital Ally’s First-
Vu system for its officers. 

Testing included evaluation 
of product durability, versatility, 
ease of use, battery life, video 
and sound quality, upload and 
download speeds, and the data 
storage requirements for a typ-
ical officer’s daily shift. 

Community leaders request-
ed the cameras after Officer 
Jasen Clegg recorded an en-
counter when officers detained 
firefighter George Madison this 
summer. The video allowed 
investigators to see Clegg did 
not violate any policies despite 
claims of improper actions.

Digital Ally participated in 
the International Association of 
Chiefs of Police (IACP) conference 
and exhibtion in Philadelphia last 
November. The company says it 
has sold over 450 units, includ-
ing the Evansville order, since the 
new body camera was officially 
launched in July 2013.

Stanton E Ross, chief exec-
utive officer of the company 
said: “We have averaged over 
20 new police agencies initi-
ating test and evaluation pro-
grams per week.”

Storage space and battery life were important factors

provide greater coverage and 
clearer voice communications. 

VMOPS has developed its 
own automatic vehicle loca-
tion  (AVL) system and Tait will 
provide the interface to it. The 
packet data functionality will 
be used for sending small files, 
such as personal identification 
data, over the DMR network 
from the control centre to the 
field mobile radio connected to 
a portable PC. 

Tait will design the system 
and network, as well as provide 

The Vietnam Ministry of Public 
Security (VMOPS) has signed a 
contract for a new trunked digi-
tal mobile radio (DMR) network 
for its Traffic Police pilot.

Tait, with a local partner, will 
provide a single site ultra-high 
frequency DMR Tier 3 network 
with packet data, due to be op-
erational by August 2014.

The Traffic Police currently 
operates on an analog con-
ventional network. However, it 
wants to move to a private dig-
ital trunked system that would 

project management services 
to help ensure a successful 
outcome for the Traffic Police. 
To mitigate the risk during the 
migration, VMOPS chose to pro-
ceed with a pilot phase before 
implementing a full-scale, five 
or six site digital trunked system. 

This approach has helped 
them to avoid the budget con-
straints associated with large, 
single implementations and 
will help to ensure continuing 
support for the change as the 
project progresses.

Body-worn video embraced by  
department following 60-day trial

U N I T E D  S T A T E S

V I E T N A M

National agency pilots new radio network

Body-worn video 
procurement will 
see Evansville 
officers equipped 
with Digital Ally’s 
FirstVu system

New HQ for London’s Met
Hertfordshire building contrac-
tor BAM, has been awarded a 
contract to develop the new 
UK Metropolitan Police Service 
headquarters, Scotland Yard, in 
London. The company will pro-
vide pre-construction works 
for the multi-million pound 
refurbishment at the new Cur-
tis Green Building over eight 
floors on Victoria Embankment. 
The job is believed to be worth 
around £33m and was secured 
under the IESE framework.

US roaming radio contract
The City of Des Moines, in the 
US has signed a contract with 
Tait Communications, which 
gives police and other 911 ra-
dio users the freedom to roam 
throughout the city and access 
multiple networks without 
changing radios. The Metro-In-
teroperability Communication 
System from Tait combines 
three different frequency 
bands, allowing all public safe-
ty agencies in the Polk County 
area to access one centralised 
system compatible with their 
existing radio system. 

UK data system by Northgate
Staffordshire Police is introduc-
ing Northgate Public Services’s 
new Demand and Resource 
Management system in March. 
Northgate provides GIS solu-
tions to many England and 
Wales police forces, including 
all the neighbouring forces of 
Staffordshire and the Central 
Motorways Policing Group. 

US force replaces database
The West Virginia State Police 
has selected Zuercher Technol-
ogies as the vendor to replace 
the state’s current Uniform 
Crime Reporting (UCR) Incident 
Based Reporting (IBR) reposi-
tory. The force had been using 
the same UCR/IBR repository 
solution for more than 12 years 
with very few software en-
hancements and updates. After 
receiving a grant to replace the 
existing system, a search began 
for a new solution to increase 
incident report submissions by 
local law enforcement agencies. 

 I N  B R I E F
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Smart safety cameras capable of 
accurately detecting dangerous 
levels of crowding during day 
or night have been developed 
by Nottingham Trent University 
(NTU) researchers.

The system, designed by a 
team led by Dr Amin al-Habaibeh, 
of the School of Architecture, De-
sign and the Built Environment, 
aims to save lives by improving 
crowd safety at large open space 
public gatherings.

The technology combines an 
infrared camera and a mono-
chrome visual camera to mea-

sure the real-time density of 
crowds. Where hazardous levels 
of overcrowding occur in various 
spots, it sounds the alarm.

The invention was tested on 
historic data taken in 2006 from 
the old Jamaraat Bridge in Mina, 
Saudi Arabia, during Hajj, the  

annual pilgrimage to Mecca, 
which attracts millions of peo-
ple from around the world.

Tests showed that by com-
bining the two types of camer-
as, and by linking them up to a 
computer with temperature and 
light sensors, the margin of error 

for detecting different crowd 
densities was zero per cent 
when using the system.

“Large-scale public events 
still present huge safety risks 
and there are several recent ex-
amples of incidents that have 
resulted in loss of life,” said Dr 
Al-Habaibeh, who carried out 
the research in conjunction with 
the Um Al-Qura University in 
Mecca, Saudi Arabia.

“It’s important that technol-
ogy helps minimise those risks 
and, where possible, helps 
prevent any instances such as 
crushing. The project has many 
potential applications around 
the world, including sport 
events and city festivals.

“This invention is a step for-
ward as it will provide real-time 
data during day or night, in fog 
or smoke, about how dense a 
crowd is in an open space.”

Smart cameras detect overcrowding

The invention was tested on data from the Mecca pilgrimage

when necessary, while adher-
ing to data protection principles 
and compliance guidelines.    

Made up largely of former po-
lice officers, APU is a bespoke 
team of 17 personnel. It has 
become a prime mover in auto-
motive anti-fraud and has been 
involved in many of the biggest 
fraud convictions of recent years.

Neil Thomas, director of in-
vestigative services at APU, 

Private motor anti-fraud organi-
sation, the Asset Protection Unit 
(APU) and  Merseyside Police 
have agreed to share intelli-
gence on vehicle crime.

Set up originally to protect 
the vehicle fleet assets of the 
Automotive and Insurance Solu-
tions Group (AIS), APU’s contri-
bution will focus on motor fraud 
activity but intelligence relevant 
to other crimes will be shared 

said: “We are in a prime po-
sition to help police forces 
across the country to identify 
motor-related fraud, so it made 
sense to formalise our partner-
ship with Merseyside.

“We use bespoke forensic 
techniques and cutting-edge 
analytical technology to monitor 
a large fleet of vehicles which 
have, at times, been used for 
criminal activity.”

Vehicle crime data sharing planned 
U N I T E D  K I N G D O M

U N I T E D  K I N G D O M

Selex ES, a Finmeccanica com-
pany, has been awarded a con-
tract by the UK Home Office to 
deliver evidence-based deci-
sion support (EBDS) services. 

The three-year contract will 
provide impartial evidenced 
decision support to police and 
crime commissioners and their 
forces, fire and ambulance ser-
vices, the Home Office and the 
wider Criminal Justice System. 

“EBDS’s role is to deliver ef-
ficiencies in technology, busi-
ness processes and resources by 
providing impartial access to a 
knowledge and expertise from 
across the industrial sector,” said 
Peter Martin, EBDS delivery direc-
tor. “As well as being able to opti-
mise new and existing infrastruc-
ture, we’ll be able to help reduce 
the risks associated with critical 
procurement decisions.”

System monitors 
crowd density and 
sounds the alarm 
when there is a 
danger of crushing

Evidence-based 
decision support 
contract signed

U N I T E D  K I N G D O M

l U x U R y  l I N K

Merseyside Police has been 
one of the first forces to 
recognise the link between 
organised crime groups and 
their desire to drive up-
market vehicles; at times, 
this has led them to the AIS 
Group for replacement ve-
hicles purchased through 
credit hire agreements, fol-
lowing a car accident.
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ports) the option to pass through 
automatic passport checks. 

After a person enters the gate, 
the system detects the person’s 
face, adjusts the position of the 

cameras according to the per-
son’s height and then captures 
frontal images. 

The software instantly ver-
ifies the live images against 

New South Wales Police has begun writ-
ing the technical specifications for the 
overhaul of its ageing mainframe-based 
Computerised Operational Police System. 
(COPS). The ambitious project, to be com-
pleted within three years, is being under-
taken in conjunction with Deloitte under 
a contract worth $5.2million (£3m).

The force was given nearly $45m in the 
2013-14 state budget for the modernisa-
tion of the crucial information and com-
munication technology support system 
used by thousands of officers every day to 
log incidents of crime, gather intelligence, 
and issue charges and infringements.

COPS had been a text-only data entry 
and retrieval system. In late 2011, the 
agency partnered with Fujitsu to lay a 
web-based interface, WebCOPS, on top 
of the system, which provided better 
search capabilities and integration with 

other systems. The move was the first 
in a lengthy programme of works under 
its core policing systems modernisation 
inititative, which will eventually see all of 
COPS migrated off the mainframe and on 
to a modern system.

From January, Deloitte has begun put-
ting together the specifications for three 
stages of build work that NSW Police will 
progressively put out to tender. Deloitte 
will not be able to compete for the build 

tenders, but as part of its contract will pro-
vide quality assurance on the projects. It 
will create specifications for the new COPS 
community portal, spatial data, and event 
and intelligence systems and processes.

The first stage of work involves a com-
munity portal – a way for citizens to in-
teract with police online, access relevant 
information, and possibly report and up-
date details of criminal incidents online.

NSW Police plans to have delivered 
the community portal in 15 months’ 
time, and will appoint a provider for the 
project by mid-2014. 

The second stage of work involves spa-
tial data. NSW Police currently uses some 
client-based tools, such as MapInfo, to 
present spatial data in tabulated form, but 
has identified a need for a common, more 
centralised platform. The final stage re-
volves around events (criminal incidents) 
and intelligence (suspected information). 

Most of the master reference data 
supporting the components of the sys-
tem will be migrated completely off its 
present mainframe host and on to the 
new platform, but there will be some 
functionality still left sitting on the main-
frame at the end of the project.

Biometric facial recognition set for main airports

New South Wales Police begins project 
to overhaul its ageing ICT system, COPS

A U S T R A L I A

G E R M A N Y

Deloitte will create 
the specifications for 
three stages of build in 
radical modernisation 
programme

The German Border Police are 
to use new biometric verifica-
tion technology at the pass-
port control areas at all the 
country’s main airports.

The system complies with 
guidelines set by the Europe-
an Border Police (Frontex). It 
includes a proprietary sensor, 
able to distinguish between 
human faces and artifacts 
such as printed images and 
masks in order to detect pre-
sentation attacks. 

The FaceVACS-Entry system 
developed by Cognitec is in-
tegrated into electronic gates 
(eGates) which provide travellers 
with electronic passports (ePass-

biometric photos stored in 
passports, other ID documents 
and/or facial image databases. 

Cognitec has optimised the 
system to ensure efficiency 
and ease of use for travellers 
while capturing best-quality 
images that guarantee high 
verification accuracy.

In August 2013, the compa-
ny announced its participation 
in the EasyPASS project, which 
will supply eGates to pass-
port control areas at all major 
German airports, following a 
contract award by the German 
Border Police. All EasyPASS 
gates will be equipped with 
FaceVACS-Entry. 

FaceVACS-Entry will be integrated into automatic gates

COPS is used to log incidents of crime, 
gather intelligence and issue charges
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once the area has been 
closed off, the robot then com-
pletes the same route as before, 
capturing images of the same 
areas to secure a ‘before and 
after’ shot of the scene. These 
images are then processed by 
the device to detect if there are 

any visual changes in the envi-
ronment, including the removal 
or addition of equipment.

Images are then produced 
highlighting the “change areas” 
within a red box and sent to the 
user’s computer. Creator Soumi-
tra Sakhalkar said: “Essentially 

A new state-of-the-art forensic facility to 
examine and categorise improvised explo-
sive devices (IEDs) used in terrorist attacks 
is being built in Huntsville, Alabama. The 
FBI’s Terrorist Explosive Device Analytical 
Center (TEDAC), which was established 10 
years ago, is currently based at the FBI Lab-
oratory in Quantico, Virginia. But, due to the 
sheer volume of work that it is now han-
dling, a new facility is being built.

Before TEDAC, no single government en-
tity was responsible for analysing and ex-
ploiting evidence and intelligence related 
to the IEDs used by international and do-
mestic terrorists.

TEDAC’s 13 government agency partners 
and 17 external partners collect the devices 
and send them to TEDAC to be analysed. 

“We exploit the devices forensically,” 
said Special Agent Greg Carl, director of 
TEDAC. The results are analysed by its in-
telligence unit and disseminated to law 
enforcement and intelligence agencies to 
provide intelligence on terrorist networks. 

“Based on the forensic evidence – DNA, 
fingerprints, and other biometrics – we try 
to identify the bomb maker and also make 
associations, linking devices together from 
separate incidents.”

Since its creation in 2003, TEDAC has 
examined more than 100,000 IEDs from 
around the world and currently receives 
800 submissions per month. Two million 
items have been processed for latent prints 
– half of them in 2013 alone. “Just from the 
sheer volume, we have a lot of experience 
identifying IED components and blast dam-
age,” said Carl. As a result, he added, “we 
have identified over 1,000 individuals with 
potential ties to terrorism”.

 Based on TEDAC analysis, more than 
100 people have been added to the terror-
ist watchlist, a database that identifies sub-
jects known to be or reasonably suspected 
of being involved in terrorist activity. “Put-
ting individuals on the list prevents them 
from entering the country,” said Carl.

Robot could transform crime scene surveillance

Improvised explosive device forensic  
facility under construction in Alabama

U N I T E D  S T A T E S

U N I T E D  k I N g D o m

New Terrorist Explosive 
Device Analytical 
Center is needed due to 
overwhelming demand 
for forensic investigation

A device that is able to scan 
a sealed indoor environment 
to detect visual changes has 
potential to assist with crime 
detection and surveillance of 
high-profile areas.

A mobile surveillance robot 
which can detect visual changes 
in a sealed environment could 
prove vital in helping officers’ 
secure high-risk areas and as-
sisting with crime detection.

The device uses image acqui-
sition to capture images of var-
ious locations within an indoor 
environment using a fixed route 
programmed into the robot.

The user of the device can 
also navigate the robot to move 
around the room to certain areas 
using a laptop configured to the 
same software. Each command 
made by the user will be stored 
on the software to map out the 
entire route.

this alerts the security person-
nel that the equipment might 
be imminently under threat of 
getting stolen.”

The device is intended to as-
sist security personnel and re-
duce the number of indoor se-
curity patrols after buildings are 
sealed off.

In an interview with Police 
Oracle.com, Mr Sakhalkar, a post-
graduate student at the Univer-
sity of Central Lancashire, said 
the device has the potential to 
reduce multiple checks by offi-
cers of an indoor environment 
for VIP visits, as well as areas 
that are high risk.

He said: “The idea enables 
the robot to highlight objects 
mistakenly left behind or iden-
tify when objects have been 
removed after the building has 
been closed.
Jasmin McDermott

The robot can detect visual changes in a sealed environment

More than 1 million items were  
processed for latent prints in 2013
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and can be created by training 
managers. Using the Variable 
Uncertainty Framework, the 
scenarios can play out differ-
ently every time they are run 
with the system responding in 
different ways depending on 
the trainees’ actions, with ran-
dom events occurring in order 
to test reactions.

Dr William Wong, professor 
of human-computer interac-
tion at Middlesex University 
and CRISIS project coordinator, 
said: “Real crisis situations for-
tunately don’t occur frequent-
ly, but staging training scenari-
os to prepare for them is costly 
and requires a large amount of 
preparation. When you use a 
responsive and interactive vir-
tual environment you can train 
every day and involve others 
in different locations. For in-
stance, airport staff in Iceland 

An advanced video game-like 
training system has been de-
veloped to help emergency 
service personnel prepare for 
crisis scenarios, such as train 
and aircraft crashes as well as 
terrorist attacks.

The virtual reality CRISIS sys-
tem will allow them to prepare 
for these incidents at the push 
of a button, which promises 
significant savings over the live 
training exercises currently used.

The Middlesex University-led 
project presents emergency 
workers with a crisis situation 
in an interactive virtual world 
using a complex 3D rendering 
of the scene. Trainees navigate 
the environment and build up a 
situation assessment of the in-
cident, which then guides their 
decision making. All the while, 

they are communicating with 
fellow trainees as the incident 
develops in front of them.

CRISIS (CRitical Incident 
management training System 
using an Interactive Simulat-
ed environment) was funded 
by the European Commission 
and developed with 12 Euro-
pean partners including police 
forces and airports in Portugal 
and Iceland, which are already 
using the system.

The British contribution to 
the project was made by Mid-
dlesex University, ObjectSecu-
rity, AE Solutions and the British 
Transport Police, the other part-
ners include Iceland’s ISAVIA 
and Haskoli Island (University 
of Iceland), the Dutch Nation-
al Aerospace Laboratory and 
E-Semble, Portugal’s ANA Aero-
portos de Portugal, Belgium’s 
Space Applications Services as 
well as Sweden’s VSL Systems 
and Linköping University.

The flexible programme can 
be used across different or-
ganisations and various levels 
of command, in an immersive 
multi-player environment. 
Players interact and communi-
cate with fellow trainees inside 
the 3D world, regardless of 
their physical location.

Incidents presented have 
varying levels of complexity 

can train with colleagues while 
stationed in more remote parts 
of the country.” 

CRISIS supports three 
phases: planning, training 
and evaluation. In the plan-
ning phase, training managers 
can control and plan complex 
occurrences, such as further 
explosions or adjusting the in-
tensity of rain falling on the ac-
cident. Automatic triggers can 
be set so that if a trainee fails 
to complete a certain action it 
can activate a particular conse-
quence.

The emergency services can 
carry out the training on laptop 
or desktop computers using 
a keyboard, joystick, games 
controller or tablet computer 
to navigate. This makes it very 
portable, so it can be set up in a 
room or in physically removed 
locations and operated across 
a secure network. Alternative-
ly, it can be undertaken on a 
“power wall” made up of multi-
ple screens to give the trainee 
a more immersive experience.

Evaluation is of high impor-
tance in training exercises, 
and CRISIS allows users to get 
quick and detailed feedback, 
so they are able to analyse 
their performance and learn 
from their reactions.
Gary Mason

‘Video game’ training for emergencies
E U R O P E

Virtual reality 
system allows 
first responders to 
gain experience 
at relatively low 
cost compared to 
staged exercises

A wall-mounted display allows the training scenario to be monitored as the participants progress

“You can train 
every day and 
involve others 
in different 
locations”

• Planner tool enables users 
to create scenarios including 
defining conditions that set 
off events.These triggers can 
be set by time, event-based, 
proximity or manually.
• Observer tool allows an 
instructor to observe train-
ees during an exercise using 
a tablet computer and free-
ly move around a training 
room. They can use the de-
vice to mark trainees’ per-
formance, take and annotate 
photos and write comments.
• Evaluator tool allows in-
structors to explore and sort 
data from an exercise. This 
can be viewed in a number 
of formats.

t O O l k i t
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on a project to deploy Ubuntu 
desktop edition on 85,000 PCs 
across 4,500 police stations.

“We have structured the mi-
gration path so that we upgrade 
10,000 desktops every year. By 
2015, we expect that 90 per 
cent of the police force will be 
running the new system.”

So far, the police force has 
successfully deployed the sys-
tem on 7,000 desktops and 
laptops across each police 
station. Each branch also uses 
it as a local server for file-shar-
ing and software and anti-virus 
update distribution. Chateau 
says: “This means that we’ve 
been reducing the amount of 
servers we need at the same 
time as we’ve been upgrading 
our users’ PCs.”

The French National Police (La 
Gendarmerie Nationale) has 
switched operating systems 
on its 85,000 desktop PCs and 
saved €2 million a year. 

The force’s IT team must 
ensure that the police force 
can provide a responsive and 
cost-effective service nation-
wide. But with growing IT in-
frastructure costs, the organ-
isation decided to review its 
existing Microsoft-based envi-
ronment. After switching from 
Microsoft Office to OpenOffice.
org and Internet Explorer to 
Firefox, the police force de-
cided to upgrade 85,000 PCs 
to Ubuntu desktop edition, re-
moving its reliance on the Mic-
rosoft operating system almost 
completely. 

As well as simplifying main-
tenance and improving ease of 
use, the new system is saving 
the police force €2 million a 
year in licence fees alone. By 
repurposing 4,500 machines to 
act as local servers, it has also 
dramatically reduced its hard-
ware expenditure.

Employing more than 100,000 
people, La Gendarmerie Natio-
nale is responsible for public 
safety and policing in France. 
The force must ensure that its IT 
infrastructure is cost-effective, 
easy to manage, reliable and 
simple for employees to use. 

Prior to 2005, the police force 
found that spiralling licens-
ing costs and time-consuming 
maintenance were placing a 
strain on its resources. It decid-
ed to move away from its Mic-
rosoft-based infrastructure and 

start using open-source soft-
ware on its computers. 

Commandant Jean-Pascal 
Chateau, of La Gendarmerie 
Nationale, said: “We weren’t 
experiencing technical prob-
lems, but financial ones. For the 
same amount of work, yielding 
the same results, we realised 
that Windows would cost us €2 
million more every year.”

Instead of following the tra-
ditional Microsoft upgrade 
path from Windows XP to Win-
dows Vista, the police force 
decided to switch. As a result, it 
has seen a dramatic drop in the 
total cost of ownership of its IT 
environment.

Chateau says: “The simple 
change from Windows and Of-
fice to Ubuntu and OpenOffice.
org has saved us €2 million. And 
that’s not just down to licensing 
costs. The fact that we no longer 
need 4,500 dedicated depart-
mental servers means that the 
savings keep growing.”

The police force’s IT team 
tested a number of operating 
systems but found the system 
to be the best fit for the organi-
sation. Chateau says: “Following 
a series of tests, we embarked 

The police force’s IT team 
also chose to adopt a premium 
service engineer (PSE) contract 
with Canonical. This means that 
Canonical provides a single 
point of contact for any techni-
cal issues the team experienc-
es. The PSE offers expert advice 
that supplements the frontline 
support that the IT department 
provides itself. Either serious 
issues or advice on configura-
tion and deployment can be 
escalated to a dedicated Ca-
nonical expert.

The police force says it has 
found that the new system is 
much easier to manage and 
maintain than Windows. Up-
dates and upgrades can be 
made quickly and easily.

Previously, an IT adminis-
trator needed to be travelling 
all year to physically install 
new versions of anti-virus ap-
plications on the desktops in 
the Gendarmerie’s outposts – 
some of which are as far away 
as French Polynesia. A similar 
operation can now be complet-
ed within two weeks and does 
not require travelling.

Chateau says: “The tools 
available with Linux respect 
open standards, so they don’t 
seem to cause as many in-
teroperability issues.

“In terms of software ad-
ministration, the fact that we 
now have a replicated mirror 
architecture also allows us to 
add new software very easily. 
It’s much more complicated 
and error-prone on Windows, 
which can lead to inconsisten-
cies in the field.”

The police force has been 
able to tailor the system to 
meet the requirements of per-
sonnel who work in the field. 
“Agents can personalise their 
desktops to fit their needs. That 
means that they can access the 
same desktop environment no 
matter which workstation they 
log in from,” Commandant Cha-
teau added.
Gary Mason

PC operating system switch saves €2m
F R A N C E

The French 
National Police 
moved to open 
source software  
for its 85,000  
desktop computers

Ubuntu and OpenOffice.org replaced the Microsoft equivalents

“By 2015, 90 
per cent of the 
force will be 
running the 
new system”
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Proposals to create a new com-
mand and control centre for all 
of Scotland have been approved 
by the Scottish Police Authority.

Under the plan put forward by 
Police Scotland Chief Constable 
Sir Stephen House, Inverness 
will lose its police control room 
but will instead become the 
new hub for the command and 
control of major incidents and 
national events anywhere in 
the country, equipped with new 
communications systems.

The plan will see two control 
rooms in Aberdeen close, along 

with those in Stirling, Dumfries, 
Glenrothes and Pitt Street in 
Glasgow. A National Virtual 
Service Centre will be split be-
tween Govan, Motherwell and 
Bilston Glen. 

Motherwell and Govan will 
form a West Area Control centre,  

with Bilston Glen, near Edin-
burgh, given responsibility for the 
East Command Area and Dundee 
the North Area Command.

A total of almost 1,500 police 
officers and civilian staff are cur-
rently employed in the control 
rooms. But police say times have 

moved on and new technology 
can allow savings to be made – 
without any impact on the ser-
vice provided.

The Scottish Fire and Rescue 
Service is also to close five of its 
control rooms.

Welcoming the SPA’s decision, 
Ch Supt Val Thomson of Police 
Scotland said: “This will pave 
the way for full staff and union 
consultation which is required 
to take place before changes are 
implemented. Change will be 
implemented over the next two 
years and will be carefully man-
aged to ensure continued service 
to the public in a critical area.

“The board’s decision allows 
for a move to fewer sites which 
are more resilient and which in-
crease our capacity to deal with 
demand across Scotland and ca-
pability to respond to incidents 
in the most effective way.”

Scotland to build joint control centre

Almost 1,500 officers and staff are employed in control roles

“The project will work on a 
technological solution that can 
be a ‘build in standard’ for all 
cars that enter the European 
market,” said the document.

The devices, which could be 
in all new cars by the end of the 
decade, would be activated by a 
police officer working in a cen-
tral headquarters.

Once enabled the engine of 
a car used by a fugitive or other 

The European Union is develop-
ing a “remote stopping” device 
to be fitted to all cars that would 
allow the police to disable vehi-
cles from a control room.

Documents obtained and 
published by Statewatch from 
a committee of senior EU police 
officers have set out a plan enti-
tled “remote stopping vehicles” 
as part of wider surveillance and 
tracking measures.

suspect would stop, the supply 
of fuel would be cut and the ig-
nition switched off.

The proposal for the remote 
stopping function was outlined 
as part of the “key objectives” 
for the European Network of 
Law Enforcement Technologies 
(Enlets),  which is part of a Eu-
ropean working party aimed at 
enhancing police co-operation 
across the EU.

EU seeks to remotely kill any engine
E U R O P E

U N I T E D  K I N G D O M

North Yorkshire Police has 
signed an HR, training, and duty 
management support contract 
with Capita Secure Resource 
Solutions.

Worth up to £1.25 million 
over five years, the contract 
means Capita is now providing 
organisational support solutions 
to all four police forces across 
the Yorkshire region.

Tim Madgwick, deputy chief 
constable of North Yorkshire 
Police, said: “By upgrading our 
duty management, HR and train-
ing systems and taking a more 
self-service based approach to 
managing data, North Yorkshire 
Police will have a solution which 
will not only save the force mon-
ey, it will deliver the underpin-
ning services to make the force 
more effective and responsive.”

Command and 
control centre will 
become a hub for 
all police officers 
in the country

North Yorkshire 
signs £1m people 
management deal

U N I T E D  K I N D O M

C l E a N  C a P T U R E

The remote stopping tech-
nology is scheduled for a 
six-year development time-
table and is aimed at bring-
ing dangerous high-speed 
car chases to an end. It could 
also eventually make redun-
dant current stopping tech-
niques, such as spiking a ve-
hicle’s tyres or using capture 
nets (pictured).
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An unmanned air vehicle (UAV) equipped 
with a through-the-wall imaging system 
has been developed by Camero 
to provide a mobile tactical ca-
pability at 
the scene 
of disasters such as earthquakes and in 
siege or hostage incidents. 

The Airborne Imaging Drone (AID), is a 
tactical unmanned vertical take-off and 
landing drone with that can provide re-
mote real-time non-line-of-sight detec-
tion of living creatures through the roof 
of a structure. 

The system uses the Xaver through-
wall imaging system to provide a picture 
through the structure and surrounding 

area, delivering a quick and tactical solu-
tion in urban environments that improves 
the user’s situational awareness. 

It is designed for special forces, pene-
tration forces, and intelligence and sur-
veillance teams, solving logistical and 
safety issues, and allowing forces to “step 
into the known”. 

The UAV that can see through walls
s U r V e i l l A n c e

The system reduces mission time, 
costs, and resources, the compa-
ny claims. It has also developed a 

wireless communication platform for its 
networked tactical through-wall imaging 
system. The system includes a ruggedised 
handheld device that connects with de-
ployed Xaver systems. It supports view-
ing and control of multiple Xaver systems 
providing through-wall detection and re-
mote imaging information.

Welsh forces share gazetteer system
d A T A  m A n A g e m e n T

South Wales Police and Gwent 
Police have procured a gazet-
teer management system from 
Aligned Assets.

South Wales Police currently 
uses the Niche Records Man-
agement System. When Gwent 
Police chose to adopt the 
same system, ground-breaking 
work allowed a single common 
Niche platform to be created, 
hosted by South Wales Police, 
and accessed by both forces. 

An early requirement was for 
a common gazetteer service 
that underpinned the collabo-
rative system and allowed mi-
gration to Ordnance Survey’s 
AddressBase Premium product 
– the UK’s most accurate and 
up to date address dataset. 

Symphony Bluelight, will al-
low the forces to both have ac-
cess to AddressBase Premium 
and will be able to easily inte-
grate it into both frontline and 
back office systems, including 
a dedicated web service into 
their collaborative Niche Re-
cords Management system.

The Symphony Bluelight 
Gazetteer at the heart of the 
system will give the two forc-
es complete control over the 
address data they use. This will 
ensure their address manage-
ment processes, undertaken 
by Gwent Police’s ICT collab-
orative provider, the Shared 
Resource Service, is not only 
structured and standardised, 
but also intuitive to use.

Populated by AddressBase 
Premium, the Symphony 
Bluelight Gazetteer will en-
able them to quickly import 
updates to this dataset, as 
well as build upon it with “lo-
cal records” such as motor-
way marker posts and other 
non-addressable locations.  

Each record can then be ex-
tended using Aligned Assets’ 
new Xtended Data Module 
(XDM) Police Template, which 
allows each property record to 
be appended with information 
such as the presence of a gun 
licence, as well as bringing GIS 
layers into the gazetteer, so 

that each record can be en-
hanced with information such 
as the associated police beat.

Data integration will occur 
via Symphony Bluelight iEx-
change and Symphony Sin-
glePoint, which are designed 
to enable all people, depart-
ments and systems within an 
organisation to access and 
use the address data from the 
shared gazetteer.

The forces have the option 
of allowing access to the gaz-
etteer via the SinglePoint web 
services and for automated 
updates through iExchange, 
which is ideal for systems such 
as command and control that 
require additional resilience.

In addition to the corpo-
rate gazetteer system, South 
Wales and Gwent Police have 
also purchased Aligned As-
sets’ business database, which 
will complement AddressBase 
Premium by providing infor-
mation on the names of busi-
ness premises, such as the sign 
above the door.

Renault Trucks Defense has 
developed an internal security 
product line of multi-role ve-
hicles that has designed for a 
broad spectrum of missions, in-
cluding policing, border patrols, 
and escorting duties. 

The vehicles have a large 
interior volume and payload 
capacity, offering protection 
against multiple threats and 
all-terrain mobility. 

The new MIDS vehicle is de-
signed for internal public secu-
rity missions. The security and 
law enforcement version of the 
Sherpa APC and the Sherpa Sta-
tion Wagon are also designed 
for multiple mission operation.

sherpa truck  
for specialist  
police missions

proTecTiVe  Vehicles

Shift to a common platform allowed South Wales 
and Gwent forces to share address dataset
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Steria and APD Communica-
tions have formed a partner-
ship to develop a system for 
helping police forces give a 
consistent response to public 
contact – whether in the con-
trol room, at the front desk, via 
online communications, or in 
the community. 

According to the developers 
SmartContact eliminates “dou-
ble keying” by automatically 

populating information fields 
and integrating data coming 
from different communication 
channels. 

It also gives police employ-
ees access to information re-
lating to a member of the pub-
lic and their interaction history 
with the force. For example, it 
will be able to flag if the per-
son is known to be vulnerable, 
or a repeat caller.

contact consistency for public callers

gps jamming detector 
for law enforcement

d e T e c T i o n

d A T A  m A n A g e m e n T

high visibility livery 
boasts 10-year lifespan

f l e e T  m A n A g e m e n T

Chronos has developed a range 
of GPS interference and jam-
ming detection and monitoring 
products and services for criti-
cal infrastructure, law enforce-
ment and services dependent 
on GPS and Galileo signals 
for mission critical operations. 
These include hand-held and 
remotely operated sensors. 

Professor Charles Curry, 
founder and managing direc-
tor of Chronos Technology 
and leader of the Sentinel 
collaboration, said: “The Sen-
tinel research project has 
clearly shown to government 
agencies that GPS jamming 
from small, low-cost, com-
mercially available devices is 
a clear and present threat.  

“Now our research will en-
able organisations to assess 
their vulnerability to this threat 
so they can explore mitigation 
options. We are currently work-
ing with clients to roll-out rap-
idly deployable trial sensors in 
the vicinity of their operations 
for short periods such as two 
to three months and generally 
long enough for potential cli-
ents to determine the risk to 
their operations.  

“We use 3G and are trialling 
the new 4G services at some 
locations where it’s available.”

“We see Sentinel trials 
potentially leading to more 
extensive deployments of 
meshes of early warning sen-
sors using technology jointly 
developed by Chronos and 
US-based partner Exelis.  

“These mesh networks, 
known as Signal Sentry 1000 
networks, can accurately geo-
locate a moving or stationary 
jammer.  If the jammer comes 
to a standstill, security op-
eratives using the Chronos 
CTL3520 hand-held detector 
can then be directed to the 
location, as directed by the 
Signal Sentry 1000 operator, 
and accurately pinpoint the 
vehicle hosting the jammer in 
order to mitigate the threat.”

Prof Curry explained: “A key 
feature of the system is the 
ability to reduce the data at 
source and just communicate 
the event signature back to 
the server. The earlier Gaard-
ian project, also funded by 
the UK’s innovation agen-
cy, the Technology Strategy 
Board, focused on the data 
reduction challenge. 

“Sentinel dealt with the na-
ture and extent of the prob-
lem, as well as discriminating 
between natural interference 
and actual jamming.”

A high-visibility system for 
emergency service vehicles 
has a life span of 10 years, ac-
cording to the developers, Ren-
nicks UK. The system – com-
prising of Nikkalite Flexible 
Crystal Grade Microprismatic 
sheeting – was first launched 
last year. Rennicks has now 
technically verified a 10-year 
performance life to cope with 
the longer service times now 
faced by many emergency ve-
hicles, the company claims. 

The material, used in con-
junction with AdvantEdge tech-
nology, features an enhanced 
top-layer pigment which pro-
vides long-lasting protection 
against the elements and is 
sealed against water and dirt, 
the company claims.

The end result is tough and 
highly durable livery that is 
flexible enough for the con-
tours of vehicle bodywork. 

Rennicks UK runs an approv-
al process for fitters to ensure 
the system has a 10-year life.

John Swift, of Rennicks UK, 
said: “The AdvantEdge seal is 
key to the system’s longevity 
as it ensures no water or dirt 
ingress into the material and 
that the edges remain in good 
condition, helping to prevent 
peeling or fading.

“But the quality of the con-
version process is critical to the 
performance of Nikkalite and 
there’s a stringent seven-point 
process that our Gold Conver-
tors must comply with to make 
the grade.”
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In 2006, the UK’s Police were the world’s 
first to trial body worn cameras. Now 
it seems to be a question of when, not 
whether, every officer will be wearing one.

The technology is supported not only by 
senior officers, but also by Government, 
as proven by the continued funding, by 
the Home Office, of body worn video for 
the Police.

Reveal Media is a British company that 
has been developing body worn video 
technology since its inception. They now 
supply the majority of constabularies, 
many prison services and local authorities 
as well as exporting to 23 countries.

Reveal Media’s easy-to-use cameras 
feature a unique forward-facing screen. 
They have been proven to defuse 
confrontations, reduce assaults, help 
assess complaints, encourage early guilty 
pleas, and provide valuable evidence if 
cases do reach court. In doing so, they 
deliver significant operational efficiencies 
and cost savings.

Top of the range is the RS3–SX, 
offering both maximum versatility and 
full HD quality. With its rugged build 
and articulated lens, it is suitable for any 
officer, and adaptable for use in-car or as 
a table-top interview recorder.

The supporting software is equally 
important. Reveal Media’s Digital 
Evidence Management Software (DEMS) 
will securely store, manage and export 
any amount of digital evidence. It is 
intuitive and easy to use, and requires 
very little training.

Reveal Media has worked hard to 
understand how body worn video can 
be most effective. They always design 
equipment with the end user in mind; be it 
the officer on the street, the investigation 
team, or the prosecution service.

Reveal Media will be on Stand G12 
at the Farnborough Security & Policing 
Event, 11-13 March. For more information, 
go to www.revealmedia.com or call  
020 3070 2723.

Body worn video is changing the face  
of policing, and Britain is leading the way



W
ill body worn 
video (BWV)
eventually be 
routinely used 
by patrol officers 
in the UK? This 

is the question being asked following 
a flurry of announcements in January 
from individual police forces, equipment 
vendors and the Home Office. 

The reality is that the technology has 
been around for at least 10 years, several 
forces have some equipment already and 
there have been a small number of trials 
in some areas, although these have mostly 
been organised at the behest of technolo-
gy vendors. But cuts in police budgets and 
a degree of scepticism in some quarters 
about the operational return on investment 
that BWV will bring has meant the technol-
ogy has not been widely embraced. 

This January, a number of incidents and 
announcements rekindled interest in the 
technology. First, following the high-profile 
and controversial inquest verdict into the 
shooting of a man by armed officers in 
north London, Sir Bernard Hogan-Howe, 
commissioner of the Metropolitan Police, 
announced there would be BWV trials 
involving 500 officers, including specialist 
firearms officers. 

Mark Duggan, whose death sparked 
protests that exploded into rioting and 
looting across the country, was shot dead 
when police stopped the taxi in which he 
was travelling in Tottenham, north London, 
in August 2011. At the culmination of the 
four-month inquest, the jury found that 
although the 29-year-old had a gun in 
the minicab, he most likely threw it onto a 
nearby grass verge as soon as the car came 
to a stop, and reached a verdict that he had 
been lawfully killed. 

Meanwhile, the Home Office has ap-
proved £1.4 million for the biggest police 
trial of BWV technology to date in the UK. 
Six forces will try out the cameras, test the 
equipment for uploading, securing and 
distributing the footage, as well as assess 

public reaction to the concept of cam-
era-equipped officers in trials monitored 
by College of Policing researchers.

Meanwhile, BWV has already been 
embraced by a growing number of local 
and state policing agencies in the US. There 
is evidence from those departments that it 
has resulted in a reduction in the number 
of public complaints about police miscon-
duct – sometimes by up to 90 per cent. 

So what is it about US policing that has 
made the technology so popular? One 
officer who has worn the cameras for two 
years told Police Product Insight: “You have 
to remember that in the US, law enforce-
ment departments across the country have 
faced numerous aggressive litigation cases 
and the cameras are a way of insuring 
against unwarranted complaints. Also 
we have for some years had in-car video 
systems designed for the same purpose. So 
officers have become used to being moni-
tored as they go about their daily jobs.” 

Recently the Los Angeles Police Depart-
ment (LAPD) commenced trials testing 
three different types of camera involving 
30 officers. The cameras are worn on belts, 
collars and sunglasses. “I don’t mind the 
technology, it makes everything a lot easier, 
especially for court,” says LAPD officer Jim 
Stover. “There’s nothing that actually solidi-
fies a case more than the video.”

LAPD Chief Charlie Beck believes the 
cameras will change policing.”This is the 
future of law enforcement,” says Beck. The 
force expects 600 cameras will be worn by 
officers on the streets by the summer.

Los Angeles City Councillor Mitchell 
Englander says the new tools are not only 

about protecting officers, but also about 
protecting the people they have contact 
with and saving taxpayers millions of dollars 
in litigation. “The officers will know they’re 
being videotaped, the general public will 
know they’re being videotaped,” says 
Englander. “Officers have to assume they’re 
being videotaped all the time anyway, but 
they’re never sure. Now they’re gonna know 
for sure they’re on camera, they’re on tape, 
it’s going to be stored, they can’t delete it, 
they can’t edit it, and their supervisors can 
look at it at a moment’s notice.”

p r o t o c o l s  f o r  u s e
Even though forces in the UK are now 
under public and government pressure to 
adapt to the demands of the technology , 
serious questions about how it will be used 
by forces remain. After announcing a trial 
of the technology involving his officers the 
Met Commissioner raised some of these 
questions in interviews with the media. 
These include: do officers need to have the 
cameras switched on all the time and what 
happens if a member of the public wants 
to speak to an officer, but requests they 
turn the camera off? If an officer doesn’t 
record something, can the defence infer 
that they have something to hide?

Firearms officers have mentioned con-
cerns that a single camera gives too narrow 
a field of view, taking actions out of context 
– eg the officer is always looking around 
and there may be something going on out 
of the camera’s field of view that supports 
their actions.

Some of these questions are due to be 
addressed by the new trials that will be 
commencing in six UK forces. For example, 
Essex Police has started trials involving re-
sponse officers equipped with body-worn 
video cameras to tackle domestic abuse. 

Researchers from the College of Policing 
will be working closely with the force on 
the initial three month trial, which will see 
the force take the lead nationally with this 
new evaluation approach. Essex Police will 
seek to improve the quality of evidence 

caught on camera
Gary Mason asks whether constant surveillance of officers and the 
public using body-worn video cameras helps to uphold the law and 
prevent crime, and if so, how can the avalanche of data be managed? 

“There’s nothing 
that solidifies a 
case more than 
the video”
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that is gathered during the initial atten-
dance at incidents of domestic abuse.

Chief Insp Nick Lee from Response and 
Patrol is leading the implementation of 
the cameras. He says: “The trial will use 
equipment already owned by the force, but 
will focus its use in a new way. We want to 
find out if video evidence will lead to more 
convictions for domestic violence and, 
in particular, cases where victims are too 
frightened to give evidence themselves.”

“Initially, 80 officers from response and 
patrol will be given a body-worn camera 
and will be expected to have these turned 
on whenever they attend an incident of 
domestic abuse. The College of Policing 
will then look at the results of the video 
captured cases compared to those that 
have no video.”

“This is a great opportunity for Essex 
Police to lead the way in evidence-based 
policing and improve our approach to 
tackling domestic abuse.”

Rachel Tuffin, head of research and 
analysis at the College of Policing, says: “As 
the first professional body for the service, 
the College of Policing is responsible 
for working with forces to assess if the 
cameras make a difference and building an 
evidence base to share across policing.

“The results from the trial in Essex, along 
with those from other forces, will identi-
fy how body worn video will be used to 
improve the delivery of policing services 
for the public.

“It will also help police and crime com-
missioners and chief officers decide how 
best to use this technology locally across 
43 forces in England and Wales.”

D a t a  m a n a g e m e n t
Aside from the operational challenges 
about using the cameras there are real con-
cerns about how the thousands of hours of 
resulting footage will be handled.

A technology firm that works 
extensively with the police has 
warned that forces face being 
swamped with digital data in 
dealing with the footage. Peter 
Franklin, business manager 
of Scyron, a technology 
firm which whose video 
analysis software has been 
used by police forces, says: 
“All that footage has to 
be stored, processed and 
analysed where needed if 
it is to be used effective-
ly. That is a huge job for 
police forces and those 
we are talking to have 

concerns about how they are 
going to be able to cope with 
the amount of video they 
are going to have on their 
hands. For example, even 
if only 10,000 of the 
Metropolitan Police’s 
35,000 officers are 
on duty and video-
ing an eight-hour 
shift, that’s 80,000 
hours of video a 
day to process. 
It’s potentially 
an administrative 
nightmare for 
forces and there’s 
a real concern 
about whether 
they will be 
able to 
cope.”

Scyron already works 
extensively with 
police forces and 
agencies in the 
UK including 
West Midlands 
Police, the 
Metropolitan 
Police and the 
National Crime 
Agency, formerly the 
Serious and Organised 
Crime Agency (SOCA). l
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I
t’s not difficult if senior officers are 
prepared to learn that centralised Big 
IT has failed them and move on. Forget 
slow, cumbersome and expensive, and 
convert to a fast, incremental, flexible 
approach. Regain control, save money 

and get more responsive IT.
As Peter Nevitt notes in his viewpoint (Po-

lice Product Insight, Issue 11), many police 
tasks are linear processes. If senior infor-
mation officers turn away from traditional 
IT and suppliers, there are opportunities for 
simpler, joined-up strategies that are fast 
and incremental. As the Government Digital 
Service (GDS) is showing elsewhere, it is 
more effective and less expensive.

As a director of the Police Information 
Technology Organisation (PITO) I was 
frustrated when I inherited NSPIS Custody 
and Case Preparation (Cu/CP)’s eight-year-
old architecture, out of date even before 
implementation. The technical architect and 
I would have preferred a workflow rather 
than functional structure. NSPIS Cu/CP was 
based on a traditional strategic approach to 
IT and it suffered as a result of the extended 
lifecycle. My understanding was that the 
two applications were originally separate 
functional systems within NSPIS but during 
development they were required to work 
with each other. As a result the different 
architectures had to be “integrated” which 
resulted in a less then optimal design. 

The development was a big bang ap-
proach requiring several years of devel-
opment and difficult renegotiations of the 
contract and budget. Change was inevitable 
as policing changed during those years. 
Typically, any requirement or functional 
changes needed many days of work by the 
supplier. As a result any change was expen-
sive and contributed to delays.

The design meant it was difficult and 
expensive to link into forces’ existing crime, 
intelligence and other systems; a particu-
lar problem for those forces that did have 
linked systems that included at least some 
custody or case preparation functionality. 
Although the development and implemen-
tation was funded centrally once installed 
forces had to pick up their share of the 
NSPIS support costs. Smaller forces com-
plained the annual cost was more than they 
would spend on a complete new system. 

Combined with the lack of integration it 
meant many forces were resistant to taking 
NSPIS Cu/Cp at all. Many did not.

In my book The Information Edge, I 
proposed a fast, flexible layer between 
the legacy systems and users. It would 
replace the loosely controlled local systems 
development and facilitate the integration 
and replacement of traditional systems. The 
tools are even better now, but many police 
(and other public sector) bodies still cling 
to the idea that monolithic functional black 
box “systems” are the solution.

The other major challenge with long 
development cycles is that costs are heavily 
front loaded and few, if any, benefits arrive 
until much later. It makes business cases 

almost impossible to achieve as the upfront 
costs skew the value calculation against 
benefits that become heavily discounted. 
With Cu/CP the long delivery timeframe 
meant needs changed and functionality 
was replaced before it was even imple-
mented. Work was effectively thrown away 
having delivered no benefits at all. 

Rapid, short projects deliver benefits al-
most immediately, so they are not discount-
ed relative to the costs. It is often possible 
to achieve much, if not most, of the benefits 
early by adopting a well-planned incremen-
tal approach. 

I spoke to Darren Woods of enCircle 
Solutions to understand what modern 
tools could provide. enCircle has 10 years’ 
experience of implementing linear, process 
based, solutions for police. Woods said: 
“Twelve years ago I was implementing CRM 
and ERP systems and they felt unneces-
sarily complex and inflexible.” He explains 
why enCircle was formed: “I realised that 
business uses interconnected processes 
(linear in Nevitt’s terms) so systems could 
be simpler. We developed enAct to the 
open Business Process Execution Language 

(BPEL) standard and launched it on the 
police market in 2004”. 

I asked him what functions enAct could 
automate for police: “Don’t think functions, 
but any processes, say HR or crime through 
custody and case preparation. Because 
most forces are locked into traditional func-
tional legacy systems, enAct tends to get 
used for niche requirements such as stop 
and search forms processing or intelligence 
briefing and tasking. Norfolk Constabulary 
use it very successfully for HR self-service 
and it has been key to their successful 
collaboration with Suffolk.”

Woods gets passionate about the failure 
of silos and functional systems: “Many 
suppliers claim to be addressing systems 
interconnection, but just produce yet bigger 
black boxes. They still create locked-in 
functional silos that repeat the same mis-
takes we faced with ERP and CRM.”

Configuring enAct for such disparate 
uses does not require much consultancy 
support. Woods said: “We can quickly train 
client teams that understand processes to 
do the configuration. Norfolk and Suffolk 
Constabularies do just that; we helped 
them with the first few HR processes and 
now they do the work themselves.”

Woods added: “Until recently, large 
suppliers were seen as lower risk and reas-
suringly expensive. That is slowly changing, 
the G-cloud, and now the Digital Services 
Framework, make it easier for forces to 
buy from SMEs. The message is not fully 
understood but the immediate gains we 
can provide and budget pressures mean 
they need innovators like us. They can start 
small, achieve substantial quick benefits 
and prove the fast incremental approach 
actually works.” 

It is obvious that our reservations at PITO 
about the traditional applications are well 
founded. Proven tools are available from 
creative companies to enable my long held 
view that fast incremental implementation 
is the future.  

Indeed, GDS now promotes a similar 
model. No need for years developing strate-
gy and implementing expensive traditional 
systems. Woods summed up the approach: 
“Do it now, make it tactical, if it doesn’t 
work, change it and move on!” l
Martin Wilson is a writer and consultant 

Martin Wilson asks why joined-up information technology is a cause 
of such consternation among the top brass in the police service

“Work was thrown 
away having 
delivered no 
benefits at all”

Why the angst over IT?
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TELESCOPIC POLE CAMERA SYSTEM
search • evaluate • capture • act

DS100 SEARCH
CAMERA

Rapid deployment 
for a rapid response.

Some decisions need to be made instantly. Information 
retrieved and actions carried out at the highest speed. 
Accuracy and the right equipment... prevents and protects.

• High Spec – day & night
• Fast deployment
• 1.2m-4m telescopic reach
• Single user, hand held
• Viewing distance from 10cm-50m 
 daylight, 20m complete darkness
• 12 hrs video record time
• Up to 7 hrs continuous use
• Low discharge battery
• Robust & Lightweight
• Waterproof

www.dartsystems.co.uk
Unit 16/17 Mill Road, Mill Road Industrial Estate, 
Radstock, Nr Bath, BA3 5TX  United Kingdom  
Fax: +44 (0) 1761 432042

test&trytest&try
CALL01761 432041

SEE FOR YOURSELF WITH OUR

enquiries@dartsystems.co.uk

Put the power of NICHE RMS™ onto your officers
smartphones and tablets for the best and fastest in secure mobile computing. 

Composite search for Niche, PNC, QAS and WMS via API access.
Mobile Innovations range of MPA solutions for Law Enforcement are currently used by 40 police agencies in the UK,

the EU and North America. These include BeatBlog, GPS tracking, voice dictation for reports and much more. 
CAll for your free DeMo ToDAy!

*All trademarks and registered trademarks are property of their respective owners.

Xenium Solutions Limited
www.xeniumsolutions.com

brucem@xeniumsolutions.com
+44 (0)7802227837 UK

www.mobinnoco.com

Mobile
Innovations

Advanced Wireless Solutions
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FIND OUT MORE TODAY
If you have a requirement for body worn video, contact us 
about our competitive pricing and free trial opportunities. 
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FREE TRIAL



F E B R U A R Y / M A R C H  2 0 1 4  w w w . p o l i c e p r o d u c t i n s i g h t . c o m  2 3

  r e g i o n  f o c u su n i t e d  s t a t e s

U
S law enforcement agen-
cies are feeding one of 
the biggest biometrics, 
criminal records and 
intelligence databases in 
the world. As well as the 

Federal Bureau of Investigation’s (FBI) 
huge biometric database, other land, 
sea and border agencies are collecting 
fingerprints and mugshots through the 
Office of Biometric Identity Management 
(OBIM), formerly US-VISIT, and adding 
millions of new records each year, build-
ing a unique intelligence archive. Added 
to this is the watch list information, intel-
ligence and Suspicious Activity Reports 
(SARs) collected from multiple agencies 
through a network of fusion centres.

As the FBI develops its Next Generation 
Identification (NGI) system, which will 
include facial recognition biometrics and 
agencies adopting tools such as body-
worn video (BWV) cameras, the potential 
to better exploit this huge intelligence 
windfall is starting to be realised. 

Mark Crego, who leads on border and 
identity services for Accenture and has 
worked with the Department of Home-
land Security on the US-VISIT programme, 
envisages police officers equipped with 
passive “always on” biometrics through 

mobile and camera devices. He says: 
“With today’s technology there is an 
opportunity for a radical transformation 
of the police officer. Biometrics are only 
the starting point. They give the police 
an assurance of someone’s identity, but 
more importantly there has to be the 
data behind it. That means that data 
needs to be properly cleansed.” 

He says the problem with current 
biometrics is it has been restricted to 
identification “after booking”, typically 
meaning a 12-24 hour response time, 
which adds nothing to officer safety. 
Today’s automated fingerprint identifica-
tion systems (AFISs) are still, largely, an 
after-the-fact identification process. 

“You have an active task. You have to 
have a suspect or someone needs to 
be actively checked by an officer. That 

also raises problems of profiling and 
selecting people of a particular ethnic 
culture which hit the press in a negative 
way,” says Crego. “What we want is to get 
officers to the next phase. The officer of 
the future will be able to look at a person 
with a camera passively on them feeding 
all that information into a database and 
telling them if that person is a threat or 
not. We are transitioning to include facial 
recognition as a primary biometric in 
policing. It was not the case until fairly 
recently, but the National Institute of 
Standards and Technology (NIST), FBI and 
other agencies are seeing the potential 
of facial recognition.” 

He says biometrics has come a long 
way, but lagging behind is the co-ordina-
tion and co-operation between agencies. 
“The biggest barrier in law enforcement 
is turf, not technology – sometimes 
there are very good reasons for that. If 
Interpol were to give the FBI a very high 
visibility suspect who gives it to another 
agency who is not authorised to have 
that information that is a violation of the 
agreement with Interpol and the privacy 
of that individual has been compromised. 

“You have to create origination rules 
around the data, which leads for example 
to rule-based watch lists. Where did the 
data originate, who has control of the 
data and who can use it? It was tremen-
dously difficult for the FBI to co-ordinate 
with US-VISIT for example. The key was 
bringing the agencies together physically 
and creating an interoperability standard.

“But as a result of interoperability with 
the FBI on US borders it is now capturing 
about 50 felons a day who were not oth-
erwise detected coming into the US.” 

According to Crego, passive, always-on 
biometrics  would actively connect with 
surveillance infrastructure and give forc-
es a variety of options, leveraging smart 
phones, tablets and BWV cameras.  Such 
integrated technology could capture bio-
metrics and forensic evidence at crime 
scenes. It would also allow for facial 
watch-listing – in which known suspects 
and offenders are indexed by attributes, 
type of crime and location. l

Biometric Bonanza
As the US develops information sharing policies between its law 
enforcement agencies it is opening up an enormous wealth of data. 
Gary Mason says the next step is to make it available in real-time

“The biggest  
barrier in law 
enforcement is turf, 
not technology”

The Office of Biometric Identity Man-
agement (OBIM), formerly US-VISIT 
(Visitor and Immigrant Status indicator 
Technology) is the world’s second larg-
est biometric identification system. 

It provides identification services and 
watch list capabilities for known or sus-
pected terrorists to numerous US fed-
eral organisations and agencies, local 
law enforcement, Interpol and selected 
foreign countries. The Department of 
State, Customs and Border Protection, 
Immigration and Customs Enforcement, 
Citizen and Immigration Services, the 
Coast Guard and the Transportation 
Security Administration all participate in 
the US-VISIT programme.

Benefits
• Identifies 5,000 illegal visitors daily
• Stops 50 wanted criminals each day
• More than 75,000 wanted felons have 
been detained in the past seven years
• Processes 250,000 matches a day 
against a 136 million-strong database 
• Average response under 10 seconds
• 13,000 latent fingerprint comparisons 
for crime and terrorism incidents daily
• Monitors more than 4.5 million peo-
ple on the watch list
• Working at more than 1,250 sites 
including ports of entry, Department of 
State locations and other agencies
• 115 airports are now using  
10-fingerprint readers

H o w  o B i m  w o r k s
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According to FBI statistics, 95 law enforce-
ment officers were killed in the line of 
duty in 2012. Of these, 48 officers died as 
a result of felonious acts, and 47 officers 
died in accidents. In addition, 52,901 offi-
cers were victims of line-of-duty assaults. 
Comprehensive data tables about these 
incidents and brief narratives describing 
the fatal attacks are included in the 2012 
edition of Law Enforcement Officers Killed 
and Assaulted, released in October 2013. 
The 48 felonious deaths occurred in 26 
states, the US Virgin Islands, and Puerto 
Rico. The number of officers killed as a 
result of criminal acts in 2012 decreased 
by 24 when compared with the 72 officers 
who died in 2011. The five- and 10-year 
comparisons show an increase of seven 
felonious deaths compared with the 2008 
figure (41 officers) and a decrease of four 
deaths compared with 2003 (52 officers).

Officer profiles: The average age of the 
killed officers was 38. The victims had 
served in law enforcement for an average 
of 12 years at the time of the fatal inci-
dents. They included 43 male officers, 

and five female. White officers accounted 
for 42 deaths, and six were black.

Circumstances: Of the 48 officers 
feloniously killed, 12 were killed in arrest 
situations, eight were investigating sus-
picious persons or circumstances, eight 
were conducting traffic pursuits/stops, 
six were ambushed, five were involved in 
tactical situations, and four were answer-
ing disturbance calls. Three of the slain 
officers were handling, transporting or 
maintaining custody of prisoners; one 
was conducting an investigative activity, 
such as surveillance, searches, or inter-
views; and one officer was killed while 
handling a person with a mental illness.

Weapons: Offenders used firearms to 
kill 44 of the 48 victim officers. Of these 
44 officers, 32 were slain with handguns, 
seven with rifles, and three with shot-
guns. The type of firearm used was not 
reported in the deaths of two officers. 
Two officers were killed with vehicles 
used as weapons, one with personal 
weapons (hands, fists, feet, etc), and one 
with a knife.

P o l i c e  f a t a l i t i e s  a n a l y s i s

t
he direct link between bet-
ter wearability of body ar-
mour and increased officer 
safety has been statistically 
proven.

In 2011, the US Depart-
ment of Justice (DoJ) began mandating 
body armour use for police departments 
that received federal grants to procure 
the vests. 

By late 2013, 92 per cent of federal law 
enforcement departments said they “re-
quired” officers to wear armour, according 
to DoJ surveys. In 2009, just 59 per cent 
of those same departments had required 
such protection.

There appears to be a direct correla-
tion between mandatory armour use 
and a reduction in fatal attacks on law 
enforcement officers in the US. According 

to Federal Bureau of Investigation (FBI) 
figures for 2013 published in October 
(see box), the number of officers killed in 
action dropped sharply last year. In 2012, 
48 law enforcement officers were killed 
on duty, down from 72 in 2011. 

Some 90 per cent of those deaths 
involved firearms. “There’s been a sea 
change in the thinking on body armour at 
the state and federal level,” according to 
Chuck Wexler, executive director of the 
Police Executive Research Forum.

But even mandating vest use has 
its limits. Police officers are notorious 
discarders of equipment they find un-
workable, uncomfortable or impractical 
and vests will still get left behind if they 
prevent officers from carrying out the 
broad range of tasks routinely required 
during a typical shift. 

P r o v e n  m a t e r i a l s 
Consequently, the search for lighter and 
more comfortable vests has become a 
holy grail of the police equipment world. 
Despite a number of reports predicting 
the emergence of revolutionary break-
throughs ranging from liquid armour to 
Iron Man suit technology, the core materi-
als manufacturers have been working with 
for decades still dominate the market – 
aramid fibres, such as Kevlar, and polyeth-
ylene materials. 

Many in the industry believe these mate-
rials are now so advanced that it will soon 
lead to significantly lighter armours for law 
enforcement. Shitij Chabba, global seg-
ment director for life protection for DSM 
Dyneema, spoke to Police Product Insight 
at the Milipol exhibition in Paris in 2013, 
where several body armour manufacturers 
were launching new vests using ultra-high 
molecular weight polyethylene (UHMWPE). 
“A few years ago if someone had said we 
would be able to produce vests that were 
40 per cent lighter and offer the same pro-
tection, people wouldn’t have believed it. 
But with the advances in fibre technology 
now available this is achievable.”

This march towards lighter protective 
equipment is not being solely driven by 
the market. Multiple global government 
initiatives are under way to reduce the 
weight of personal protective equipment 
for soldiers. Experts are predicting the use 
of UHMWPE materials in body and vehicle 
protection will show double-digit growth in 
the next five years. 

“To address the pressing issue of weight 
reduction in both body armour and vehicle 
armour applications while providing the 
best ballistic performance, new materials 
need to deliver significant improvements 
and remain affordable,” said Chabba. “The 
increased concern for security around 
the globe and higher threat levels on the 
street call for greater flexibility to optimise 
armour protection and comfort. 

He says two important and ongoing 
trends in law enforcement – updated 
manufacturing standards and the focus on 

lighter, tougher vests
Regardless of the protection it affords, officers will only regularly wear 
personal armour when manufacturers make them as comfortable as 
they are effective at stopping rounds, writes Gary Mason
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comfort – are contributing to the demand 
for lighter and more protective armour. 

In 2008, the National Institute of Justice 
(NIJ) released standard 0101.06 on the 
ballistic resistance of body armour. This es-
tablishes new and updated minimum per-
formance requirements and test methods 
for torso body armour ballistic resistance. 

According to Dale Stockton, a former US 
police officer and editor-in-chief of Law 
Officer Magazine: “The new 06 standards 
presented some real challenges to manu-
facturers and there have been some early 
comments that 06-compliant armour was 
more rigid and less flexible. However, I’m 
confident manufacturers will find a way to 
work within the standards and work with 
NIJ to provide body armour that just keeps 
getting better. The market will drive this 
and ultimately the officers will benefit.” 

c o m f o r t  i s s U e s
Despite the widespread policies mandating 
armour use, some officers avoid wearing 
it for reasons of comfort or because they 
think they are can perform better without 
it on. Other excuses include administrative 
assignments or training days. 

The best estimates suggest that as many 
as 40 per cent of uniformed police officers 
go to work without wearing their personal 
issue vests. This varies dramatically by area 
of the country, type of assignment and 
mission of the law enforcement agency.

Stockton says: “When we do training, we 
always ask about the excuses for not wear-
ing body armour. The top two answers are 
always: “It’s hot” and “It’s uncomfortable”. 
In fact, even when I did training in Alaska in 
December, that was the response.”

For companies trying to market vests to 
law enforcement as “standard issue” kit, 
both these issues are difficult to address. 
But the manufacturers on show at Milipol 
said the new lighter-weight fibres coming 
on to the market pointed the way forward. 

Rheinmetal Ballistic Protection, Point-
blank and TenCate presented new armour 
at the event. Point Blank also launched its 
Alpha Elite series ballistic system at the 
International Association of Chiefs of Po-
lice (IACP) conference in Philadelphia last 
year. The equipment was developed after 
Point Blank engineers began searching for 
a ballistic material that would meet the 
rigorous demands of US Special Opera-
tions forces deployed in the world’s most 
dangerous regions. It has been designed 

to defeat high-velocity handgun rounds 
and fragmentation with minimal back-
face-deformation and offer multiple-hit 
protection to the wearer. 

According to the company, the new 
ballistic vests mean that NIJ Level IIIA 
performance is now available with comfort 
levels more typical of Level II body armour. 
Compared to Point Blank’s previous light-
est Level IIIA vest, the Alpha Elite series is 
12 per cent lighter. The new vests are also 
available in a range of concealable and 
tactical configurations.

The new ballistic material technology 
is not just being used to make every-day 
wear vests lighter and more comfortable. 
For specific threats or events, the technol-
ogy can be used to “beef up” the ballistic 
protection of existing equipment.

For example, during the run-up to the G8 
summit meeting in Lough Erne, Northern 
Ireland on 17-18 June 2013, Rheinmetall 
was able to respond at very short notice to 
a major order from the UK, swiftly supply-
ing several thousand hard ballistic Versatile 
Rheinmetall Armour (VERHA) inserts to pro-
vide added protection to police deployed 
to secure the summit. Made of composite 
material, VERHA hard ballistic inserts 
significantly increase the effectiveness of 
ballistic vests – they can even stop rifle 
rounds. VERHA is used for ground, air and 
maritime applications as well as for compo-
nents for ballistic vests. l

“There’s been  
a sea change in  
the  thinking on 
body armour”

While officers accept the need to wear armour during public disturbances, some tend to remove it during more routine daily tasks
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A
national project to assess 
whether UK police forces 
need a water cannon 
capability that can be 
shared regionally is under 
way. The project is being 

headed by David Shaw, the chief constable 
of West Mercia Police and national policing 
lead on conflict management. Dave Martin, 
commander of the Metropolitan Police and 
head of public order, is also on the team. 
The project board meets on a monthly 
basis and includes representation from the 
Home Office and the 
College of Policing, 

Once the Associ-
ation of Chief Police 
Officers had agreed 
on the operational 
requirement for wa-
ter cannon, a scoping 
exercise was conducted. It found that the 
latest models deployed in Europe cost 
around €900,000 and are built to order, 
with a lead-in time of around two years. 

The Met, which has been looking into 
the potential for water cannon since the 
London riots in 2011, was concerned that 
it could not wait that long to procure the 
equipment, so sought permission from the 
Home Office to seek an interim capability. 
The Met was asked to lead on this work 
and identified a potential solution through 

the Federal Police in Germany, who were 
looking to update their existing water 
cannon (see box on page 28). A feasibility 
study was carried out, with support from 
members of the Home Office Centre for 
Applied Science and Technology (CAST).
This involved purchasing secondhand 
water cannon, which would be adapted 
to meet the operational requirements for 
their deployment in the UK.

According to Stephen Greenhalgh, 
deputy mayor for policing and crime in 
London, initial quotes obtained from the 

Bundespolizei by the MPS confirmed that 
the three cannon would be available at 
£35,000 each, meaning around £85,000 
for the three, and up to £200,000 taking 
into account around £110,000 for trans-
port, refitting and related costs for all three. 

According to Mark Rowley, assistant 
commissioner for specialist crime and 
operations at the Met, the equipment is 
intended for deployment throughout the 
UK, but will be based in the Metropolitan 
Police area. 

He added: “This is intended to be an 
interim solution as the water cannon are 
23 years old and, though in good mechan-
ical condition, it can only be anticipated 
that they will have a working life of two to 
three years.”

In light of this, the national Project Board 
will also start planning for a procurement 
process for the long-term acquisition of 
new vehicles. As part of this procurement 
there will be an assessment of how many 
vehicles will be needed and how they 

might be located in regional/national 
hubs. 

Water cannon have been used in 
Northern Ireland since the late 1990s. 
Originally water cannon were borrowed 
from the Belgian police. However, six 
Somati RCV 9000 water cannon were 
bought in 2002. These remain in service 
to date. Water cannon have never been 

deployed in England, Scotland or Wales. 

E u r o p E A n  p E r s p E c t i v E
The use of water cannon to disperse 
crowds during public order incidents is part 
and parcel of the training and tactics used 
by the German Federal Police. While not 
every western European country agrees 
that the vehicle mounted cannons are the 
most effective way of dealing with such in-
cidents, Germany and Belgium have been 
at the forefront of developing the vehicles 

stormy wAtErs
As the UK looks to procure a fleet of water cannon to deal with 

public order incidents, Police Product Insight looks at their use in 

Western Europe and a new prototype being tested in Germany 

“The cabin is virtually 
impenetrable, with no foothold 

for rioters to climb on”
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and the water firing jets into a more effec-
tive riot control resource. 

The problem with the first such vehicles 
developed during the early 1980s was that 
the jets mounted on the vehicles lacked 
sufficient power to be effective. Viewing 
these vehicles for the first time, one senior 
British police officer said they were only 
good for “getting people wet”.

In 1983, a prototype vehicle developed 
in Germany had higher jet power and was 
capable of preventing the approach of 
rioters closer than about 30 metres. It had 
larger water capacity and a higher pump 
rate. This model was the 
only one thought at the 
time capable of driving 
rioters back and dis-
tancing them from 
the police. It became 
the prototype of the 
vehicle mounted can-
nons used by the police 
in Germany and elsewhere 
today.  

Both the German and 
Belgian police forces use 
the Belgian-made Mol CY 
NV MSB 18, the Somati RCV 
9000 or the German-made 
Ziegler water cannon vehi-
cles for such incidents. The 
brand new Ziegler WaWe 9 

water cannon replaced the MOL MSB18 
6x6 vehicles previously used by the Bel-
gian Federal Police.

Typically these vehicles hold a crew 
of four: the driver, a commander and two 
cannoneers. The RCV 9000 can hold nine 
tonnes of water and disperse it all within 
four minutes if set on maximum pressure. 
The cannon engine was designed for rapid 
deployment – they can travel at 70mph 
while fully laden with water.

According to the manufacturer, the cabin 
is virtually impenetrable, with no foothold 

for rioters to climb on 
to the cannon and 

no spaces 

where bombs could be inserted. The cabin 
is bomb-proof and inside it is insulated 
and air conditioned. If the wheels are shot 
at, the cannon can be driven for 25 miles at 
50mph with flat tires.

A problem with the earlier water cannon 
prototypes was that they quickly ran out of 
water. Typically, water cannon vehicles can 
hold up to around 10,000 litres of water. 
Most modern vehicles can be refilled from 

water hydrants used by fire-
fighters or from reservoirs 

lakes or rivers. 
It is also possible 

to conserve water by 
adjusting its flow rate 
and pressure. The jets 
can dispense water at 
anything up to 4,000 
litres per minute. 
The firing system can 
also be altered and 

different modes can be 
used, which can allow for 

preservation of water. 

Larger vehicles can hold up to 9,000 
litres of water, but smaller or larger 
capacities are available. The larger the 
vehicle, the greater the capacity, but 
also the lower its manoeuvrability. 

Water cannon weigh up to 30 tonnes 
when laden and are typically all-wheel 
drive. While this enables them to 
operate in a range of environments, 
the weight of the vehicles make them 
susceptible to being marooned on soft 
ground. They are likely to have similar 
access restrictions to a large refuse lorry. 

A 9,000-litre cannon running at full 
pressure would empty in around five 
minutes, however, the need to operate 
at this pressure for this length of time is 
unlikely and it could be difficult to justify. 

Water cannon can refill from each 
other or from hydrants. While it is pos-
sible to fill them from open water, ex-
perience suggests this feature is rarely 
used. Refilling from a hydrant typically 
takes between 10 and 20 minutes de-
pending on hydrant pressure and, when 
deployed, water cannon need to be 
supported by a dedicated filling crew. 

 Water cannon can also offer limit-
ed fire-fighting capabilities and some 
models are designed to be able to mix 
fire-fighting foam additives. 

Water contained within the vehicle is 
heated to approximately 5C to prevent 
the onset of medical conditions associ-
ated with the shock of being exposed to 
cold water. 
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In this way the police cannoneers can 
fire a short pulse of water at targeted 
demonstrators, which is usually a single 
burst of between five and 15 litres. For 
more widespread crowd dispersal, the 
cannons can also be set on an automatic 
pulse that fires between 40 and 70 pulses 
per minute, or a continuous strream of 
900 litres per minute. Most vehicles have 
an additional tank to hold either a dye or 
irritant additive, which can mixed with the 
water system.

A maximum reach of around 90m is 
achievable, however this is dependent 
upon the nozzle and pressures used. Most 
units reach maximum range of around 
65m. The force of the water is claimed to 
restrain an average person at 40m. There is 
also an option of delivering an incapacitant 
with the jet of water, at a concentration set 
during installation. 

Accuracy requires practice as operators 
often have a limited view and have to rely 
on directions from the driver to direct the 
water stream to the target, however a num-

ber of vehicles now incorporate cameras to 
make aiming easier. 

As well as the fixed mounted units, 
portable ground monitors are available. 
These devices are relatively small and 
may be easily stored and transported. 
They are designed to be maintenance and 
corrosion free using high grade marine 
stainless steel with flap valves made 
from gunmetal bronze. As such the water 
used can be drawn from natural sources, 
for example sea water or rivers, or from 
a storage tank. The devices are powered 
using either diesel or electric pumps. 
The maximum range of water dispersed 
from these devices is around 53m (at 10 
bar pressure) in ideal weather conditions 
using fresh water. 

r i s K  o f  i n J u r y
Although some protestors have claimed to 
have suffered physical injuries as a result 
of water cannon being used against them 
the Belgian and German police authorities, 
and the Police Service for Northern Ireland 

(PSNI) – which also uses the cannons 
– have made no reports of serious or 
life-threatening injuries to the public that 
could be attributed to the jet of the Belgian 
Mol CY NV MSB 18 or the German Ziegler 
water cannon.

Vehicle-mounted water cannon are less 
accurate than less-lethal options such as 
baton rounds or Tasers, which are designed 
to target individuals. However, they can be 
used in a variety of modes that reduce the 
energy directed at people. These include 
spray or diffused output; short bursts and 
continuous jets. 

To assess their safety in a public order 
situation the cannons have been tested 
against dummies to see what effect they 
would have by either striking the body 
directly or knocking debris, such as rocks or 
sticks, into a protestor. In the tests, direct-
ing the water jets at the ground resulted in 
the acceleration of small pieces of debris 
to a height that risked non-penetrating 
injuries to anyone standing in its path. The 
principal risk was to the eyes. l

An advanced prototype standard water 
cannon for all German police forces 
replacing the current WaWe 9 has been 
tested by the German Federal Police. The 
10m-long, 31-tonne vehicle, based on 
the three-axle all-wheel chassis of the 
Mercedes-Benz 3341 Actros Euro5 and 
powered by a 408PS diesel engine, has 
been built by Austrian company Rosen-
bauer, primarily known as a manufacturer 
of fire engines.   

With its crew of five (driver, observer, 
commander, and two cannoneers) the 
WaWe 10 is meant to be the ultimate tool 
for dealing with violent demonstrations. 

For this it holds on board 10,000 litres of 
water, which can also be mixed with up 
to 120 litres of riot agents when needed. 
For a detailed audit and documentation of 
its deployment during riot operations the 
vehicle is fitted with three video cameras, 
two on the front and one on the back, and 
a voice recorder, which can record inter-
com and the external loud speakers.

The working tools of the WaWe 10 are 
its three joystick-controlled RM12 C water 
cannons, which are a newly developed 
technology. They are more powerful than 
their predecessors, and can deliver differ-
ent kinds of water jets from full water to 

spraying. To make aiming easier for the 
officers, all the cannons possess a camera 
and rangefinder system, which is dis-
played on the monitors of the cannoneers. 
The third water cannon mounted on the 
back is also a new development compared 
to the WaWe 9.

The water pump in the back of the vehi-
cle is powered by its own engine, allowing 
it to constantly deliver up to 1,200 litres of 
water per minute with a maximum range 
of 65m through each front cannon and up 
to 900 litres per minute with a maximum 
range of 50m through the rear one, inde-
pendently of the driving engine.

t h E  f u t u r E  o f  w A t E r  c A n n o n

The cockpit contains screens displaying camera feeds from outside the vehicle, allowing the cannons to be directed effectively
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T
he role of maritime policing 
is evolving from a specialist 
area of law enforcement 
confined to local waterways 
and tributaries to one that 
works hand-in-hand with 

other homeland security agencies over a 
wider geographical area. 

Organised criminal threats such as drug 
and people smuggling, terrorism and 
piracy have made co-ordinated intelligence 
gathering and real-time surveillance a top 
priority for governments. But this is difficult 
to achieve due to the multi-agency nature 
of maritime enforcement and intelligence 
gathering. At state level, the number of 
agencies involved is likely to include fed-
eral and border policing agencies, customs, 
the coast guard and naval forces. 

Due to the complex nature of the threat 
there are a number of initiatives in Europe 
designed to better co-ordinate and devel-
op the maritime enforcement assets avail-
able. In developing these strategies, state 

governments and the EU are looking to the 
experience of countries such as Australia, 
which have taken a lead in this area. 

The European Border Surveillance 
System (EUROSUR) became operational 
on 2 December 2013. It is designed to 
equip the EU with better tools to prevent 
cross-border crimes, such as trafficking 
in people or drugs, while simultaneously 
detecting and providing assistance to small 
migrant boats in distress.

In its first phase, it became operational 
in 19 countries – the 18 countries at the 
southern and eastern external borders of 
the EU plus the Schengen-associated coun-
try Norway. As of 1 December 2014, the 
remaining eight member states and three 
Schengen-associated countries are due to 
join. The backbone of EUROSUR is formed 
by national co-ordination centres, via which 
all national authorities with a responsibil-
ity for border surveillance (such as border 
patrols, police, coast guard and navy) are 
required to co-ordinate their activities. 

Information on incidents occurring at the 
external land and sea borders, the status 
and position of patrols, as well as analytical 
reports and intelligence is expected to be 
shared via “national situational pictures” 
among these national authorities. 

The £260 million ($390m) project 
includes research into the potential use of 
unmanned aerial vehicles (UAVs) to patrol 
the Mediterranean coast in response to the 
large numbers of illegal immigrants cross-
ing from North Africa in small boats.

U A V  d e m o n s T r A T i o n s
Frontex, the organisation that represents 
EU border agencies, has hosted demon-
strations by defence companies of UAVs 
including the Spanish-built Fulmar and  
the larger Israeli-manufactured Heron. The 
Heron (also known as the Mahatz) family 
of UAVs is used by Israel, India and Turkey 
for maritime reconnaissance. The latest ver-
sion has synthetic-aperture radar and the 
capability ot gather electronic intelligence 
(ELINT). It has an endurance of 36 hours, 
can operate at an altitude of up to 45,000ft 
and can carry a payload of 1,000kg. Each 
UAV costs £3.3m ($5m). In 2008, Australia 
carried out a six-week trial into using Her-
on for maritime reconnaissance. 

The United Kingdom and Ireland are not 
a part of Schengen and therefore are not in 
EUROSUR, but the UK is actively consid-
ering how it can improve its maritime 
surveillance capability, particularly now the 
Nimrod fleet of military surveillance aircraft 
has been disbanded.

British defence firms are also testing so-
phisticated “sense and avoid” systems on 
UAVs over the Irish Sea. Police forces along 
the UK’s south coast have also been in-
volved in a project with partners in France 
and the Netherlands to explore the use of 
unmanned aircraft to patrol its coastline 
and the English Channel.

Separately, in one of the world’s most 
advanced trials of UAVs, BAE Systems has 
teamed up with British firms Cobham, 
Rolls-Royce and QinetiQ, along with Ger-
man company Cassidian and Thales UK, 
to develop a £62m project called Astraea, 
which is part-funded by the government. 

seA CHAnGe
Maritime policing units are becoming increasingly integrated with 
national and international agencies as the fight against trafficking 
and terrorism demands a sophisticated response, says Gary Mason

According to the House of Commons De-
fence Committee report for 2013, there 
are two categories of UAVs for maritime 
patrol – those for wide area surveillance 
(taking on some of the roles of long- and 
medium-range maritime patrol aircraft) 
and those for close-in support of mari-
time operations, carrying out tasks that 
may also be accomplished by helicopters.

The UK has had research/trial pro-
grammes for the second category. The 
Joint UAV Experimentation Programme 
(JUEP) tested the use of a ScanEagle UAV 
and although these trials were deemed 
successful, there were technical problems 
and weather issues that make this conclu-
sion questionable.

Worldwide there are two main UAVs 
available for wide-area maritime patrol. 
The Heron/Mahatz, manufactured in 
Israel, and the RG4 Global Hawk under 
development by Lockheed in the US.

UAVs do have some advantages for 
maritime patrol: 

• endurance,
• low observability, and
• no on-board crew (though significant 
manpower is still needed to fly and oper-
ate the sensors from the ground).

However, there are also significant 
disadvantages to UAVs:
• Range limited by communications – if 
the UAV is further away than line-of-sight, 
then satellite communications must be 
used. Data transmission rates are limited 
by power requirements.
• Payload weight considerations – a 
capable radar requires an appropriate 
antenna, typical radar weights may be 
~50kg and optical sensor weights ~40kg.
• Operation in civilian air space is 
restricted.
• Remote sensor control is limited due 
to communications bandwidth required.
• Lack of flexibility of operation – UAVs 
are not autonomous, they are unable to 
automatically change course in order to 
investigate a self-identified target.

p r o s  A n d  C o n s  o f  m A r i T i m e  U A V s
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“Police forces are exploring the

use of unmanned aircraft to 

patrol the English Channel”Last year, a House of Commons De-
fence Committe report concluded that 
the current assets available are limiting 
the ability of the armed forces to support 
law enforcement in counter-terrorism and 
counter-smuggling operations. In the event 
of a request from the National Crime Agen-
cy (NCA) – formerly the Serious Organised 
Crime Agency (SOCA) – to track an ocean 
going vessel suspected of drug trafficking, 
there is now no surveillance asset that can 
remain airborne at a suitable stand-off 
distance, it said. The report added: “Nimrod 
provided the capability to remain on 
scene with the relevant communications 
suite, detection equipment and tracking to 
ensure a joint operation could be suitably 
conducted to a successful conclusion.”

The report also said there is now limited 
sharing of assets between UK departments 
and agencies, but there is no single author-
ity with knowledge of asset employment or 
availability, and the vast majority of tasking 
is still undertaken in isolation. There is also 
duplication of effort, gaps where coverage 
might have been achieved and valuable 
information is not being shared. 

Recognising these issues, the Govern-
ment’s Maritime Security Oversight Group 

(MSOG), which is chaired by the Office of 
Security and Counter-Terrorism (OSCT) is 
looking at the measures taken by the Aus-
tralian government to increase its maritime 
homeland security capacity. 

Prior to 1988, Australian government 
departments contracted their surveillance 
services independently, in a way similar to 
the UK. However, the Australian govern-
ment recognised this approach did not 
provide an effective national surveillance 
capability. It therefore decided a single 
agency should be responsible for the man-
aging and delivering the total surveillance 
requirement for its exclusive economic 
zone (EEZ). 

Aerial surveillance of the Australian mar-
itime domain is now conducted through 
a single contract. The lead agency is the 
Australian Customs and Border Protection 
Service (ACBPS). Cobham Aviation Ser-
vices has the contract to ACBPS to provide 
aerial surveillance support throughout the 
Australian EEZ on behalf of 13 stakeholder 
departments and agencies, including the 
Australian Federal Police. l

High-speed rigid inflatable boats are used 
to patrol the Solent strait separating the 
Isle of Wight from the south of England
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CHANGE YOUR THINKING  
ON COMMUNICATIONS

With major change looming on the horizon,  

British APCO’s Annual Professional Exhibition  

and Conference 2014 examines the huge  

opportunities and complex challenges  

that will arise out of the new, data-rich  

public sector - be prepared for  
the change;

•  Specifically for end users: British APCO 2014  
is Europe’s leading, free-to-attend public  
safety communications exhibition

•  Compare and source the latest public safety  
products, systems and services that will  
shape the future of front-line operations

•  Learn from the experts at one of the many  
free-to-attend, CPD accredited Professional  
Development Workshops

•  Exchange ideas face-to-face with one  
of the largest gatherings of global  
communication technology  
suppliers

•  Most importantly, discover new  
ways to improve efficiency and  
reduce your communication costs

Where & when

BAPCO 2014  
1st & 2nd April

Manchester Central, Manchester.

Event Partners

REGISTER NOW AT:  

www.bapco.co.uk

FREE EXHIBITION
FREE WORKSHOPS
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c o m m u n i c a t i o n s

L
ike many public services, police 
forces are huge users of telepho-
ny, much of which is currently 
fixed at an allocated desk in a 
particular building. Once you add 
the desk, phone and a desktop 

computer to the price of employing each 
person, the overall cost to the organisation 
starts to escalate. It can also be a barrier to 
more mobile ways of working. 

With telephony systems reaching the 
end of their life cycles in some forces, there 
is an opportunity to address these issues. 

Cheshire Constabulary in the UK is now 
using a unified communications system to 

help frontline officers operate more effec-
tively. The roll-out of the new system has 
allowed officers and back office staff move 
towards a more mobile way of working, with 
inbound calls being pushed straight through 
to mobile devices. They also now have 
four-digit extension codes to be used as a 
direct link to officers’ mobile phones. This 
has meant, for example, that insurance com-
panies can now speak to officers directly, 
without having to go through the switch-
board or leave voicemails on a landline. 

The force is keen to continue using such 
tools to cut costs and improve services. 
Plans are even under way to start using a 

new router service for senior officers, so 
their expensive landlines can be removed 
and everything routed to their BlackBerry 
smartphones. This should cut costs, as all 
calls are handled over the data network.

Andrew Robson, tech infrastructure 
manager with Cheshire Constabulary, told 
Police Product Insight that the organisation 
was initially faced with simply replacing 
an ageing system. “Unified comms wasn’t 
really on the table to start with. The Sie-
mens telephony systems we were using 
were becoming old and we were getting a 
number of ‘end of life’ notifications from 
the company with regard to the platform.”

CALL TO ACTION
Cheshire Constabulary has replaced its old telephones with a unified 
communications system that allows mobile phones to take the place  
of landlines for individual officers on the move, writes Gary Mason
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The force looked at the major players in 
the public sector telecommunications mar-
ket to replace the system, including Cisco 
and Siemens. Eventually, they piloted a sys-
tem supplied by ShoreTel, which involved 
installing 100 units for basic telephony. 
According to Robson, it soon became clear 
that the system could do a lot more. 

“The product is not now used conven-
tionally in Cheshire,” he says. “We manip-
ulate it to do other communications tasks 
within the force, but it was originally in-
tended as just a basic telephony platform. 
We just needed something stable to move 
us forward – pick up the receiver and  
dial a  number.”

E N g A g I N g  T H E  p U B L I C
While the basic pilot was getting under 
way, the force’s technical staff were being 
challenged by the senior officer group 
about how the organisation could engage 
with the public in a more agile way. “A light 
bulb went on telling us that the system 
being used for the pilot could also start to 
allow us to achieve that goal,” says Robson. 
The system was used to set up a number of 
hubs acting as additional point of contact 
for public calls.

The first point of contact would be the 
101 non-emergency number, but callers 
would then be given another number that 
could be disseminated quickly around the 
organisation to a number of agents that 
don’t have to be centrally located. 

Another use for the system was envis-
aged through a groundbreaking shared 
services initiative. The Multi Force Shared 
Service (MFSS) centre is a collaboration 
between Cheshire and Northamptonshire 
Police, supported by Capgemini. The centre 
provides payroll, accounting, purchasing 
and human resources services using prov-
en technology and processes.

MFSS has a transactional hub in Wins-
ford, Cheshire, plus a payroll processing 
centre based in Northamptonshire. In 
addition to a fully managed IT system, 
there is a service desk for frontline support 
and additional advisory support for staff 
and managers. Forces retain their profes-
sional and decision support roles in-house, 
and governance is by a joint committee 
of partner forces. MFSS enables IT-based 
self-service for frontline officers who 
can, for example, provide expense claims 
online, which minimises bureaucracy and 
paper waste.

Setting up of the MFSS posed a number 
of technical challenges that were not fully 
thought through, Robson told PPI. “The 
initial plan to bring this forward didn’t 
originally have any understanding of the 

telephony required to underpin it. Basically 
it needed a contact centre,” he says.

ShoreTel has a virtual contact centre 
product that can connect internal and 
external callers and provide multimedia, 
sophisticated routing as well as self-ser-
vice and enhanced reporting functions. 
“By using this system, we were able to 
put a contact centre capability behind our 
new hubs.”

Although the new technology has 
allowed the force to be more agile with 
its communications and operate a unified 
platform, Robson says this has not required 
a revolutionary approach to telephony 
from frontline staff and specialist units. 

“The force doesn’t realise [it is oper-
ating through] the unified approach,” 
he says. “We have now given a single 
number to our motorway staff and the 
testing has been successful. Motorway 

officers will have a single number - their 
desk number - which will be put through 
to an Airwave terminal. It is a ‘follow me’ 
type of scenario.”

While employees in many organisations 
are now used to being contacted directly 
by external stakeholders, the unique na-
ture of police work has traditionally tended 
to put up direct contact barriers between 
officers and the outside world. Robson 
admits that within Cheshire there has been 
some resistance to this agile telecomms 
revolution. 

O F F I C E R  R E L U C T A N C E
“You will always get some officers who will 
not embrace it and others who are fully on 
board. It is the same as Twitter and Face-
book,” he says. “But for the majority, the 
technology is a way of moving forward. At a 
time when we are closing more police sta-
tions and working more with our partners, 
this technology allows us to fill that gap.”

The “follow me” facility will become 
available to any member of staff with a 

communication device. “Some people 
are doing that and some people are not,” 
he says. “The HR department have been 
trained to do it so they will automatically 
use the follow me facility, because it is part 
of the agile scope of what we are doing. It 
is built in to the platform, but some people 
will have to be coaxed.”

The force has recently launched new 
contact kiosks that enable the public to 
contact the organisation in a number of 
ways, including email and video links. The 
same technology is being used to underpin 
that system. 

The project still has a long way to go 
before it is completed, but one early con-
sequence of the overhaul is that Cheshire 
now has a better grasp of its telecomms 
“estate” in terms of the number of desk 
phones and separate extension numbers 
it has. 

Robson says: “When you move from an 
analogue system to a digital one a lot of 
your estate is historic. You think you may 
have X number of phones but you soon 
realise that number may not be correct. 
We were looking at an estate in the region 
of 4,000 active numbers that we could 
see. But when we went to roll them out we 
were able to reduce the number of phones 
by 30 per cent. So going from a position 
where we thought we needed 4,000 
phones in effect we were able to mobilise 
the force using 2,500.”

L A N d L I N E s  N E C E s s A R Y
Despite these reductions and the attrac-
tion of big savings, Robson warns that it 
is a “fallacy’ to think that if a police force 
moves towards more agile communications 
technology it can do without substantial 
numbers of landlines. “What forces need to 
realise is that there is no revenue on that 
desk phone,” he says. “But whenever you 
load a new licence on to the system then 
there is revenue. It is all about loading the 
system at the right time and getting your 
numbers right.

“By the time you put the maths together 
of buying a licence for a soft phone and a 
set of headphones, if that person is agile 
around your estate - and in Cheshire we 
have 45 different sites - it is more expen-
sive to give the person that headphone 
and soft licence.

“This is because you have revenue on 
that phone and have to change the head-
phone every three months. A desk phone 
is cheaper and will last forever. If a person 
is so agile that they are going regularly to 
sites operated by partner agencies they 
can, for example, use the follow me facility 
to use a phone in that area.” l

“At a time when 
we are closing 
stations and 
working more with 
our partners, this 
technology allows 
us to fill that gap”
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